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Executive Summary

enry Kissinger, Eric Schmidt
(former Google CEO), and
Daniel Huttenlocher (dean
of the MIT Schwarzman College of
Computing) have been speaking to
audiences on the topic of artificial intel-
ligence (AI) and humans, the subject of
their book The Age of AI (Little, Brown
and Company, 2021). They believe we
will soon reach a point where machines
develop their own language and start
communicating in a way we humans
do not understand. It is then that “we
pull the plug on them,” according to
Schmidt. Kissinger suggests that a
global discussion among governments
and industry must occur soon and
develop agreed-on limits to prevent Al
from getting out of control.
History is full of such calls for
global restraint of potentially danger-
ous machines, such as the 1921-1922
Washington Naval Conference, which
hoped to limit the spread of naval
battleships and constrain expansionist
powers, especially in the Pacific. We also

have the many nuclear arms control
agreements, including the 1970 Nuclear
Non-Proliferation Treaty, in which nearly
all the world agreed to the peaceful use
of nuclear power and swore to work to-

gether for the elimination of nuclear arms.

Chemical and biological weapons have
also been subject to such agreements with
good progress toward elimination.

But have we not seen this movie
before, that is, new capabilities that can
seemingly overwhelm humankind’s
ability to control them? While Schmidt
doubts these machines could become
truly conscious, they likely could develop
a decisionmaking capability that could,
when operating on the battlefield, ad-
vantage both the offense and defense
to quickly overwhelm the opponent. In
practice, Schmidt believes if sufficiently
resourced the Al-supported offense wins,
and the defender loses. But can warfare
become so simple that the offense can
overwhelm the defense simply by having
better analysis and the ability to carry out
such computer-assisted plans?

Kissinger and his coauthors are asking
the right questions: Where does Al place
our current military advantages as well as
those we plan to have in the future? Does
Al script us into an arms race of multiple
types, both hardware and software? Maybe
we have already been in one for years that
will now accelerate. How does Al play
a role in the Joint Warfighting Concept
(JWC)? This issue brings both answers
and more questions about how the United
States plans to meet the future militarily.

Building on General Mark Milley’s
discussion in JFQ 110 (3 Quarter,
2023), our Forum section welcomes
three articles that expand his discussion
of future joint warfighting. First, Thomas
Walsh and Alexandra Huber interview
the Services’ vice chiefs about how the
concept affects their efforts to implement
Joint Force Development and Design
in their plans for the joint force. Vice
Chairman Admiral Christopher Grady of-
fers his thoughts on how we can build the
joint force in line with the JWC. In an ex-
clusive to JFQ, NATO’s Supreme Allied

2 Forum/Executive Summary
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Commander Transformation Philippe
Lavigne provides his perspective on how
Alliance nations are adjusting national
and NATO plans for modernization, es-
pecially during the extant threat of Russia
to Ukraine and nearby nations.

As we do each October issue of JFQ,
we present the winners of the Secretary of
Defense and Chairman of the Joint Chiefs
of Staft (CJCS) Essay Competitions,
held this past spring at National Defense
University. With judges gathered from
across the professional military education
enterprise, over 90 essays competed and
4 were selected, with a dual winner in
one category. In the Secretary of Defense
Strategic Research Paper category, Karl
Scheuerman of the Eisenhower School
connects the dots between Russia’s threats
to stop wheat exports and how that could
impact the U.S. food supply. The first of
two winners in the CJCS Strategic Paper
category, Benjamin Donham of the U.S.
Army War College writes about how Al
could be applied successtully to joint med-
ical operations. The other winner in this
category, Nathaniel Peace from the Air
War College, suggests a strategy to achieve
space denial through deterrence.

In a first for JFQ, we offer a special
section on U.S. Africa Command, fea-
turing my interview with USAFRICOM
Commander General Michael Langley,
USMUC, and three articles from his
command staft. In an overview of
the guiding principles adopted by the
command, Melissa Stafford, Benjamin
Okonofua, William Campbell, and
Garth Anderson discuss the continuing
value of diplomacy, development, and
defense in the region. Looking more
deeply into the first of these principles,
Rose Keravuori, Peter Bailey, Eric
Swett, and William Duval describe how
USAFRICOM is working to implement
the concept of Defense Diplomacy. With
such a large geographic area of respon-
sibility and a relatively small amount of
assets to call on, Opher Heymann and
Peter Yeager outline a range of oppor-
tunities for the command to make a
difference across the continent.

Our Features section offers four ar-
ticles from the field, including views on
potential problems between China and

Russia in the Artic, managing risk, un-
derstanding the history of Black Soldiers
in World War II, and how modern mil-
itary members can best learn from their
industrial partners. Adam Lajeunesse, P.
Whitney Lackenbauer, Sergey Sukhankin,
and Troy Bouffard offer important in-
sights into the challenges of Chinese and
Russian use of the Artic. On managing
risk, Bryan Groves, Jerad Rich, and Kaley
Scholl educate us on how to best employ
the joint force’s existing frameworks for
successful outcomes. Returning JFQ
alumnus Bryon Greenwald provides us
with his take on how the experiences of
Black combat Soldiers in World War 11
can help us best leverage diversity and
inclusion efforts today. Michael Lima
discusses Training With Industry and
shares his perspective on why more such
assignments would help both sides of the
commercial defense industrial base.

Rounding out this issue, along with
three outstanding book reviews, is our
Recall article. Casey Miller, Carl Jappart,
and Matthew Jackson offer their lessons
learned from the Allied response to the
German U-Boat offensive of 1942.

As the outline of the JWC begins
to become clearer to the joint force
and beyond, we hope to hear from you
about how it relates to your vision of the
future, Al, geopolitical issues, and more.
While this world may seem increasingly
complex and complicated, sharing your
thoughts on how to deal with it is always
of value to our nation’s leadership and
your battle buddies alike. JFQ is always
ready to air them out. JFQ

—William T. Eliason,
Editor in Chief

To the Editor

instruments of national power.

n their letter to the editor (JFQ 110, 3 Quarter 2023), Michael P.

Fischerkeller, Emily O. Goldman, and Richard J. Harknett concede that

“employed persistently over time, a ‘deterrent effect’ might result from
cyber campaigns.” It is certainly accurate then to claim that persistent
engagement will effect a level of deterrence by creating friction against mali-
cious activity. This does not mean that persistent engagement was adopted
by U.S. Cyber Command as a deterrent strategy.

Certainly, too, competition below armed conflict can indeed result in po-
litical change (and thus is consequential). But it is hard to understand or share
their claim that such “[c]ampaigns in competition are not less consequential
than actions in crisis and armed conflict.” (Political influence campaigns are not
less consequential than conventional or nuclear war?)

Deterrence is much easier to conceive at the strategic end of the competi-
tion continuum (for example, deterring strategic attack via cyberspace against
critical infrastructure) and much harder at the low end, below armed contflict,
as I specifically argue in my article titled “Cyber Deterrence Is Dead! Long Live
‘Integrated Deterrence’!” (JFQ 109, 2™ Quarter 2023). A whole-of-govern-
ment and cross-domain effort is needed to better shape the domain. This is why
the Department of Defense is advancing integrated deterrence that involves
all military domains across the spectrum of competition and that leverages all

Broad claims that deterrence does not apply to cyberspace are unhelpful if
they cannot accept any nuance that cyberspace activity can contribute to deter-
rence below armed conflict (however small) and that cyber deterrence at the
strategic level probably does in fact exist.

—James Van de Velde

Professor, National Defense University

JFQ 111, 4*" Quarter 2023
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MH-60S Seahawk helicopter, assigned to “Tridents”
of Helicopter Sea Combat Squadron 9, takes off from
aircraft carrier USS Gerald R. Ford as it prepares to
conduct vertical replenishment with Ticonderoga-
class guided-missile cruiser USS Normandy, May 12,
2023, in Atlantic Ocean (U.S. Navy/Malachi Lakey)

A Symphony of Capabilities
How the Joint Warfighting Concept
Guides Service Force Design and

Development

By Thomas A. Walsh and Alexandra L. Huber

he United States today faces

complex global challenges,

including long-term strategic
competition with major powers such as

Colonel Thomas A. Walsh, USAF, is Chief of
the Strategic Engagement Office, Joint Staff
J7. Alexandra L. Huber is an Analyst with the
Office of the Secretary of Defense.

China and Russia, rogue states pursu-
ing nuclear proliferation, and violent
extremist organizations bent on sowing
chaos. Rapidly evolving technologies—
from generative artificial intelligence
systems to advancements in human-ma-
chine teaming—are changing the char-
acter of warfare, and we are only just
beginning to understand the implica-

tions of these changes. History shows
that in times like this, nations that best
capitalize on these changes create the
greatest advantages in battle. Adapting
to this evolving landscape requires the
joint force—Army, Marine Corps,
Navy, Air Force, and Space Force—to
integrate capabilities and synchronize
effects fluidly across domains. The

4 Forum /A Symphony of Capabilities
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opportunity for the joint force, as it
looks forward to a future still blurred
by the implications of rapid change,
is to balance readiness for today’s
warfare with preparation for the
warfare of the future.

Roadmap to the Future

In 1958, President Dwight D. Eisen-
ilUWCf, CUIIIIIICIlLiIlg on LilC DC[CIISC
Reorganization Act, emphasized that
“separate ground, sea, and air warfare
is gone forever. If ever again we should
be involved in war, we will fight in

all elements, with all services, as one
single concentrated effort.”! Rein-
forcing this idea, the 2022 National
Defense Strategy (NDS) states that the
United States “will disrupt competitor
warfighting advantages while reinforc-
ing our own, and enhance interop-
erability and access.”? The NDS’s
central tenet is the idea of integrated
deterrence: “working seamlessly across
warfighting domains, theaters, the
spectrum of conflict, all instruments of
U.S. national power, and our network
of Alliances and partnerships.”?

The joint force’s answer to the NDS
call and the current shift in the character
of war is the Joint Warfighting Concept
(JWCQ). Former Chairman of the Joint
Chiefs of Staft General Mark A. Milley
has called the JWC our “roadmap to
the future.”* It is a threat-informed,
operational concept that provides an
overarching approach to how the joint
force will fight in the future, culminating
nearly a decade of focused development,
wargaming, and experimentation.® The
JWC articulates a strategic vision for
how the U.S. military will operate and
fight as an integrated joint team across all
domains. By guiding and shaping Service
force design and development efforts, the
JWC stands as a roadmap to ensure the
joint force maintains advantage.

Joint Force Design

and Development

The JWC does not chart a singular
path through a landscape of budgetary
and operational choices, as a roadmap
through geographic terrain would.
Rather, the JWC guides numerous

operations, activities, and invest-
ments throughout the Department

of Defense (DOD) by providing a
common goal toward which the mil-
itary Services strive. Additionally, the
JWC informs how DOD partners in
industry and the interagency commu-
nity can support the joint warfighting
effort. The JWC articulates a “deep
understanding of the changing charac-
ter of warfare, anticipates the operating
environment, and guides how the joint
force organizes, trains, and equips
for future competition and conflict.”®
Perhaps not as detailed as a map or

as specific as turn-by-turn directions,
the JWC offers a shared vision of the
terrain and common destination. In
this way, the JWC provides alignment
and flexibility to Service force develop-
ment and design efforts. The ability of
the JWC to guide preparation for con-
temporary warfare and balance mod-
ernization for future warfare is one

of the reasons General Milley refers

to the JWC as our “North Star.””

The opportunity for the joint force
now is to synchronize and integrate
its various approaches, guided by the
JWC, such that the right force is ready
at the right time to compete with,
deter, or defeat any adversary.

A Symphony of Capabilities
Some consider American jazz music as
“America’s classical music.”® Improvi-
sation is an important part of jazz, and
in most performances, players perform
solos they create on the spot. Because
improvisation is so central to jazz, jazz
musicians are tremendously creative, and
they produce a wide variety of music. As
a result, one might listen to many dif-
ferent jazz recordings of the same song,
but none will sound identical.” The
musicians’ playing styles and the impro-
vised solos combine to make something
different. Jazz is about making some-
thing shared—a song everyone knows—
into something personal.’® To be able

to improvise, however, a musician first
needs to learn the basic musical scales,
which provide a common foundation of
knowledge. For the joint force, the JWC
provides this foundation.

In a sense, each of the military
Services exhibits similar creativity and im-
provisation as it makes something shared,
like joint operations, into something
personal, such as Service-led organization,
training, and equipping of forces for those
operations. Each of the military Services
approaches force design and develop-
ment in the manner it believes leverages
its unique cultures and experiences and
best prepares it for its missions. The
Army, for example, uses the concept of
Multidomain Operations (MDO) as a
guide. The Air Force pursues force design
in line with its Future Operating Concept.
The Marine Corps looks to its own Force
Design 2030 as it readies its Marines for
the future. The Navy’s Navigation Plan
guides its force design efforts.

Integration among the Services,
capitalizing on each Service’s unique
capabilities, perspective, and experience,
strengthens the joint force. In combina-
tion with a high focus on adaptation and
informed decisionmaking down to the
lowest possible level, the U.S. military
aims to maintain existing advantages
in modern warfighting and combine
them with human ingenuity and cre-
ativity to produce enduring advantage
for the joint warfighter. By providing a
common goal and vision of the future,
the JWC harmonizes Service-led force
design and development activities into a
symphony of capabilities.

Tenets of the JWC

In July 2023, General Milley intro-
duced the key tenets of the JWC,
which seek to reinforce the NDS force
development priorities: “infrastructure,
logistics, command and control, disper-
sal and relocation, and mobilization.”!!

The JWC tenets are:

= Integrated, combined joint force:
Seamless integration of all military
Services across all warfighting
domains, enabling them to function
as a unified force. This involves
synchronized planning, shared situa-
tional awareness, and effective com-
munication across different Services,
fully aligned and interoperable with
key allies and partners.

JFQ 111, 4*" Quarter 2023
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= Expanded mancuver: Fluidly
moving through space and time,
including but not limited to maneu-
vering through land, sea, air, space,
cyber, the electromagnetic spec-
trum, information space, and the
cognitive realm.

= Pulsed operations: A type of joint
all-domain operation characterized
by the deliberate application of joint
force strength to generate or exploit
advantages over an adversary.

= Integrated command, agile control:
Seamless command and control
(C2) across all domains, integrating
sensors, platforms, and decisionmak-
ing processes to achieve real-time
battlespace awareness and enable
rapid decisionmaking.

= Global fires: Integration of kinetic
and nonkinetic fires to deliver
precise, synchronized global effects
across all domains and multiple areas
of responsibility.

= Information advantage: The rapid
collection, analysis, and dissemina-
tion of information using advanced
technologies to enable decisionmak-
ing superiority and action.

= Resilient logistics: The rapid move-
ment of personnel and equipment to
places and times of our choosing.'?

These tenets serve like musical scales
for jazz musicians, guiding the design and
development activities of the respective
military Services. They not only provide
a common foundation but also allow for
the creativity and improvisation necessary
for each Service to optimize its opera-
tions, activities, and investments in line
with its mission areas. These tenets can
be found in each Service’s force design
and development efforts, and vice versa.
In recent conversations, every Service’s
senior-most leader emphasized this point
in describing how the Service is adapting
for the future.

Army

In the past century, land has consti-
tuted a primary warfighting domain in
major U.S. conflicts, resulting in many
land-centric lessons that have been inte-
grated across the joint force. Over the

last 12 months, the Army has continued
to transform the ways and means of its
approach to warfare. From weapon and
battle management systems to updated
doctrine, today’s Army is readying

itself to compete, deter adversaries, and
prevail in 21%-century warfare. This
sweeping modernization effort reflects
the tenets of the JWC.

Capability Modernization. The
2022 NDS states the need to support
integrated deterrence through the idea
of “deterrence by denial”'*—the ability
to withstand and quickly recover from
multidomain attacks. Supporting this
idea, Army fielding priorities center on
multidomain, interoperable capabilities.
By the end of fiscal year 2023, the Army
will have fielded 24 new combat systems.
These systems include long-range pre-
cision strike weapons, mobility systems,
and an updated battle management C2
network.'* Notably, in April 2023, the
Army approved for full production the
Integrated Battle Command System,
which integrates multidomain sensors to
create a holistic image of the battlefield
and identify the best shooter to defend
against incoming threats, quickly closing
the sensor-to-shooter loop.'?

The Army’s new fires, maneuver,
and C2 systems represent an ambi-
tious modernization effort and shift in
perspective regarding modernization
altogether, emphasizing continual
adaptation. According to Chief of Staff
of the Army General Randy George,
today’s Army embraces “continuous
transformation, where we are constantly
evolving and improving not just ma-
terial capabilities, but also the tactics,
techniques, and procedures needed
to optimize those capabilities.”!® New
Army doctrine reflects this effort and
describes the way the Service applies
those capabilities in its approach to
21%-century warfare, which is informed
by consistent experimentation across
the enterprise, such as Army Futures
Command, Service component com-
mands, and cross-functional teams.

Multidomain Operations. In
October 2022, the Army published Field
Manual (EM) 3-0, Operations, solidifying
the Army’s concept of multidomain

operations into doctrine. The concept, in
the words of former Army Chief of Staft
General James McConville, is “shaping
the Army and transforming our people,
readiness, and modernization efforts to
meet current and future challenges and
define the Army of 2030.”” EM 3-0
defines MDO as “the combined arms em-
ployment of joint and Army capabilities
to create and exploit relative advantages
that achieve objectives, defeat enemy
forces, and consolidate gains on behalf of
joint force commanders.”'® A/l operations,
it highlights, arve multidomain operations.

MDO are at the heart of the JWC
and underscore the tenets of expanded
maneuver and pulsed operations. General
Randy George notes that the evolution
in the Army’s doctrine optimizes it for
pulsed operations through capabilities
such as long-range precision fires, inte-
grated air and missile defense, and close
combat forces. Pulsed operations, in his
view, are about using Army capabilities
to “create openings in space and time for
different components of the joint force
to exploit, and vice versa. Those pulses
make expanded maneuver possible.”'
Operators and formations need to sense,
make sense, and act in the operational
environment faster than ever before. This
requires a leaner, more mobile, and more
networked Army.

Through capabilities and doctrine,
today’s Army is adapting to a modernized
way of war for the 21 century. Land
operations remain central to Army force
design and development, and those ef-
forts increasingly reflect the necessity to
integrate and synchronize effects across
domains, which is the heart of the JWC.
In this sense, the Army is using the musi-
cal scales provided by the JWC and other
concepts to leverage its own part of the
orchestra, strengthening the symphony as
a whole. Whether in space or undersea, in
the Pacific or elsewhere, “every theater,”
General George highlights, “is joint.”?°

Marine Corps

When it comes to force design and
development, the Marine Corps is pri-
oritizing speed, initiative, and current
advantages. While the Marine Corps
has drawn criticism from some retired
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JFQ 111, 4" Quarter 2023



Marine Corps Marine Unmanned Aerial Vehicle Squadron 3, Marine Aircraft Group 24, maneuvers MQ-3A down flight line on Marine Corps Air
Station Kaneohe Bay, Hawaii, June 20, 2023 (U.S. Marine Corps/Cody Purcell)

ranks because of its rapidly divesting
legacy materiel, these divestitures have
better prepared the Corps for future
warfare and the tenets of the JWC.?!
According to the Corps’ senior-most
Marines, the changes are vital to ensur-
ing the Marine Corps is ready to meet
21%-century challenges.

Fovce Design 2030. In March 2020,
the Marine Corps announced a major
force design initiative called Force Design
2030.?% The initiative, planned to take
place over the following 10 years, aims
to redesign the Service for naval expedi-
tionary warfare to better align itself with
the NDS and address the challenges iden-
tified therein. Since 2020, the Marine
Corps has eliminated and reorganized
units in accordance with the concept and
has divested several capabilities, such as
heavy armor. The Service has also fielded
new capabilities and task units, including
unmanned aerial vehicle squadrons with
its first MQ-9As in Hawaii, Marine Corps
Information Command, and the 3™
Marine Littoral Regiment.??

Designed at the same time as carly
iterations of the JWC, Force Design
2030 addresses the Service-specific
requirements for force design and
adaptation to modern warfare. These
efforts remain tightly aligned with joint
force goals outlined in the NDS and
JWC. The JWC, according to General
Eric Smith, Commandant of the U.S.
Marine Corps, “is the vehicle by which
we show our jointness.”?*

A New Paradigm. Deeper inte-
gration and synchronization of these
modernization efforts with the other
Services is central to Marine Corps force
transformation. As General Smith notes,
this integration “significantly increases
the capability, lethality, and effectiveness
of the joint force.”? Reflecting the JWC’s
tenet of an integrated, combined joint
force, Force Design 2030 emphasizes
that Marine Air-to-Ground Task Force
C2 capabilities must rapidly transition
across the competition continuum “to
enable all-domain joint and combined kill
webs.”?¢ To do this, Force Design 2030

calls for a shift away from legacy air-land
battle paradigms to a 21%-century, all-do-
main, joint battle mindset. According

to General Smith, the key to this joint
mindedness is striking the proper balance
between top-level guidance and Service-
level efforts to innovate, adapt, and
transform for the future.

The Marine Corps’ Stand-in Forces
(SIF) and Expeditionary Advanced
Basing Operations (EABO) concepts
puts these ideas into practice. The SIF
concept envisions a consistent Marine
presence west of the international date-
line to provide constant forward-based
sustainment and counter-C2, computing,
communications, cyber, intelligence, sur-
veillance, reconnaissance, and targeting
(C5ISRT) capabilities designed to enable
the first pulse of JWC’s pulsed opera-
tions.”” General Smith highlights that the
SIF concept enables Marines to create an
opportunity for other forces to enter the
theater by “opening the door from the
inside.”?® Currently, the Corps has over
28,000 Marines stationed in this region
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Marine Corps F-35B Lightning Ils, assigned to
Marine Fighter Attack Squadron 121 from Marine
Corps Air Station lwakuni, fly alongside Air Force
KC-135 Stratotanker over Pacific Ocean, January
19, 2023 (U.S. Air Force/Tylir Meyer)
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Servicemembers review data at Schriever Space Force Base, Colorado, December 19, 2022 (U.S. Space Force/Dennis Rogers)

to maintain presence, support regional
allies and partners, and “open the door”
for the rest of the joint force in the case
of a contingency.? As the 2022 NDS
prioritizes key infrastructure invest-
ments and continued collaboration with
allies and partners in the Indo-Pacific
region, the Marine presence in the re-
gion will endure.®

To refine the Marine concept of
EABO and the JWC, General Smith
emphasizes the importance of experi-
mentation, exercising, and testing—in
particular, nesting experimentation
within larger cise campaigns. Modern
Great Power competition requires the
joint force to accelerate experimentation
efforts and, where needed, accept greater
risk. According to General Smith, the
joint force must “boldly move toward
the future.”®! Since 2021, the Marines

10 Forum/A Symphony of Capabilities

have embarked on a mission to con-
duct “near-constant” experimentation
in EABO operations and training,
integrating new technology, materiel,
and tactics.? In the metaphor of a jazz
ensemble, the Marines have embraced
improvisation in new and experimental
ways. These experiments will inform
future EABO operations and Marine
Corps concepts, accelerating overall joint
force development and strengthening the
Marines’ role in joint warfighting.

The most critical part of the JWC—
and all Service concepts—is, according
to General Smith, ensuring that all war-
fighters understand the role their Service
plays in the joint force.3 All Services
should maintain their unique capabilities
and perspectives, which have been hard-
carned over time and in battle. These are
vital to the Services’ respecti

The JWC helps maximize those strengths
by integrating them into a cohesive,
credible, and adaptive joint force. As
Force Design 2030 acknowledges, only
by expanding integration and creating
new advantages when we sense changes
in the operating environment will the
Marine Corps remain “most ready, when
the Nation is least ready.”3*

Navy

The Navy’s overarching contribution

to the JWC is Distributed Maritime
Operations (DMO), the Navy’s central
organizing concept for its future opera-
tions. DMO increase naval lethality and
survivability while providing operational
advantage to the joint force. The Navy’s
Navigation Plan focuses Navy’s capabil-
ity investments to support DMO, focus-
ing on six force design imperatives:
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= expand distance

= leverage deception

= harden defense

= increase distribution

= ensure delivery

= generate decision advantage.®

The Navy’s strategic guidance and sup-
porting concepts fully align to the JWC
and its tenets, integrating with the
joint force symphony while supporting
the NDS foundational priority of inte-
grated deterrence.

Adaptation Through Cross-Force
Integration. Vice Chief of Naval
Operations Admiral Lisa Franchetti
emphasizes the centrality of cross-force
integration in naval development.
According to Admiral Franchetti,
“supporting integrated deterrence and
the Joint Warfighting Concept guides
the Navy’s investment and acquisition
priorities.” One of the Navy’s core
functions is strategic deterrence, which
supports the JWC by providing the ulti-
mate backstop to integrated deterrence.
Beyond strategic deterrence, the JWC
provides the framework for the Navy to
integrate with joint force counterparts,
allies, and partner nations to “develop
future operational concepts that cap-
italize on each other’s strengths and
maximize delivery of effects as a joint
and combined force.”% To ensure cur-
rent concept implementation and future
concept development efforts remain
aligned across all stakeholders, the Navy
leverages the NDS and JWC as guides,
thus “looking at Distributed Maritime
Operations in different geographic
contexts and time epochs.”¥ In other
words, the Navy uses the NDS priorities
and JWC tenets to employ DMO and
create advantages for the entire joint
and combined force.

A key aspect of this approach is con-
tinued engagement at the senior-leader
level. According to Admiral Franchetti,
continued leadership engagement in
forums such as the Globally Integrated
Wargame and Large Scale [ Global ]
Exercises “yields deep understanding
of joint concept and capability develop-
ment.” This engagement at all levels of
the force ensures the Navy’s development

remains relevant across the joint force,
and by pursuing alignment with all
Services, the Navy ensures cohesive joint
capabilities. In support of its Navigation
Plan, the Navy instituted the NAVPLAN
Implementation Framework (NIF) to
drive joint force—relevant capability devel-
opment that anticipates and responds to
tellow Service efforts.

Technology and Capability
Development. The Navy’s ongoing NIF
and Force Design 2045 efforts prioritize
capabilities with the most promise to ful-
fill JWC tenets. To deliver on its six force
design imperatives, the Navy established
objectives for long-range fires; terminal
defense; C5ISRT; unmanned systems;
Al; and Naval Operational Architecture
(Overmatch) to support the JWC tenets
of regarding global fires and integrated
command, agile control. Specific to na-
val-enabled logistics, contested logistics
and end-to-end supply chain objectives
demonstrate how the Navy will help the
joint force maneuver into and within the
theater of operations.

Furthermore, when planning or
fielding these future systems and plat-
forms, the Navy prioritizes agility and
multifunctional capabilities, keeping
“modernization in mind” throughout
the planning cycle.?® Reflecting the
rapid pace of technological change,
Admiral Franchetti states that “it is
necessary for us to build systems that
offer flexibility and can adapt to both
changing environments and operational
imperatives.”*® As with concept devel-
opment, capability fielding incorporates
joint force, allies, and partner nation eq-
uities from the inception, seeking a final
product that will benefit forces across
domains, Services, and partners.

Air Force

The Air Force Future Operating Concept
(AFFOC), designed to align with the
JWC, centers on five core functions:

= air superiority

= global strike

= global mobility

= intelligence, surveillance, and recon-
naissance (ISR)

= integrated C2.#!

In a discussion of the AFFOC and JWC,
Vice Chief of Staff of the Air Force
General David Allvin emphasized the
need to expand joint force unity. Con-
tinual adaptation, agility, flexibility, and
alignment must be central to the joint
force’s mindset as it responds to the
changing character of war.

Synchronization and Agility.
General Allvin observed that the JWC
has provided the Air Force (and joint
force) a common baseline from which to
develop future concepts, ensuring that
all Services remain aligned while fulfilling
their respective functions. Synchronizing
across the joint force requires an active
joint mindset. General Allvin high-
lights that we “can’t be satisfied with
what [ modernization| does for the Air
Force—we need to see how it plugs into
the joint force.”*? Creating joint-mind-
edness is critical to ensuring that the
NDS priorities, JWC tenets, and the
AFFOC functions are fulfilled, ensuring
the Services are able to use each other’s
strengths to create a stronger whole.

Fulfilling the JWC tenets and
AFFOC functions centers on the ideas
of agility and adaptation to today’s rap-
idly changing operating environment.
This includes JWC’s “agile control” and
expands beyond it to include systems,
materiel, and Airmen. General Allvin
advocates for capabilities that can fulfill
many functions and requirements,
noting the Air Force “should never take
in another system without factoring in
agility and the rapid pace of change.”*
In the past decade, the Air Force has
pivoted to secking agile capabilities
that can be employed in many ways and
adapted quickly, reducing the need to
field new equipment in the future. The
idea of agility does not just apply to
equipment, though—agile Airmen are
vital to mission success.

The Air Force’s multicapable-Airmen
initiative seeks to create Airmen who can
employ a variety of basic skills outside
their specialty code, allowing them to
respond quickly and efficiently in un-
familiar situations or environments.**
General Allvin notes that mental agility is
equally critical and is a central idea in the
Air Force’s pivot to mission command,
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which “empowers Airmen to operate in
uncertain, complex, and rapidly chang-
ing environments through trust, shared
awareness, and understanding of the
commander’s intent.”** In combination,
multicapable Airmen and a mission com-
mand approach enhance autonomy and
the speed of decisionmaking.

Expanded Maneuver and Pulsed
Operations in Aivpower. The AFFOC
argues that winning the air fight centers
on “pulsed airpower”—that is, periods
of temporary air superiority to create
opportunity for the entire joint force to
fight.*® This idea, which echoes the JWC
tenets of expanded maneuver and pulsed
operations, characterizes the Air Force’s
enduring role in joint warfighting. To
be effective, General Allvin describes the
need for a unique tempo in pulsed oper-
ations (or pulsed airpower): If a typical
pulse can be compared to a heartbeat
that is steady and predictable, then the
Air Force’s pulse must have an “arrhyth-
mia” that the joint force knows and
an adversary cannot predict. In other
words, only the orchestra should know
what the tune will be.

Finally, the future force must use
agility and adaptability to maintain an
open mind and flexibility to change.

As General Allvin states, agility means
that “you know you won’t [always] be
right, but when you’re wrong, you can
get right quicker.”* This kind of rapid
iteration, and the decisionmaking that
accompanies it, require the joint force to
establish and maintain information ad-
vantage over competitors and adversaries.
And just as a jazz musician uses a finely
tuned ear to improvise and adapt, the
joint force must perceive changes in the
operational environment faster, and more
accurately than others, and then optimally
respond to those changes.

Space Force

As the U.S. military’s newest Service,
the Space Force faces the unique chal-
lenge of establishing its place among
the Services while working to adapt
to the current and future operating
environments. Chief of Space Oper-
ations General B. Chance Saltzman
outlines three lines of effort to pursue

the Space Force’s critical areas: fielding
combat-ready forces, amplifying the
Guardian spirit, and partnering to win.*
These priorities allow the Space Force
to pursue Service-specific responsibil-
ities and capabilities and ensure that
jointness is an inherent attribute of
Space Force functions and development.

A Guiding Stav for Force
Development. The USSF was established
in 2019 as the joint force was grappling
with the changing character of modern
war. Because of this, the Space Force is
a future-facing organization by design.
According to former Vice Chief of Space
Operations General David Thompson,
the JWC and its tenets describe what
future warfighting will look like, guiding
the Space Force through a common
future picture across the joint force. “The
JWC,” General Thompson stated, “is
the guiding star for how the Space Force
needs to develop and integrate capabil-
ities.”* For a Service whose business is
space, the analogy is apt.

In turn, Space Force doctrine and
strategy add context and detail to the
Service’s aim to enable greater skill and
integration across the joint force. In ad-
dition to the Chief of Space Operations’
priorities, the Space Force’s core compe-
tencies encompass space security, combat
power projection, space mobility and
logistics, information mobility, and space
domain awareness.*® These competencies
will not only enable more secure commu-
nications and global mobility for the joint
force but also reinforce and strengthen
cach key tenet of the JWC.

Synchronizing and Accelevating.
The 2022 NDS states that “[b]ecause
the cyber and space domains empower
the entire joint force, we will prioritize
building resilience in these areas.”! As
such, prioritizing joint alignment and
interoperability is an inherent Space
Force priority. In a symphony, the Space
Force may be the overarching acoustical
infrastructure, amplifying and support-
ing the capabilities of other Services.
Since its inception in 2019, the Space
Force has stood up multiple organiza-
tions meant to integrate cross-DOD
perspectives in every stage of planning
and problem-solving. The Space

Warfighting Analysis Center (SWAC)
stands as a central example: equities
from across the Services and combatant
commands are represented in the SWAC
analytic process, creating solutions ac-
ceptable for the entire joint force.

In addition to interoperability,
General Thompson emphasizes the
criticality of synchronizing timelines and
generational technology across the joint
force. The Space Force has significantly
less legacy materiel and equipment than
its counterparts, meaning it does not
need to divest large amounts of equip-
ment to create room for modernization.
However, as all Services rely on space
architecture, Space Force planners must
remain conscious of how legacy capa-
bilities and new capabilities, such as an
integrated space data network, interact to
ensure that the joint force remains fully
connected during periods of transition.
This, General Thompson highlights, is
the crucial role the Joint Requirements
Oversight Council (JROC) plays in force
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Secretary of Defense Lloyd J. Austin Il delivers remarks at Air Force B-21 Raider unveiling ceremony, in Palmdale, California, December 2,

2022 (DOD/Chad J. McNeeley)

design and development. By integrating
joint space requirements, the JROC
helps ensure the future force is an inte-

All Services share the imperative
to successfully adapt to the changing
character of war. Adaptation involves
risk. The joint force, General Thompson
notes, must be willing to accept risk as
it accelerates for design and develop-
ment because the modern competitive
environment “does not allow for risk
aversion.” The consequences of moving
slowly are, in General Thompson’s

view, just as risky as those of moving

too fast. The crucial factor for the joint
force is adapting together. “Every
single one of us,” General Thompson
points out, “must adapt to the changing
character of war, both individually and
collectively, in every Service and every
domain, to achieve the vision of the
JWC, or we will lose.”??

JFQ 111, 4*" Quarter 2023

National Guard Bureau
The National Guard Bureau (NGB),
as 20 percent of the U.S. military,
represents a vital component of DOD
readiness.’* Guardsmen study, train,
and exercise using the same concepts
and strategy as their Active-duty coun-
terparts and thus align with Service
and joint concepts. Vice Chief of the
National Guard Bureau Licutenant
General Marc Sasseville emphasizes
that National Guard leadership has a
special responsibility to disseminate
and explain the JWC to Soldiers and
Airmen throughout the Guard so that
they understand their role “in joint
operations both now and in th
execution of the JWC.”%5

Learning the JWC Through
Practice. In a discussion on the JWC and
its tenets, Lieutenant General Sasseville
stated that the “capabilities and capacities
of the National Guard, and the Reserve

components in general, need to be con-
sidered early in the planning and concept
development process.”*® Furthermore,
Licutenant General Sasseville emphasizes
the importance of Guardsmen experi-
encing the JWC and its tenets through
practice and execution. The JWC, he
highlights, “must become integrated
with and eventually foundational to our
”%7 The best learning
will occur, according to Lieutenant
General Sasseville, “with the infusion

of the JWC into war planning and
scenario-driven objectives into Service
”58 In other

training programs.

and joint training exercises.
words, although jazz is largely improvi-
sation, practicing to ensure cohesiveness
among the players is critical.
Guardsmen regularly participate in
Active-duty exercises and training to
maintain cohesion across the force. In
May 2023, for example, members of
the Kentucky and Michigan National
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Guards made history during Exercise
Agile Chariot, a large-scale training event
focused on improving Total Force Agile
Combat Employment (ACE) capacity.
Combat controllers from Kentucky para-
chuted from an MC-130] and secured

a highway landing zone for incoming
aircraft on a Wyoming asphalt roadway.
Following this, Active component
Airmen from Hurlburt Field established
a forward area refueling point to quickly
refuel a pair of Michigan National Guard
A-10 Warthogs and an MQ-9 Reaper,
operated by the Air Force Reserve,
demonstrating joint force interoperability
and ACE’s effectiveness in a contested
zone.” Exercises like these showcase

the value of combat-ready Guard and
Reserve forces and highlight the Total
Force integration necessary to success-
fully implement key elements of the JWC.

Indispensable Pavtnevships.
According to Lieutenant General
Sasseville, exercises like Agile Chariot
are particularly crucial for the NGB, as
they allow Guardsmen to ensure their
current capabilities continue to align with
the Services. Large-scale global exercises
expand knowledge of the JWC across the
NGB. Guardsmen have already begun
working on internal NGB and cross-Ser-
vice lines of effort to rehearse and test
the JWC’s pulsed operations, successfully
using the Air Force’s ACE and the
Army’s MDO concepts as vectors.

The 2022 NDS states that “[m Jutually
beneficial [a]lliances and partnerships are
our greatest global strategic advantage.”*
Beyond the joint force, the National
Guard ensures interoperability and
alignment with America’s vast network
of allies and partners through its unique
State Partnership Program. This program,
which has established partnerships with
over 50 percent of the world’s nations,
affords the NGB a uniquely vast net-
work of allies and partners with which
to practice and train. In 2023 alone,
Licutenant General Sasseville notes, the
NGB “participated in more than 1,500
engagements with 100 partner nations in
every . . . combatant commander’s [area of
operations].”® In June 2023, more than
2,500 National Guard Airmen and 100
aircraft from 35 states participated in the

German-led Air Defender 2023 exercise.
This exercise brought together more than
20 allied nations to test interoperability
and strengthen security cooperation.

In July 2023, the Washington National
Guard and the Canadian Air Force

were able to execute ACE tactics of
small, maneuverable basing to “com-
plicate adversary targeting of logistical
footprints,” according to Lieutenant
General Sasseville.%? As the JWC becomes
more widespread across the force, NGB
leadership hopes to use exercises like Air-
Defender to train U.S. allies and partners
on the tenets as well, maintaining and
strengthening critical U.S. relationships.

Conclusion
Each Service’s force design and
development efforts nests within the
JWC. By providing the fundamental
scales of joint warfighting at a time
characterized by rapid changes in the
character of war, the JWC provides the
alignment and flexibility needed for
cach Service to develop, integrate, and
synchronize joint capabilities. Within
Service concepts, the JWC tenets
remain consistent, demonstrating the
operational need to remain connected
and aligned throughout modernization
processes. Most prominent are the
tenets of expanded manenver and pulsed
operations, which in tandem create
expanded, dispersed presence in theater
and across domains, leveraging Service
strengths to create episodic superiority
throughout a conflict.

Service acquisition has shifted to
focus on multiuse capabilities that
span domains and adapt to a rapidly
shifting battlespace, maintaining an
integrated, combined joint force. In
21%-century warfare, agility is crucial
for success. Physical agility—small,
light, maneuverable units—is central to
ACE, EABO, and DMO, and all Service
concepts acknowledge the need for
mental and cross-domain agility. The
Services have focused future operations
on understanding how Service-specific
capabilities support the entire joint
force and enable all-domain, synchro-
nized operations to further cross-force
integration. Agility is key to ensuring

synchronized effects. Servicemembers
must be able to operate in a variety of
situations and environments and com-
municate across systems and domains to
ensure all operate as one joint force.

The 2022 NDS states that the “cur-
rent system is too slow and too focused
on acquiring systems not designed to
address the most critical challenges.”®
As such, speed and enhanced risk toler-
ance are critical to a superior joint force,
enabling information advantage and
resilient logistics. Primary characteristics
of the modern and future operating envi-
ronments are accelerated decisionmaking
and rapid operations. The organizational
and technological efforts currently being
explored by the joint force enable fast
decisionmaking at the lowest possible
level to provide necessary advantages in
future warfighting. The combination
of speed and risk tolerance is crucial to
ensure the timely delivery of needed
materiel, disseminate critical information
to warfighters, and make decisions on
the battlefield. Risk tolerance may rise or
fall in different circumstances. Creating
shared understanding of fluid acceptable
levels of risk enables faster operations,
allowing the joint force to gain and main-
tain advantage at critical junctures.

Technology development and its
integration into the joint force must
keep pace with peer and near-peer actors.
While the human element remains the
core of U.S. warfighting, integrating ad-
vanced technology to assist and support
warfighters allows the United States to
maintain its current advantages. Today’s
operational environment requires greater
integration and the infusion of emerging
technology to enable integrated C2,
global fires, sensing, sense-making, and
decisionmaking. As seen in individual
operating concepts, the Services priori-
tize joint applicability and cross-domain
effects in capability development and
fielding, ensuring that new capabilities
further enable cross-Service integration
and cooperation.

Finally, enabling and maintaining
joint mindedness across the force is
vital to fulfilling the JWC tenets and
implementing the NDS’s integrated
deterrence. Ensuring that exercises,
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training, and education address the
jointness of Service concepts further
inculcates a joint mindset in individual
warfighters. To successfully implement
joint and Service concepts, the Services
must understand each of their individ-
ual contributions to the symphony of
capabilities that 21%-century warfighting
requires. The scales of the JWC are what
allow the future joint force to use these
capabilities as a cohesive whole. In other
words, the JWC keeps the joint force on
the same sheet of music, and as General
Smith observes, “every Service needs to
understand their part to play.”** JFQ
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11 Armored Cavalry Regiment and Threat Systems Management Office operate swarm of 40 drones to test rotational units’ capabilities during
Battle of Razish, National Training Center, May 8, 2019 (U.S. Army/James Newsome)

Sharpening Our Competitive
Edge

Honing Our Warfighting Capabilities
Through the Joint Warfighting Concept

By Admiral Christopher W. Grady

The Joint Warfighting Concept (JWC) challenges the joint force to rethink competition, detervence, and conflict. This necessitates o
shift in how we utilize our curvent capabilities and a leap toward new ones. To truly sharpen our competitive edge, we must outpace our
adversaries in adaptability and innovation. While the Pentagon has made strides in vecent years, there is move to be done. The Joint
Requirvements Oversight Council (JROC) is pivotal in this transformation. It brings all the Services together to assess the capabilities
requived by the JWC, identifies gaps, and strategizes to bridge them. However, the JROC is just one facet. Achieving integration across
domains and regions demands cobesive processes. We must havness our Department’s capacity to experiment, innovate, set priovities,
allocate vesources strategically, and expedite capability acquisition. Furthermore, with many key stakeholders outside the joint force, it is
crucial to synchronize our strategies with experts, industry, and international allies and partners.

Admiral Christopher W. Grady, USN, is Vice Chairman of the Joint Chiefs of Staff.
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he role of the Vice Chairman

of the Joint Chiefs of Staff'is a

unique and multifaceted one,
standing at the crossroads of various
critical lines of effort within the
Department of Defense (DOD). Itis a
position that intertwines military advice
to strategy and policy, budgeting,
acquisition, and requirements, afford-
ing unique insights into the opportu-
nities and challenges for our Services,
combatant commands, and DOD.

As the Vice Chairman, I participate
in our senior joint decisionmaking
bodies, such as the Joint Requirements
Oversight Council (JROC), the
Deputies Management Group
(DMAG), the Joint Chiefs of Staff
Tank, as well as many other issue-fo-
cused oversight and coordination
groups. In these forums, leaders uni-
versally and fully recognize the task
before us: We must deliver agile, reli-
able, and combat-credible capabilities
at speed and scale to the joint force so
that warfighters can deter aggression
and win if called to fight. We know
from experience that our decisions are
most effective when they are threat-in-
formed, risk-based, and data-enabled.

As former Chairman of the Joint
Chiefs of Staff General Mark Milley
aptly described in Joint Force Quarterly
110, challenges to our rules-based in-
ternational order—and unprecedented
changes in the character of warfare—are
catalysts for the joint force to adopt a
unifying joint operational vision that de-
liberately drives future force development
and design.! This unifying vision is the
Joint Warfighting Concept. It serves as
our “roadmap to the future,” challeng-
ing the joint force to make a fundamental
shift in the way we think about competi-
tion, deterrence, and conflict.?

The Secretary of Defense designated
the JWC as a key to drive experi-
mentation and accelerate Joint Force
Development and Design (JEDD) with
DOD-wide urgency and teamwork. He
highlighted the importance of this work,
noting that “with significant challenge
comes opportunity for bold change.”
This bold change, at speed, is essential
for the United States, and its allies and

partners, to design and develop forces
that will prevail in future conflicts.

The JROC is one key tool to opera-
tionalize this shift. The JROC convenes
all the Services around one table to
consider the joint capabilities we need to
execute the JWC, identify gaps, and then
make recommendations about how we
can fill those gaps to secure warfighter
advantage. The JROC, though, is only
one tool at military leaders’ disposal. To
achieve integration across domains and
geographies, we need these all to work
together. We need integrated processes
that move the full might of DOD to
experiment with new ideas, set require-
ments based on what we learn, make
strategy-informed resourcing decisions,
and then move quickly to acquire the
capabilities the joint force needs. This
process—from experimentation with new
ideas, to requirements, to resourcing, to
acquisition—requires the best insights of
experts, allies and partners, and industry
to achieve our JEDD objectives. This arti-
cle explores several of these tools essential
for instilling the tenets of the JWC in our
future warfighting capabilities.*

The Joint Warfighting
Concept

DOD looks to three seminal doc-
uments that define our strategic
direction. The National Security Strat-
egy, National Defense Strategy, and
National Military Strategy outline the
what that the Nation expects the mil-
itary instrument of power to achieve.
They define our most consequential
challenges and prioritize our activities
to address emerging threats and main-
tain our national security.

It is the JWC that provides the how.
The joint force must constantly update
its thinking as new threats to American
security emerge. The JWC represents our
best thinking on how the United States
and its allies can mitigate and defeat
military threats from peer adversaries. It
informs DOD-wide operations, activities,
and investments. It encapsulates the wide
range of thought on future warfighting
from across DOD. It includes the neces-
sary level of specificity to guide DOD in
investment and modernization, readiness,

organizational changes, and training ini-
tiatives in critical joint areas.

The JWC reflects our deep focus and
study of our adversaries and operating
environment, which will require the
joint force to conduct simultaneous and
successive operations across all domains,
in multiple dimensions, and across the
clectromagnetic spectrum.® The joint
force’s agility, adaptability, and combat
credibility will be our advantages over any
adversary. To achieve this, we leverage
the creativity in the DNA of our nation
and our force—the joint force’s specialty
is the ability to innovate, respond flexibly,
and adapt to unexpected strategic and
tactical changes.

The JWC also serves as an analytic
engine operating within a multiyear
JEDD timeline. Comprehensive reviews,
expert analyses, and joint experimenta-
tion efforts provide a threat-informed
framework and unifying vision to guide
future force design, development,
generation, and employment. It is our
playbook for gaining positions of ad-
vantage against our adversaries and for
securing our competitive edge.

The Secretary of Defense plays a vital
role in JWC implementation, providing
fundamental direction and priorities for
the JWC through the National Defense
Strategy and defense planning scenarios,
directing implementation via global
campaign plans and defense planning
guidance, and directing periodic reviews
of the JWC, as necessary.® The Secretary’s
endorsement and support for the JWC
provide the force with a “North Star,”
and the JWC tenets are woven through-
out the work of our major defense
planning forums.

Our imperative is clear: We will have
a modernized joint force, sufficiently
sized and ready, that enables sustained
deterrence and combat effectiveness
via credible U.S. capabilities and in-
teroperability with allies and partners.
Implementing the JWC in the joint force
is the best preparatory action to deter
adversarial actors from military aggression
and preserve peace. It informs the ways
in which the joint force must approach
organizing, training, and equipping for
future competition and conflict.”
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Operationalizing the JWC:
Tools at Our Disposal

One of the senior joint decisionmaking
bodies responsible by law for driving this
shift in warfighter modernization is the
Joint Requirements Oversight Council
(JROC), which identifies requirements
for the joint force using the JWC as a
guide. As the Vice Chairman, I convene
the JROC with the Service vice chiefs
and civilian advisers to identify, prior-
itize, and address critical gaps in our
joint operational employment con-
cepts.® The JROC assesses military capa-
bilities and makes recommendations

to address our most pressing capability
gaps through changes in doctrine, orga-
nizations, training, materiel solutions,
leadership, policy, facilities, and per-
sonnel (DOTMLPE-P) as well as rapid
acquisition processes.’

Since its establishment in 1986, the
JROC has many improvements in its
approach to warfighter requirements.
Previous Vice Chairmen General Paul
Selva and General John Hyten realized
significant reforms, recommitting the
council to the mission tasked to it by
Congress in U.S. Code Title 10 Section
181. They created a management pro-
cess designed to emphasize the joint
force’s “top-down” high-priority mod-
ernization needs while also attending
to “bottom-up” combatant command
operational requirements—fusing into a
comprehensive recommendation from
warfighters to policymakers on the most
important capabilities to design and
develop for current needs and future
conflicts. They also knew that JROC
success would be determined not by sin-
gle-system stovepipes or by over-defining
technical specifications that ought to be
left to engineers, but by performing the
joint force leadership task of investigating
and prioritizing portfolios of capabilities.

Today, the JROC process reviews
capability portfolios that advance the
Concept Required Capabilities (CRCs)
needed to execute the JWC. CRCs are
a new hallmark of the JWC and are why
the JWC is so critical to the work of
JEDD and the JROC. By emphasizing
concept-driven and threat-informed ca-
pability development through Capability

Portfolio Management Reviews
(CPMRs), the JROC encourages
concerted action toward military mod-
ernization across stovepipes, domains,
and geographies. JROC findings explic-
itly incorporate the views of the Services
and Joint Staff as statutory members as
well as those of the policymakers and
combatant commands who advise every
JROC meeting. While there is much
work left to do to refine the JROC’s pro-
cess to ensure it is as effective as possible,
JROC CPMRs based on the strategic
environment, threat, technological
maturity, risk, and capacity constitute a
significant step forward.

Critics often view the JROC and the
deliberate acquisitions system as overly
bureaucratic and too slow—and some
criticisms are valid. Still, it is important
to acknowledge that this process was
designed to allow for deliberate and
robust assessments of capabilities to
ensure codified decisions across the
joint force. These thoughtful activities
support a more informed assumption of
risk by the joint force.

Indeed, the CPMR process looks at
capability development from a holistic
perspective to ensure the right level of risk
is understood and carefully allocated across
the DOD portfolio of capabilities. We will
never have zero risk. But the joint force
does have a responsibility to think deeply
about the risks we are taking, to constantly
improve our nation’s defense, and to ar-
ticulate to policymakers and the American
people how we propose to manage the
tension between current readiness and
modernization, given finite resources.

To make threat-informed, risk-based,
and data-enabled decisions on these
difficult tradeofts, the JROC relies on
experts drawn from across the Services,
combatant commands, and elsewhere in
DOD organized into portfolio-focused
Functional Capability Boards (FCBs).
These teams draw from the JWC,
expertise from real-world warfighting
experience, experimentation results,
modeling, wargaming, and more to an-
alyze and recommend priorities for each
portfolio, identifying opportunities where
new capabilities can fill a warfighting gap,
prioritizing which gaps most need to be

filled to execute the JWC, and integrating
what capabilities in each domain can be
brought to bear within a portfolio.

For example, a key challenge for the
joint force is how to provide logistical
support in a contested environment,
supporting frontline units in a high-end
fight. Over the last 2 years the Logistics
FCB conducted CPMRs on multicapable
distribution platforms and rapid deploy-
ment and distribution. These CPMRs
tackle the challenge of disaggregated
and expansive logistics environments, a
central capability described in the JWC.
These contested-logistics CPMRs charac-
terized existing commercial and military
capabilities to balance DOD-wide
sustainment costs, graded progress for
critical procurement programs, and high-
lighted feasible air and maritime logistics
technologies central to long-term JWC
implementation.'® I have drawn from
these findings heavily as I have made
budget reccommendations in the Deputy’s
Management Action Group (DMAG).

Similarly, the Force Application FCB
conducted recent CPMRs on capabilities
of surface fire and tactical air. These
reviews investigated the capabilities that
would be required to execute the JWC
CRGC:s for global fires, which envisions
the synchronization of global effects
across domains and geographic regions.
CPMR recommendations directly led to
a comprehensive munitions study that
will drive research, programmatic, and
investment decisions optimizing regional
munitions mixes for the next decade.!!
Again, this analysis informs my recom-
mendations in the DMAG.

In collaboration with the JROC’s
FCBs, the JWC development team
within the Joint Staff Joint Force
Development Directorate (Joint Staff
J7) routinely draws from its own anal-
ysis and the latest thinking from across
the defense enterprise to refresh and
update CRCs against the dynamic threat
environment. The team’s recommen-
dations consider various factors, such
as the different phases of the JWC’s
expanded maneuver concept, National
Military Strategy key operational prob-
lems, and National Defense Strategy
endstates.'? The outcomes of these
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Army Soldier with New Jersey National Guard's D Company, 1-114™ Infantry Regiment (Air Assault), operates M240B on Virtual Convoy
Operations Trainer at Observer Coach/Trainer Operations Group Regional Battle Simulation Training Center on Joint Base McGuire-Dix-
Lakehurst, New Jersey, February 9, 2020 (U.S. Air National Guard/Matt Hecht

efforts are captured in JROC strategic
directives and other JROC memoranda,
documenting the council’s recommen-
dations of the best pathways to achieve
JWC implementation.

JROC recommendations also inform
Integrated Acquisition Portfolio Reviews
(IAPRs), a new mechanism managed
by the Office of the Under Secretary of
Defense for Acquisitions and Sustainment
to draw from the data-informed work of
the JROC as well as the deep expertise and
analysis of DOD acquisitions professionals
and to design acquisitions strategy that
identify critical gaps, interdependencies,
and opportunities for improvement within
cach portfolio. Structured, early alignment,
more in parallel than sequential, is key. We
have only begun to align the requirements

JFQ 111, 4" Quarter 2023

process and acquisitions reviews, but there
is great promise for greater speed and im-
proved decisionmaking in this synergy.
The CPMRs and IAPRs form two of
the three pillars that uphold the JEDD
framework. The third—and equally
vital—pillar is innovation. Recognizing
innovation’s paramount importance, the
Deputy Secretary of Defense recently
established the Deputy’s Innovation
Steering Group. This group is designed
to harness diverse DOD innovation
pathways, aiming to swiftly address key
operational challenges. By complementing
traditional capability development and
acquisition pathways, the group leverages
commercial technologies and other non-
traditional scaling approaches. Together,
these three pillars of JEDD feed senior

governance forums, providing much of
the data and analysis that DOD uses to
make hard choices. These eftorts are de-
signed around National Defense Strategy
priorities and are deeply rooted in the
tenets of the JWC, setting the stage for
our innovation progress.

Accelerating Progress:
Innovation Initiatives
Expanding our advantage and accel-
erating progress in the complex land-
scape of modern warfare is not only a
matter of strategy and tactics. It is also
about collaboration, innovation, and

the critical role of allies, partners, and
industry in deliberate experimentation
and future force design, from inception
to implementation.




Military officials conduct wargaming exercise at U.S. Naval War College in Newport, Rhode Island, in 1952 (left), and Vice Chief of Naval
Operations Admiral Lisa Franchetti poses for photo with senior officers and civilians at CNO Futures Wargame in Newport, August 30, 2023
(Courtesy Naval War College)

Over the last 2 years, I have worked
with my counterparts from many of our
allied and partnered militaries. They face
the same challenges we do and see many
of the same opportunities ahead.

The joint force benefits from and relies
on allies and partners to accomplish our
mission. There are three axes of integration
for today’s joint force—across domains,
globally across geographies, and with allies
and partners. So progress toward modern-
ization within the U.S. joint force will be
hollow if it is not aligned with the mod-
ernization priorities and pathways of our
allies and partners. In this interconnected
landscape, sharpening our competitive
edge means not just advancing our own ca-
pabilities but also ensuring that they mesh
seamlessly with those of our partners.

Recognizing this, I have sought out
ways to incorporate our closest partners
in a process to evolve requirements to-
gether. We have recently made progress
in establishing the International JROC
(I-JROC) initiative, a collaborative forum
among the vice chiefs of defense of the
United States, the United Kingdom, and
Australia. I-JROC serves as a venue to
identify and validate joint and combined

warfighter proposals.'® Interoperability
and interchangeability are easier to
achieve when pursued from the begin-
ning, and the agreements reached this
year in the I-JROC are a testament to
this collaborative spirit. They include
both materiel and nonmateriel efforts,
such as the reduction of barriers to
information-sharing when able and
the early identification of roadblocks
to achieve shared goals and objectives
across domains.'* Once the I-JROC
truly works among the founding three
parties, I would like to add more allies
and partnerships to the conversation
to address our future challenges and
opportunities—together.

We also need to streamline our internal
processes. Closer to home, we need “more
bridges and express lanes” that bypass
the usual bureaucratic roadblocks of the
“Valley of Death” (the period during
which a vendor transitions a prototype
or commercially available product to a
DOD contract). We know that agility
and efficiency generate the best, fastest
results for the warfighter.'® This vision is
about ensuring that our advancements in
defense technology do not get bogged

down in red tape and risk aversion but
instead move swiftly from research and
development to production, reaching
our warfighters when it matters most. It
is about fostering an innovation mindset
across DOD, from policymaking to proto-
typing, ensuring that our innovations have
a clear and rapid path to implementation
and that good ideas can scale quickly
across the expansive defense enterprise.
To further this vision, Deputy
Secretary of Defense Kathleen Hicks
recently announced a new initiative,
Replicator, that aims to speed innovation.
Its first effort is to field attritable systems
at a scale of multiple thousands, in mul-
tiple domains, within the next 18 to 24
months.'® This initiative will be steered
by the Deputy’s Innovation Steering
Group to unify major DOD innovation
initiatives and reflect our commitment to
bridging the gap between military needs
and industry capabilities. By fostering
collaborative endeavors, we ensure that
our warfighting strategies are not only
informed by the latest technological
advancements but are also adaptable
and forward looking in an ever-evolving
global landscape.
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We also must look to maximize
academic, materiel, and innovative
contributions from outside DOD and
across all domains. Rapid innovation
from industry is a boon for defense ap-
plications, and regular partnership gives
us an opportunity for early collaboration
and deliberate joint applicability from
the design phase. To be a good partner,
we owe it to industry to establish clear
asks. Communicating capability and
inventory requirements, in terms that
connect with industry, capitalize on
public-private ventures, and embrace
academia and nontraditional industry
partners. Leveraging the great creativity
of American business and American
thinkers is our best path to find un-
anticipated wins but required us to
overcome acquisition hurdles to bridge
the bureaucratic malfunction of the
Valley of Death. It is a great strength
of the United States that our private
industry is constantly in search of new
technologies, and we will need to adapt
to fully incorporate this energy to bring
the technology of tomorrow into the
joint force.

As the Capability Portfolio
Management Reviews examine “as-is”
and “to-be” capabilities, the JROC is
also tightly aligned with partner entities

such as Office of the Undersecretary of
Defense for Research and Engineering
(OUSD R&E) and its work within the
experimentation space. Rapid Defense
Experimentation Reserve (RDER)
projects are executed on an annual basis
with candidate experiments assessed for
highest promise in closing warfighter
gaps. RDER can identify the minimum
viable prototyping necessary to bring a
novel capability into acquisition chan-
nels and, if acceptable, quickly scale
production to meet warfighter needs.

Furthermore, the Warfighting Lab
Incentive Fund (WLIF) drives rapid,
deliberate field experimentation with
mature capabilities to develop and
deliver innovative warfighter-tested
joint concepts of operation within a
year of project execution. The pro-
gram enables diverse teams, including
labs, industry, and Service transition
experts to “fail fast” as they conduct
iterative assessments of potential solu-
tions “in the dirt” and within joint
exercises. WLIF project teams, many
advanced by the combatant commands
and warfighters in the field, integrate
emerging technologies with oft-the-
shelf capabilities—both commercial
and government—to address near-term
warfighting problems.

Constant Improvement:
Wargaming and
Experimentation
Joint experimentation, which incorpo-
rates wargaming, modeling, and simula-
tion, is vital to the validation of concepts
introduced in the JWC. It provides
opportunities for practitioners and war-
fighters to explore concepts and technol-
ogies, test abstract ideas and synergies,
and rapidly increase the organization’s
collective understanding. According to
the Defense Science Board, experimen-
tation fuels the discovery and creation
of knowledge and leads to the devel-
opment and improvement of products,
processes, systems, and organizations.!”
Every component of the joint force
plays a vital role in this experimentation
process, providing critical ideas and
resources for refining and testing the
key principles articulated in the JWC.
Service-led force design, and each’s
unique concept implementation, com-
plements the broader vision of the JWC.
Combatant commands, too, are essential
players in this process, bringing their
real-world expertise to otherwise novel or
hypothetical scenarios. Stakeholders at the
DOD level include the Chief Digital and
Artificial Intelligence Office, the Defense
Innovation Unit, Service innovation
entities, and command innovation groups
such as the U.S. Indo-Pacific Command’s
Joint Mission Accelerator Directorate.'®
For example, DOD-wide experi-
mentation events such as the Global
Information Dominance Exercise
(GIDE) serve as forums for baselining
existing command and control (C2)
workflows, experimentation, and rapid
prototyping, all critical to JWC tenets
such as Information Advantage and
Integrated Command, Agile Control.
These experiments allow the joint force
and DOD to “measure C2” by capturing
the amount and speed of available data
that inform senior-leader decisions, evalu-
ating effectiveness, and highlighting areas
for improvements. These experiments
also provide venues to challenge current
warfighting C2 paradigms, allowing the
joint force to experiment with novel C2
structures that allow for more aligned op-
erations across domains and geographies.
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The Globally Integrated Wargame
(GIWG) series is a staple event that show-
cases the Services and “Five Eyes” allies
and partners as an integrated, combined
joint force employing multidomain op-
erations in accordance with the tenets of
the JWC." (Five Eyes is an intelligence
alliance consisting of Australia, Canada,
New Zealand, the United Kingdom,
and the United States.) The GIWG rou-
tinely validates the necessity for mission
command, where leaders at all levels are
prepared to exercise judgment, assess risk,
and take decisive action.?® Through this
and other similarly scoped wargaming se-
ries, we can press the joint force to break
out of its domain-centric comfort zones
at any level of warfare and integrate to
move fluidly across domains.?!

Also, combatant command and
Service-level exercises, such as the U.S.
Indo-Pacific Command’s Talisman
Sabre and the U.S. Navy’s Large Scale

Exercise, provide additional arenas to
test JWC tenets. Executing multidomain
operations and enhancing interopera-
bility between U.S. and partner forces
is critical for missions today and in the
future. They provide an opportunity

to field and challenge Service-specific
visions for their incorporation into joint
design and to better understand the rel-
ative strengths of our pulsed operations
in contested environments and against
adaptive opposition forces.

The Joint Staff Force Structure,
Resources, and Assessment Directorate
(Joint Staff J8) is critical to effective
global wargaming. While it does not have
specific oversight over the conduct of
wargames across DOD, the J8 admin-
isters the Wargaming Incentive Fund
and manages the Wargaming Repository
to foster novel wargaming and collect
observations. The Studies, Analysis, and
Gaming Division of the J8 also executes

-

the Vice Chairman’s Wargaming series, in
which JROC participants and capability
portfolio owners look at an upcoming
JROC topic through an operational lens.
When coupled with complementary ex-
periments and independent analyses, this
series and other wargaming opportunities
improve the depth and credibility of
analysis, enable senior leaders’ decision-
making, and provide evidentiary basis for
investment decisions.?

The Joint Staft J7 is responsible for
hosting the annual Joint Experimentation
Forum, where deliberate outputs from
Joint Experimentation Program events
as well as DOD-wide convenings and
combatant command and Service-specific
wargames are gathered for combined
review. Prioritization is set for future
experimentation events, and observa-
tions are gathered for collective benefit.
The outputs of this forum go on to
feed Operations Deputies (OPSDEPS)

United Launch Alliance Delta IV-Heavy rocket lifts off from Space Launch Complex 37B at Cape Canaveral Air Force Station, Florida, June 11,
2016, carrying classified national security payload for U.S. National Reconnaissance Office (Courtesy United Launch Alliance)
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Aircraft carrier USS John C. Stennis, front left, French Marine Nationale aircraft carrier FS Charles de Gaulle, front right, guided-missile destroyer
USS McFaul, guided-missile cruiser USS Mobile Bay, Royal Danish navy frigate HDMS Niels Juel, and French air defense destroyer FS Forbin
transit in formation in Red Sea, April 15, 2019 (U.S. Navy/Skyler Okerman)

meetings that make recommendations for
DOD operational decisions, Chairman
of the Joint Chiefs of Staff Tanks, and
JROC and DMAG convenings, ensuring
that recommendations and risk determi-
nations made by senior decisionmakers
are fully informed by the outcomes of our
wargaming and experimentation cycles.

I am eager to see the joint force take
the opportunities of these exercise and
experimentation series to really challenge
our current warfighting paradigms. This
is the road to rapid improvement. We can
use the outcomes of these convenings to
break the mold and to propel novel C2
concepts out of the notional and into
the light of day. True experimentation
must embrace risks and drive thinking
to inform our rapid and virtuous cycle
of concept and capabilities development.
From our liaison officers embedded
within the Joint Staff J7 and J8, to the
promise of the international iteration of
the JROC for Joint Force Development
and Design and joint experimentation,
we are realizing our National Defense
Strategy imperative at pace. All this effort
is strengthened by our allies, partners,
and industry teammates who are an ex-
ponential advantage in the competition
phase and beyond.

Experimentation is the crucible where
ideas are tested and refined. It provides

immediate feedback for concept improve-
ment, rapid acquisition opportunities, and
additional venues to collaborate rapidly
with industry and allies and partners. This
collective process allows participants to
bring complementary technology and
novel concepts that align with or challenge
the core ideas of the JWC. Our objective
is clear: to provide a combined joint force
commander with the ability to work seam-
lessly across all domains and geographies
with precision, integration, and lethality.

Conclusion

Organizing to secure our advantage

is not just a strategic goal; it is an
imperative that assures our nation’s
future defense. No warfighting domain
remains uncontested. The complexity
of warfighting is growing with tech-
nology, so no single Service capability
can win alone without truly realized
joint force capabilities. We owe it to the
American people and to our Service-
members to get this right.

Ensuring we have an authoritative,
integrated way to drive JEDD is a chal-
lenge. The most difficult issues we face
for the future revolve around emerging
joint problems. We have the National
Military Strategy that describes a pow-
erful and highly capable future joint
force, and we have the JWC to guide us

through these tough problems. We have
myriad tools within DOD to evaluate our
gaps, prioritize what must be done to de-
liver necessary integrated capabilities, and
drive integrated innovation to achieve our
objectives. Each step we take is a stride
toward honing our competitive edge.

However, an overhanging question
persists: Who is the authoritative senior
advocate for the joint warfighter? Who will
hold all our constituent parts—Joint Staff,
Services, combatant commands—account-
able for working together to deliver a truly
modernized joint force? Who is responsi-
ble for driving integrated JEDD?

The Chairman certainly has a role
to play in this, with the responsibility in
Title 10 Section 153 to ensure “global
integration.”?® Meanwhile, the JROC is a
convening authority and can accomplish a
great deal with the Services by coordinat-
ing and catalyzing. I have found that the
Vice Chairman’s role at the intersection
of strategy and military advice to policy,
budgeting, acquisition, and requirements
is one of the points of integration as we
seek to improve horizontal and vertical
collaboration through DOD to achieve
our desired endstates. But I believe we
are coming up to the edge of what we
can accomplish under the current design.
We are operating 1980s software to solve
21%-century challenges.
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Chairman Milley’s recent article in
Joint Force Quarterly acknowledges that
despite the clear roadmap outlined by
the JWC, the joint force must pivot faster
to take on our future challenges. He
proposes a future-focused organization
that would prioritize joint experimenta-
tion, deeper integration with allies and
partners, and designation of a sole senior
advocate focused on this force develop-
ment and force design function.?*

Others have suggested other models.
Be it empowering entities like the JROC
with oversight responsibilities, designat-
ing different responsibities to existing
roles within the Joint Staff, or inau-
gurating new entities altogether, the
changing landscape of modern warfare
necessitates an organization that drives
adaptability grounded in the principles
of the JWC. There is no easy or over-
night solution. I personally favor a wider
discussion on this critical question of
how we align our strategy, organization,
and authorities, as I believe there are
many options to consider streamlining
our progress toward the truly integrated
joint force that we know is necessary to
defeat a peer adversary.

In the meantime, progress is being
made across the board. The recent publi-
cation of Joint Publication 1, Volume 1,
Joint Warfighting, marks a distinctive par-
adigm shift. It emphasizes our proactive
stance in a persistent competitive environ-
ment where military advantages are not
set in stone.?® We must think expansively,
beyond conventional operational do-
mains. It is crucial to understand that this
is not a one-time endeavor; our required
capabilities are ever-evolving, echoing the
fluidity of modern warfare, and they must
be informed by the JWC’s tenets.

Our current security environment
is changing rapidly, and we must too.
Bolstering deterrence, amplifying our
global network of allies and partners,
driving down risk, and fast tracking the
development of innovative capabilities
and operational concepts are paramount.
Ongoing strategic competition demands
an integrated approach, fusing the capa-
bilities of each Service, command, and
partner into a joint and combined whole
that is more than the sum of'its parts.

We must harness our nation’s
combined strengths, showcasing our
adaptability and resolving to safeguard
our nation’s future. The JWC sets an am-
bitious but achievable way forward for the
joint force, and we are streamlining the
process to implement it. In this endeavor,
our commitment to sharpening our com-
petitive edge remains unwavering. Still,
there is more to do, until constant innova-
tion and “rapid speed to the fleet” are no
longer the province of special initiatives
but just the way we do business. JFQ
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Embracing Change
A Sense of Urgency

By Philippe Lavigne

t the dawn of an ever-evolving
A geopolitical era, the North

Atlantic Treaty Organization
(NATO), the world’s most powerful
political and military alliance, faces a
new reality. This article examines the
issues facing NATO and suggests ways
to modernize and adapt the Alliance to
meet current and future security chal-
lenges. There are many complementary
parallels to the U.S. Joint Warfighting
Concept (JWC) and its implementation

General Philippe Lavigne, French Air Force, is
Supreme Allied Commander Transformation.

across the spectrum of NATO warfare
development. From the need to rethink
defense strategy and capability devel-
opment to expanding cooperation with
new partners, this analysis highlights
the steps needed to strengthen the
Alliance’s edge in a digital world. With
a focus on innovation, agility, and mul-
tidomain capabilities, it aims to chart a
solid path for NATO’s transformation
to ensure its relevance and resilience in

the decades ahead.

Navigating the New Reality
In the fast-evolving global security envi-
ronment, NATO faces several complex

2

Soldiers assigned to 2" Battalion, 22" Infantry Regiment, 1% Brigade Combat Team, 10t Mountain Division, execute joint training event with
NATO Allies during Northern Forest 23, at Rovajarvi military range and training area, Finland, May 28, 2023 (U.S. Army/Kasimir Jackson)

situations that have reshaped the
dynamics of international relations. The
emergence of new global challenges has
contributed to an uncertain and diverse
security landscape.

Over the past 20 years, the rapid de-
velopment of space, cyberspace, artificial
intelligence, and autonomous weapon
systems has opened new avenues for state
and nonstate actors to project power
and wage unconventional warfare. The
threat of cyber attacks, disinformation
campaigns, and the weaponization of
emerging technologies has increased the
importance of cybersecurity and raised
concerns about the vulnerability of critical
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Soldiers with U.S. Army’s 2™ Cavalry
Regiment participate in live-fire drill during
exercise Griffin Shock, in Bemowo Piskie,
Poland, May 24, 2023 (NATO)

infrastructure and the resilience of our
societies. These dynamics have intensified
competition for influence, resources,
and strategic advantage, leading to
heightened tensions and rivalries. Russia,
terrorist groups, and wider challenges
such as China or Iran could take multiple
strategic paths over the next 20 years.
During these challenges, Russia’s
brutal aggression in Ukraine on February
242022, was a wake-up call. With this
sudden return of war on European soil,
countries have realized that a comprehen-
sive, proactive, and cooperative approach
to global security is now essential.
Fortunately, NATO Allies are ahead
of the game. At the Madrid Summit
4 months later, they agreed to a fun-
damental shift in our deterrence and
defense, with new propositions of plans
to dedicate specific forces to defend
any or all Allies, higher readiness, more
stocks, and more prepositioned equip-
ment. The refocusing of our posture
on collective defense begins at the
operational level, with regional plans,
and continues throughout the capability
process: new force model, force structure
requirements, command and control, and
infrastructure—constantly updated in the

light of lessons learned and, in particular,
the Ukrainian ones.

Nearly 75 years after its founding,
the Alliance is more relevant than ever.
At Norfolk, the role of Supreme Allied
Command Transformation is to ensure
that NATO maintains its edge. And a big
part of that is being best equipped to deal
with what I call the new reality.

What's New in the New
Reality? More, Faster,
Everywhere
The basic nature of warfare and its prin-
ciples—clash of wills, force, friction, the
fog of war, and centers of gravity—have
held true for centuries. As former Chair-
man of the Joint Chiefs of Staff General
Mark A. Milley explains, the nature of
war is unlikely to change, but its char-
acter continues to evolve and so must
the Alliance’s approach to warfare. The
new reality is a highly dynamic strategic
environment that we need to understand
every moment and whose immediate
trends we can deduce to confront them
with our own strategic vision.

In warfare, I define this new reality
as an unprecedented level of speed,
intensity, and agility that is changing

the character of conflict and threatening
traditional notions of security. It is char-
acterized by three words: more, faster,
and everywhere.

More refers to the proliferation and
abundance of advanced technologies that
are reshaping the global security land-
scape as well as the exponential growth
of data fueled by the digital revolution.
More also refers to conventional military
capabilities, as Russia’s war in Ukraine
challenges the ability of our production
models to support high-intensity attrition
and consumption. More refers to the
confirmed return of hard power as a cred-
ible and viable option for an expansionist
Russia. In response, the Allies must have
strong military capabilities that provide
effective deterrence and defense.

A credible, modernized nuclear deter-
rent remains the cornerstone of NATO’s
security strategy, not only to deter aggres-
sion but also to underpin the Alliance’s
unwavering resolve to preserve peace and
stability and to defend its members and
their shared values.

For us, confronting more hard power
also means having more conventional ca-
pabilities while maintaining an intelligent
balance between offense and defense.
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It also means being able to play the full
range of available options, combining
them in a mix of hard and soft power and
managing the dynamics of escalation.

Faster emphasizes the speed at which
actions and reactions occur in this new
reality. Hypersonic weapons, for example,
pose significant challenges to existing
defense systems, reducing response times
and compressing decision windows.

The emergence of quantum computing
offers unprecedented processing power,
potentially enabling adversaries to break
encryption, compromise secure networks,
and disrupt critical infrastructure.

Everywhere reflects the expand-
ing reach and impact of these new
technologies, and the boundless and
simultaneous consequences of the
induced threats, in the wake of the de-
liberations on “hybrid warfare” that had
led up to the Wales Summit in 2014.
The traditional domains of land, sea,
and air are converging and expanding
into space, a new arena for competition
and even confrontation. Furthermore,
conflict zones are no longer confined to
physical battlefields; they are extending
into the information and cyber domains,
where state-sponsored hacking, ran-
somware attacks, and disinformation
campaigns can have far-reaching con-
sequences. The interconnectedness of
global systems, including transportation,
energy, and communications networks,
increases the potential for cascading ef-
fects and disruptions on a global scale.

So what can NATO do to face the
new reality? Certainly, the combination
of more advanced technologies, faster
capabilities, and ubiquitous reach requires
innovative approaches to security. In
addition, for our democracies—those
of NATO and its partners—there is the
added challenge of addressing the ethical
implications of emerging technologies
and developing robust common deci-
sionmaking mechanisms that can keep
pace with the ever-increasing agility of
potential adversaries, who do not play by
the same rules.

Ultimately, this complex set of needs
and capabilities must be condensed into
a tool for managing escalation and de-es-
calation dynamics in service of political

leadership, so that NATO is able to man-
age the level of tension using all the levers
at its disposal.

Multidomain Operations

In response to the evolving global
security challenges characterized by
the new reality of speed, intensity,

and agility, NATO has recognized the
need to adapt and maintain its edge
by heading toward a multidomain
operations (MDO)-enabled Alliance.
This approach will enable NATO to
effectively address multiple threats
across the five operational domains of
land, sea, air, space, and cyberspace,
while synchronizing the military
instrument of power (MIoP) with
others. In short, Allied forces must
become stronger and more agile,
ready, mobile, and interoperable.
Today’s contflicts and threats transcend
traditional boundaries and require

a multidimensional response. The
introduction of MDO will give NATO
greater credibility in deterring and
defending. By integrating capabilities,
information, and decisionmaking
across domains and environments,
NATO can project a more comprehen-
sive and robust posture to shape and
contest. MDO will also enable NATO
to synchronize its efforts and exploit
synergies among activities, with more
agile and effective decisionmaking that
presents political leaders with response
options capable of creating dilemmas
for adversaries.

To complete this multidomain
approach, it is important that NATO
constantly learns from what is happening.
In Ukraine, for example, we have been
impressed by the resilience that the men
and women, both civilian and military,
are demonstrating daily. Likewise, NATO
recognizes the importance of building re-
silience, to anticipate, absorb, resist, adapt,
and recover from shocks and disruptions.
First, the Alliance must enhance its col-
lective resilience by strengthening the
strength of its individual members. This
includes protecting critical infrastructure,
improving cyber security, and fostering
societal cohesion and preparedness. Then,
we need to consolidate the Alliance’s

resilience by deepening NATO’s coop-
eration with members’ and partners’
organizations, industry, and academia.
Tomorrow, NATO will have to strive for
antifragility—that is, not only withstand
adversity but also embrace change and
thrive in an uncertain environment. We
must turn challenges into opportunities.
We must become an Alliance that uses
these challenges and opportunities as cata-
lysts for growth and adaptation.

NATO Warfighting
Capstone Concept
Layered resilience is one of NATO’s
five Warfare Development Impera-
tives, along with cognitive superior-
ity, influence and power projection,
cross-domain command, and integrated
multidomain defense. These imperatives
serve as the strategic pillars that guide
NATO’s transformation efforts. They
are set out in the NATO Warfighting
Capstone Concept, a strategic docu-
ment endorsed in 2021 by Allies at the
highest level of political leadership.!
Layered vesilience describes the role
that armed forces can play in each layer
(military, civilian, and civil) of resil-
ience. Cognitive superiority emphasizes
the need for NATO to thoroughly
understand the operating environment,
including adversaries’ intentions to
target the human brain and “hack”
our perceptions and to deny them to
do so. Influence and power projection
involves positively shaping the operating
environment while creating dilemmas
for adversaries. Cross-domain command
enables Alliance commanders to inte-
grate capabilities across domains quickly
and effectively, ensuring efficient
decisionmaking and synchronized oper-
ations. And integrated multidomain
defense emphasizes the protection of
NATO’s integrity and freedom of
action. By integrating defense capabil-
ities and strategies across all domains,
NATO aims to deter and defeat
potential threats to its member nations,
ensuring the Alliance’s ability to main-
tain security and respond decisively.
Taken together, these five Warfare
Development Imperatives provide a
comprehensive framework for NATO to
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enhance its capabilities, adapt to emerg-
ing challenges, and ensure the security
and resilience of its member states in the
context of the new reality.

Implementation of the NATO
Warfighting Capstone Concept requires
extensive collaboration with nations,
including deep cooperation with the
United States, where the JWC’s central
idea of expanded maneuver and some
of'its key tenets, such as integrated
command, agile control, global fires,
information advantage, and resilient
logistics, complement NATO’s warfare
development agenda.

In this respect, Allied Command
Transformation (ACT)’s location in the
United States, close to the Pentagon, is a
major asset. For the past month, ACT’s
teams have been working with those of
the Vice Chairman of the Joint Chiefs of
Staff and have found many areas of com-
monality in concepts; experimentation;
wargaming; lessons learned; doctrine,
training, and education; and capability
development.

Fluid and Agile: A

New Approach

The new approach to NATO’s trans-
formation promoted by ACT aims

to create a more fluid, “water-like”
military instrument of power. Just as
water adapts to any container, NATO’s
MIoP must have the inherent fluidity
and flexibility to adapt and respond
effectively to different contexts, threats,
and tensions. This adaptability should
enable the Alliance to navigate the
dynamic and ever-changing nature

U.S. Navy F/A-18 Super Hornets and Greek F-16 Fighting Falcons conduct
air-to-air training over lonian Sea during Neptune Strike 2022, February
3,2022 (U.S. Navy, courtesy French Armed Forces/Malaury Buis)

of international security. As water is
incompressible because its molecules
are close and strongly bonded, NATO’s
MIoP must draw on its unity and resil-
ience to assert its presence and maintain
its freedom of action. Just as water has
formidable energy, from raging torrent
to steam to sharp ice, the Alliance must
project the protean strength and power
necessary to ensure credible deterrence
and defense. Finally, like the water that
gives life, NATO’s MIoP must foster
growth, cooperation, and shared values.
NATO must cultivate an environment
that fosters cooperation, solidarity, and
the common pursuit of progress. By
nurturing these foundations, the Alli-
ance can build resilience, cohesion, and
trust among its members.

NATO will achieve its transformation
by embracing digital transformation,
which serves as a pathway to MDO.
NATO?s digital transformation will allow
us to harness the power of technology,
optimize the use of data, and foster col-
laboration among academia, the private
sector, and member states and partners.

One of the critical challenges in this
journey is the secure sharing of data.
NATO is sitting on a formidable treasure
trove—a vast amount of data produced
by each of the Alliance’s 31 nations, each
of which manages it according to a pro-
prietary logic that must be overcome if
we are to make efficient use of it. NATO
must establish robust protocols and
frameworks to ensure the seamless, secure
exchange of sensitive information. By
implementing technologies that already
exist in many nonmilitary domains—such

as data-centric security and quantum
resistant encryption—NATO can protect
the integrity and confidentiality of data
while enabling optimal collaboration and
information-sharing at all levels.

Alongside the benefits, however,
there are also challenges associated with
the vast amount of data generated in
the digital age. NATO must contribute
to debate on privacy, ethics, and gover-
nance. Finding the right balance between
the use of data and the protection of
individual privacy rights is crucial for
democracies. NATO will engage further
in the development of robust policies
and frameworks to ensure responsible
data management, transparency, and ac-
countability in accordance with legal and
cthical standards.

In the rapidly evolving techno-
logical landscape, there is a widening
gap between the pace of technology
development by the private sector (and
its adoption by governments) and by
the Alliance. To bridge this gap, NATO
needs to manage innovation, particularly
open innovation. We need to harness the
knowledge, expertise, and capabilities
of external actors—such as academia,
industry, think tanks, and research in-
stitutions—to drive innovation within
the Alliance. It will allow us to tap into
a wider pool of ideas, technologies,
and solutions that may not be readily
available within the traditional defense
industry framework.

We must foster a culture that em-
braces and encourages innovation at
all levels of NATO’s organization. This
means nurturing a mindset that promotes
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openness, curiosity, and continuous
learning. The Alliance should probably
scale up what has been initiated by the
ACT Innovation Hub 10 years ago—an
environment that encourages risk-taking
and experimentation through an incre-
mental approach. DIANA, our Defense
Innovation Accelerator for the North
Atlantic, provides a great opportunity
for this endeavor. With this resolutely
modern and motivating mindset, NATO
can attract and retain talent and create an
ecosystem conducive to the generation of
new ideas and solutions.

Likewise, ACT experiments and
advocates the need for a new approach
to capability and, especially, software de-
velopment. It is a bold and incremental
approach supported by experimen-
tation, wargaming, modeling and
simulation, and value analysis, which
addresses risk aversion.

By adopting an incremental approach,
NATO can iteratively develop and refine
capabilities, allowing for continuous
feedback, testing, and improvement. By
conducting experiments and simulations,
the Alliance can assess the feasibility and
effectiveness of potential capabilities, re-
ducing the risks and costs associated with
full-scale implementation. Wargaming
helps identify vulnerabilities, test strat-
egies, refine operational concepts, and
assess potential emerging and disruptive
technologies for new opportunities.
Wargaming is also a powerful way to im-
prove NATO’s decisionmaking processes.

The objective is to maintain a virtu-
ous circle of strategic foresight, concepts
and doctrine, capabilities, and talents.

Strategic foresight allows anticipating
emerging trends, risks, and opportuni-
ties in the global security environment.
By analyzing geopolitical dynamics,
technological advances, and societal
changes, NATO can identify potential
threats and develop proactive strategies
to mitigate them. Strategic foresight
provides a solid foundation for informed
decisionmaking and the formulation of
long-term goals and priorities.

Concepts and doctrine play a critical
role in this virtuous circle by facilitating
the exchange of best practices, aligning
member states, and establishing common
norms and standards for joint military ac-
tion and beyond. This alignment ensures
interoperability, enhances cooperation,
and strengthens NATO’s collective
defense. Capabilities and talents are the
practical manifestation of the virtuous
circle. The Alliance must continually
develop and maintain robust military
capabilities, taking advantage of advances
in technology and innovation. By en-
couraging investment in research and
development, modernizing equipment
and infrastructure, and improving train-
ing and education, NATO can ensure
that its members have the tools and skills
they need to stay ahead. By attracting and
retaining skilled personnel and providing
opportunities for career growth and ad-
vancement, NATO can capitalize on the
talents of its human resources to better
anticipate future challenges.

Despite a general increase in NATO
defense budgets, and declarations by
heads of state and governments indicat-
ing their determination to meet their

budgetary commitments, the Alliance’s
resources are limited. It is therefore
important to conduct a value analysis

to prioritize investments based on their
strategic relevance, operational impact,
and cost-effectiveness. Fostering a culture
that tolerates calculated risk is equally
essential. NATO has been able to take
advantage of the peace dividends to cre-
ate a robust, attractive organization with
the utmost respect for rules of all kinds.
Technology must now be used to allow
us to move faster while maintaining these
high standards. This is not an option but
an imperative if we are to keep pace with
technological developments. For exam-
ple, software and hardware development
require different approaches because of
their inherent characteristics. Software
development, often characterized by
rapid iteration and frequent updates,
benefits from agile methodologies and
flexible development processes. Hardware
development, on the other hand, may
require longer lead times and stricter
quality control measures. We should
adapt accordingly, tailoring the develop-
ment process to the specific requirements
of each domain.

Developing partnerships with relevant
actors who share the values of the Alliance,
such as the European Union (EU), is
paramount to positively influence the
operating environment. The EU’s role as
a normative power is important in shaping
international norms, values, and standards.
With its emphasis on multilateralism,
human rights, and the rule of law, the EU
contributes to the promotion of a rules-
based international order. By deepening
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Meeting of NATO—Ukraine Council at level of heads of state and government, including Sweden; left to right: Turkish President Recep Tayyip
Erdogan; Ukrainian President Volodymyr Zelensky; United Kingdom Prime Minister Rishi Sunak; and U.S. President Joe Biden, at NATO Summit
in Vilnius, Lithuania, July 12,2023 (NATO)

cooperation and coordination, NATO
and the EU can leverage their respective
strengths and capabilities to achieve
common goals. Twenty-two countries
are members of both NATO and the EU
(23 members once Sweden joins NATO).
Building a strong NATO-EU partnership
also means addressing areas of potential
overlap or duplication, ensuring com-
plementarity, and avoiding unnecessary
competition. Clear delineation of roles, re-
sponsibilities, and areas of specialization is
essential to promote effective cooperation
and synergy.

Partnership with the private sector is
certainly promising: just look at what the
private sector is bringing to Ukraine in
terms of civilian and military capabilities,
from Amazon Web Services to Starlink.
NATO needs to give itself the means to be
connected to private-sector innovation and
research and development, so it can always
know what is out there and train with it.
The same logic applies to academia. For
industry, it is a win-win partnership be-
cause—as ACT has been doing for several
years—we enable them to test new ideas
and capabilities in a real-world operational
environment for rapid development that
meets military needs while creating busi-
ness opportunities.

Transformation and
Interoperability

ACT’s area of expertise is interoperabil-
ity. It is a much more complex concept
than it appears. It starts with a common
operational culture among Allies. A
common operational culture ensures that
NATO forces can work together seam-
lessly, regardless of their national back-
grounds. It involves the development
and adoption of common concepts and
doctrines that guide military operations
and processes. These common concepts
provide a shared understanding of how
Alliance forces should operate, enabling
effective coordination and cooperation
in joint missions and operations and fos-
tering trust and predictability. Education
and training are essential components

in achieving interoperability. Allies
invest in such programs to ensure that
their personnel are familiar with NATO
procedures, practices, and command
structures. By providing standardized
training and education, NATO enhances
the ability of its forces to work together
secamlessly. In addition to cultural
aspects, interoperability encompasses
technical compatibility. This means
ensuring that Alliance forces can operate
together at all levels, from common

munitions standards to securely feder-
ated capabilities that enable any NATO
warfighter or decisionmaker, at any level,
from any nation, in any domain, to share
and consume any data with and from
anyone else in near real time.
Interoperability requires the devel-
opment and integration of compatible
and complementary assets. However,
it goes beyond capabilities to include
processes and organizational structures
and can be described as the development
of an operational ecosystem that enables
the creation of convergent effects from
different assets. Wargaming and experi-
mentation play a crucial role in ensuring
the effectiveness and efficiency of the
operational ecosystem. Wargaming allows
NATO to simulate and test different
scenarios and operational concepts,
providing insight into the strengths,
weaknesses, and interdependencies of the
operational ecosystem. Wargaming is also
an important means of developing our
ability to manage escalation dynamics.
Through experimentation, NATO can
identify innovative approaches, validate
concepts, and refine capabilities, fostering
continuous learning and improvement.
The operational ecosystem must
bring flexibility for NATO to rapidly
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integrate new technologies and exploit
emerging operational concepts. By
fostering this interoperable operational
ecosystem, NATO enhances its ability
to operate across multiple domains.

To support this ecosystem, we need to
refine some of our tools and find new
ones—for example, by adapting our
processes, including procurement. The
Alliance needs to be agile and respon-
sive in the acquisition and integration
of new capabilities and technologies.
This means streamlining procurement
processes and adopting new acquisition
models that facilitate the rapid and
efficient development and fielding of ca-
pabilities. The NATO Defense Planning
Process (NDPP) is the vehicle for
transforming NATO and developing its
toolkit. The NDPP is a comprehensive
and iterative process that guides Allies
in the development of defense plans
and capabilities. It ensures that NATO’s
collective defense requirements are met
through a coordinated and collaborative
approach. The NDPP involves a series
of steps and provides a framework for
member states to align their defense
efforts, share burdens and responsibili-
ties, and enhance interoperability. Most
important, NDPP is flexible enough to
integrate new inputs and evolving situa-
tions, such as regional plans.

Embrace Change or Lose
Former Chief of Staff of the Air Force
General Charles Q. Brown, Jr., makes
frequent reference to the need to
“accelerate change or lose.” For NATO,
it captures the imperative of transform-
ing to remain effective and relevant in
the face of the new reality and turning
challenges into opportunities. At the
Madrid Summit in June 2022, heads

of state and governments agreed to
“expedite our digital transformation.”
Since then, we have accelerated with the
adoption of a Digital Transformation
Vision in October 2022 and a Digital
Transformation Implementation Strategy
in July 2023.

While Ukraine is in many ways a war
of the digital age, the war we are seeing in
Ukraine is not the war NATO will face in
the future. To move forward, we need to

U.S. Air Force HH-60 Pavehawk drops Swedish air force rangers onto landing zone in simulated
rescue mission during exercise Aurora 23, Sweden, May 6, 2023 (NATO)

focus on accelerating interoperability, and
we need to apply digital transformation to
capability development to become agile.
We also need to digitalize our people and
our mindset, and we need to accept a little
risk and learn to fail by developing our
toolkit with innovation, experimentation,
wargaming, modeling, and simulation.
These are critical tenets for NATO’s
ability to navigate an increasingly com-
plex global security environment as we
move toward multidomain operations. By
proactively embracing change and adapt-
ing to new challenges, the Alliance can

maintain its operational edge to ensure
the collective security of its members and
promote global peace and stability. JFQ

! The NATO Warfighting Capstone
Concept approved by the Allies is a classified
document. However, a nonclassified version
was approved for public release in May 2023.
See NWCC: NATO Warfighting Capstone
Concept (Norfolk, VA: NATO Allied Command
Transformation, May 2023), https://www.act.
nato.int/wp-content,/uploads /2023 /06 /NW-
CC-Glossy-18-MAY.pdf.
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NDU Press and the NDU Foundation
Congratulate the Winners of the
2023 Essay Competitions

DU Press hosted the final round
I\I of judging on May 11-12, 2023,

during which 29 faculty judges
from 17 participating professional
military education (PME) institutions
selected the best entries in each cat-
egory. There were 95 submissions in
this year’s three categories. First Place
winners in each of the three categories
appear in the following pages.

Secretary of Defense
National Security
Essay Competition

The 17" annual competition was
intended to stimulate new approaches
to coordinated civilian and military
action from a broad
spectrum of civil-
ian and military
students. Essays
address U.S. Gov-
ernment structure,
policies, capabilities,
resources, and /or practices and to
provide creative, feasible ideas on how
best to orchestrate the core competen-
cies of our national security institution.

15t Place

Lieutenant Colonel Karl
Scheuerman, ANG

Eisenhower School

“Weaponizing Wheat: How Strate-
gic Competition with Russia Could
Threaten American Food Security”

27 Place

Lieutenant Colonel Bryony
Slaughter, USSF

National War College

“Patrolling the Celestial Narrows: How
the United States and Japan Can Shape
and Enforce Space Governance”

3 Place

Lieutenant Colonel Jeffrey Wong,
USMCR

Eisenhower School

“Alexa, Write My OPORD: Promise
and Pitfalls of Machine Learning for
Commanders in Combat”

Chairman of the Joint
Chiefs of Staff Strategic
Essay Competitions

These annual competi-
tions, in their 42" year
in 2023, challenge stu-
dents at the Nation’s

joint PME institutions

to write research
papers (5,000 words) or articles (1,500
words) about significant aspects of
national security strategy to stimulate
strategic thinking, promote well-written
research, and contribute to a broader
security debate among professionals.

Strategic Research Paper

15t Place (TIE)

Lieutenant Colonel Benjamin P.
Donham, USA

U.S. Army War College

“It’s Not Just About the Algorithm:
Development of a Joint Medical Artifi-
cial Intelligence Capability”

15t Place (TIE)

Lieutenant Colonel Nathaniel A.
Peace, USSF

Air War College

“Space Denial: A Deterrence Strategy”

27 Place

Lieutenant Colonel Adam Dykstra,
ANG

Air War College

“A World Without Truth: How

Al and Social Media Are Shaping
Disinformation”

3 Place

Lieutenant Colonel Tony G.
Lawrence, USAF

National War College

“Frozen Ambitions: Building U.S.
Influence for Greater Arctic Security”

Strategy Article

1t Place

Colonel Robert A. Rodrigues, USA
U.S. Army War College

“Promoting Accountability in Military
Sexual Assault Prosecutions”

27 Place

Lieutenant Colonel Jason R. Wayne,
USA

U.S. Army War College

“Urban Wars: The Convergence of
Tactics and Strategy”

3 Place

Major Chad Everett, USAF
Air Command and Staff College
“Quantum Technology”

Joint Force Quarterly

Maerz Awards

In its 8 year, the JFQ Maerz Awards,
chosen by NDU Press staft, recognize
the most influential articles from the
previous year’s four issues. Six out-
standing articles were chosen for the
Maerz Awards, named in honor of Mr.
George C. Maerz, former NDU Press
managing editor.
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“Te are now concerned with the peace of the entire mﬂ,‘ ]
And the peace can only be maintained by tﬁp am‘. =

FORUM

James Kwoun

“Design Thinking at the Enterprise
Level: Integrating Defense All-Source
Analysis”

JFQ 104 (1% Quarter 2022)

JPME TODAY

Zachary Zwald, Jeffrey Berejikian,
Samantha Jane Daly, and Jeffrey
Hannon

“Challenges to Creative Thinking:
Identifying Officer Background Beliefs

in Limited Information Environments”

JFQ 104 (1% Quarter 2022)

COMMENTARY

J. Bryan Mullins

“Insights on Theater Command and
Control from the Creation of Allied
Force Headquarters”

JFQ 106 (3" Quarter 2022)

FEATURES

Scott C. Apling, Martin Jeffery
Bryant, James A. Garrison, and
Oyunchimeg Young

“Pivoting the Joint Force: National
Security Implications of Illegal, Unreg-
ulated, and Unreported Fishing”

JFQ 107 (4" Quarter 2022)

RECALL

Nathan A. Jennings

“Improvised Partnerships: U.S. Joint
Operations in the Mexican-American
War”

JFQ 105 (2" Quarter 2022)

JOINT DOCTRINE
Christopher Sims
“The Integrated ‘Nonwar’ in Vietnam”

JFQ 106 (3" Quarter 2022)

Distinguished Judges
Twenty-nine senior faculty members
from 17 participating PME institutions
took time out of their busy schedules to
serve as judges. Their personal dedica-
tion and professional excellence ensured
a strong and credible competition.

Left to right: Dr. John J. Church,
NDU Press; Ms. Joanna E. Seich,
NDU Press; Dr. John G. Terino, Air
Command and Staff College; Dr. David
P. Hadley, College of International
Security Affairs; Dr. James R. Van de
Velde, Eisenhower School; Dr. Brandy

Lyn Brown, Marine Corps War College;

Dr. Jeffrey A. Turner, Joint Forces Staff
College—Joint Advanced Warfighting
School; Ms. Kathleen Gallaher, Marine
Corps War College; Dr. Donald Stoker,
Eisenhower School; Dr. Richard .
Samuels, Air War College; Dr. Mark

A. Bucknam, National War College;
Dr. Richard DiNardo, Marine Corps
Staft College; Dr. Richard D. Killian,
Command and General Staff College;
Licutenant Colonel Keith Caldwell,
USA, College of Information and
Cyberspace; Dr. William T. Eliason,
NDU Press; Dr. Amy R. Baxter, Air
University Global College of PME; Dr.

|

Jim Chen, College of Information and
Cyberspace; Dr. Anna Cairney, U.S.
Army War College; Ms. Leigh Caraher,
U.S. Army War College; Dr. Andrea
Hamlen-Ridgely, Marine Corps War
College—Expeditionary Warfare School,
Dr. Kevin M. Generous, Joint Forces
Staft College—Joint and Combined
Warfare School; Dr. Paul J. Springer,
Air Command and Staff College; Dr.
Dylan Craig, National War College;
Dr. Naunihal Singh, U.S. Naval War
College; Dr. Charles Chadbourn, U.S.
Naval War College; Ms. Caroline V.
Schweiter, NDU DPress.

Not shown: Dr. Nicholas M. Anthony,
Jr., Joint Forces Staff College—Joint
Combined Warfighting School; Dr.
Donald W. Chisholm, U.S. Naval War
College; Captain Alex J. Lega, USAF,
Air University Global College of PME;
Dr. Matthew Millard, Air University
Global College of PME; Dr. Nicholas
E. Sarantakes, U.S. Naval War College;
Dr. Jeffrey D. Smotherman, NDU
Press; Dr. Elizabeth D. Woodward, Air
War College.
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Mt. Hood and wheat fields near Dufur, Oregon, November 23, 2017 (Courtesy Jim Choate)

Weaponizing Wheat

How Strategic Competition With Russia
Could Threaten American Food Security

By Karl A. Scheuerman

n the history of warfare, belligerents

have often targeted food supplies

to force opponents into submission.
However, in America’s wars over the
last century, threats to domestic food
security have been minimal. In many
ways, the United States enjoyed insula-
tion from combat conditions overseas
that could have otherwise disrupted
the country’s ability to feed itself.

Complacency in relative isolation from
disruptive food shocks is no longer a
luxury the United States can afford. We
are now in an era of increased global-
ization, where food supply chains span
the oceans. In addition, America faces
the renewed rise of strategic competi-
tion as China and Russia seck to replace
U.S. power across the globe. Given
these new realities, timely evaluation

Lieutenant Colonel Karl A. Scheuerman, USAF, wrote this essay while a student at the Dwight
D. Eisenhower School for National Security and Resource Strategy. It won the 2023 Secretary of

Defense National Security Essay Competition.

of potential vulnerabilities to American
food production is necessary.

Among rising strategic competitors,
Russia has explicitly demonstrated a clear
willingness to target food systems. In its
current war against Ukraine, the Russian
military has relentlessly attacked wheat
supplies and production. Yet despite
the critical importance wheat plays as
the foremost American dietary staple,
its production is indeed vulnerable to
disruption should Russia choose to act.
While a full-scale conventional war with
Russia is unlikely because of nuclear
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deterrence, the Kremlin has repeatedly
demonstrated a willingness to disrupt
foreign interests over the past several
years, from election interference to trade
wars. Targeting the U.S. wheat industry
could become another preferred option
for the Kremlin to wage adversarial com-
petition at a level below the threshold
of'armed conflict. Given the emerging
global security environment, the U.S.
Government should reevaluate current
policies to ensure the resilience of the
wheat industry against this threat.

Wheat Is King in America
Grain plays an enormous role in feeding
the world. Approximately 47 percent
of all human caloric intake today comes
from grains, and the United States is a
significant contributor to global grain
supplies.! According to the United
Nations (UN) Food and Agriculture
Organization, the United States is the
second largest grain producer in the
world (behind only China), producing
over 450 million metric tons, which
represents 15 percent of the worldwide
supply.? Of all grains the United States
produces, Americans consume more
wheat than any other, making it the
country’s most essential food staple.?
U.S. farmers raise greater volumes of
corn and soybeans, but most of those
commodities are used for livestock feed
and biofuels.* Due to wheat’s central
role in the American food system,
consumer demand for products derived
from wheat is “relatively stable and
largely unaffected by changes in wheat

prices or disposable income,” according
to the U.S. Department of Agricul-

ture (USDA).> As shown in figure 1,
demand for wheat in the United States
continues to grow. Thus, wheat rep-
resents a worthwhile case study in eval-
uating U.S. resiliency to food disruption
in the context of strategic competition,
specifically with Russia.

Some may find it hard to envision a
scenario where the United States would
experience wheat shortages. However,
recent examples of modern countries suf-
fering significant wheat production losses
exist. Russia, the world’s largest wheat
exporter, suffered extensive drought and
wildfires in 2011 and lost one-third of its
national wheat crop as a result. China,
the global leader in wheat production,
suffered wheat crop losses of up to 16
percent between 2000 and 2018 due to
pests and pathogens.” Another breadbas-
ket of the world, Ukraine, will likely see
its 2022-2023 wheat output decline by
41 percent compared to the previous year
because of the Russia-Ukraine war.?

Implications of Domestic
Wheat Shortages

If America were to experience wheat
shortages, the implications would be sig-
nificant. As the United States is the third
largest wheat exporter on the global
market, a drop in U.S. supplies would
negatively impact world food prices.’
Following the decline in Russian wheat
exports in 2011, food prices spiked

and contributed to dramatic instability
in countries dependent on imports,

Figure 1. U.S. Wheat Food Use, 1998/99-2022/23
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helping give rise to the Arab Spring.!°
Trade partners, including key allies such
as Japan and South Korea, who rely on
U.S. wheat imports would likely feel
the pinch most acutely in countering
Russian and Chinese influence.

But significant domestic concerns
could pose a greater risk. In 1906, jour-
nalist Alfred Henry Lewis presciently
stated, “There are only nine meals
between mankind and anarchy.” Unlike
any other commodity, food is the one we
cannot survive without. If interruptions
to the food supply occurred, the public’s
confidence in future availability might
begin to erode, spreading fear. Those
now living below the poverty line would
suffer the most, but even the broader
citizenry could start losing confidence in
the government’s ability to provide basic
needs, fueling an already tense and polar-
ized domestic political climate.

If disruptions affected U.S. wheat
production, food substitutes would play
a role in softening the impact. However,
given wheat’s primacy in our food sys-
tem, the volume of substitutes needed
could pose major challenges. A national
grain reserve, similar in concept to the
Strategic Petroleum Reserve, would be
a logical buffer to mitigate shortages,
but unfortunately, no such reserve exists.
Despite producing more grain than any
other country on earth, China has estab-
lished a national reserve that reportedly
now contains at least 2 years” worth of
grain supplies should the country need
it.!! The United States has previously
tried establishing a national grain reserve,

\ \ Al
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(F) denotes a forecast.

Source: USDA, National Agricultural Statistics Service; USDA, World Agricultural Outlook Board.
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most recently with the Bill Emerson
Humanitarian Trust. However, the trust
sold off its commodity holdings in re-
sponse to food price spikes resulting from
the 2008 financial crisis and now only
holds cash reserves to help pay for famine
relief needs abroad.'?

Should a worst-case scenario arise
where the entire annual U.S. wheat har-
vest failed, existing stocks would quickly
evaporate if current consumption levels
remained constant. In the last crop year
0f2021-2022, American farmers pro-
duced 1,646 million bushels of wheat,
while domestic demand (comprised of
human food use, animal feed, and seed)
for the year totaled 1,117 million."® After
factoring in exports and the previous
year’s residuals, the remaining stock of
U.S. wheat after the previous crop year
was 669 million bushels, and this is ex-
pected to decrease further next year to its
lowest levels since 2007-2008 (table 1).'*

Applying a “time-to-survive” analysis
to the hypothetical worst-case scenario,
which measures the maximum duration
that supply could match demand (assum-
ing the previous domestic demand level
held constant and exports were canceled),
existing domestic wheat stocks would
last only about 7 months.'® Unlike other
industries, agriculture does not have the
option of surging production when a
crisis arises as it is constrained by annual
growing seasons. The United States
could not replenish its wheat stocks with
domestic production until the next sum-
mer harvest season.

Food shocks and price spikes result-
ing from the COVID-19 pandemic and

Russia’s war in Ukraine have helped
Washington realize our food system’s
fragility. The latest National Security
Strategy under President Joe Biden cites
food security as one of the top five shared
global challenges. It highlights global
initiatives the United States is currently
leading, including efforts to urge other
states to commiit to “keeping food and
agricultural markets open, increasing
fertilizer production, and investing in
climate-resilient agriculture.”® These
efforts are worthwhile, but America must
ensure its increased focus on global food
insecurity does not turn a blind eye to
potential vulnerabilities in domestic food
production that a disruptive adversary
such as Russia could exploit.

Moscow’s Increasingly
Disruptive Actions

Over the past two decades, while the
Russian Federation has enjoyed a resur-
gence of economic growth and global
influence under Vladimir Putin’s lead-
ership, the Kremlin has demonstrated a
repeated willingness to undermine U.S.
interests. The reasons for this approach
are rooted in what has become charac-
terized as the Primakov doctrine, which
“posits that a unipolar world dominated
by the United States is unacceptable

to Russia.”'” In operationalizing the
Primakov doctrine, Russia has been
conducting a hybrid war in part to
“foment chaos, create distrust in U.S.
institutions, and target the preexisting
divisions in the country.”'® Through
these actions, Russia has earned a rep-
utation as a perilous threat “with the

Table 1. U.S. Wheat Supply, Crop Year 2021-2022

Quantity (million bushels)

Beginning stocks 845

Production 1,646

Imports 95
Total supply 2,587

Domestic demand 1117

Exports 800
Total demand 1,917
Ending stocks 669

Source: Andrew Sowell and Bryn Swearingen, "Wheat Outlook: November 2022," USDA Econom-

ic Research Service.

goal of overturning key elements of the
international order.”"’

There is no shortage of examples illus-
trating why Russia is now characterized
this way. The United States has attributed
several significant cyber attacks® targeting
American industry and governmental or-
ganizations to Russia in recent decades.?!
The Kremlin has also gone to great
lengths to interfere with the democratic
process Americans cherish. The clearest
example of this approach was during the
2016 Presidential election. According to
the U.S. Intelligence Community and
Department of Justice investigations, the
Kremlin directed extensive information
warfare operations to influence the elec-
tion outcome, resulting in distrust among
the U.S. citizenry in the reliability of our
clectoral system.??

Russia is now also seeking to un-
dermine the U.S.-led global economic
system. Suffering from unprecedented
Western sanctions as punishment for its
war in Ukraine, Russia is countering with
its own strategies to establish a global
economy that excludes the West. Not only
have the Russians cut natural gas supplies
to Europe, but they are also replacing
access to Western marketing by increasing
trade with China, India, and other coun-
tries. Russia has also been championing
its own alternative to the SWIFT interna-
tional financial messaging system.?

These examples demonstrate
Russia’s repeated attempts to under-
mine American strength and interests.
Outcomes from these efforts have
resulted in various levels of success in
sowing seeds of domestic chaos to desta-
bilize U.S. society. Should the Kremlin
succeed in significantly disrupting
Americans’ ability to sufficiently access
cheap and convenient food, the impact
could become far more intense than what
Russia has achieved to this point.

Experienced Cereal Killers
While their attempts to disrupt U.S.
interests in the post—Cold War era have
yet to target food directly, the Russians
have found it a preferred tactic else-
where. In fact, during their current war
in Ukraine, attacking wheat storage
and production has been a top priority,
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Combine reloads wheat into bunker for further transportation during harvest near Krasne, Ukraine, July 5, 2019 (United Nations Food and
Agricultural Organization)

and they have done so with remarkable
efficacy. Ukraine is one of the world’s
most productive breadbaskets, produc-
ing over 85 million metric tons of wheat
annually.?* Ukraine was the world’s
fourth largest wheat exporter on the
global market during the 2021-2022
crop year.”® Recognizing Ukrainian
grain as a critical center of gravity,
Russian forces have employed a relent-
less multifaceted strategy to destroy that
clement of the Ukrainian economy.

The first element of this strategy is the
theft of Ukrainian agricultural machinery.
Since the early weeks of the war, media
outlets have reported multiple instances
of Russian forces ransacking Ukrainian
grain stocks, shipping their contents
back to Russian territory and sending
it to Russian cargo vessels for export
to global Russian trading partners.?®
Some estimates claim that millions of
tons of grain from eastern Ukraine have
been seized, triggering nightmares of

the Soviet-induced Ukrainian famine of
1932-1933.% Russians looted farm ma-
chinery dealerships and stole combines,
tractors, and implements.

The second component of the Russian
strategy to eliminate Ukrainian wheat
is destruction. Not only have battles
prevented farmers in certain regions of
castern Ukraine from tending to their
fields, but Russian forces have also laid
waste to Ukrainian cropland by burn-
ing vast acreages across the Donetsk,
Mykolaiv, and Kherson regions. Russian
bombing and missile strikes have de-
stroyed the logistical infrastructure
essential to wheat production and deliv-
ery, including irrigation systems, grain
clevators, and port terminals. Seeking to
damage Ukraine’s ability to recover from
the contflict, Russia went so far as to target
Ukraine’s National Gene Bank located
in Kharkiv, which served as the country’s
seed bank, housing some 160,000 speci-
mens of plant and crop seeds.?®

A third pillar of the Russian strat-
egy undermining wheat production in
Ukraine has focused on Ukraine’s ability
to export its grain. In the early days
of the war, the Russian naval blockade
of Ukraine’s Black Sea ports strangled
Ukrainian exports, cutting off essential
means for Kyiv to participate in global
markets. Agricultural commodities
are Ukraine’s top exports, including
$4.61 billion worth of wheat alone in
2020.% Blockading the Black Sea ports
was painful for Ukraine and the many
countries relying on Ukrainian wheat to
feed their populations, contributing to
damaging global food price spikes and
inflation over the ensuing months. Not
until August 2022 did Russia agree to
lift the blockade, based on a tenuous
agreement brokered with assistance from
the UN and Turkey. Even since the initial
agreement, the Kremlin has unilaterally
suspended it once and has threatened not
to renew the deal.®
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Secretary of State Antony Blinken participates in roundtable discussion on food security and Vision for Adapted Crops and Soils with
agricultural leaders from public and private sectors, in New York City, August 4, 2023 (Department of State/Chuck Kennedy)

Ukraine’s experience during the cur-
rent Russian invasion reveals the lengths to
which Russia is willing to go to intention-
ally attack wheat production and supplies,
even when that grain is a vital component
of the local and global food system. Based
on this precedent, the United States and its
allies must be prepared to defend against
the variety of tactics Moscow could employ
to attack wheat production elsewhere.

Russia’s Emergence as

a Global Food Power
Competition between Washington and
Moscow that is centered around grain
is nothing new. Following the U.S.
Civil War in the 1860s, cheap Ameri-
can wheat flooded global markets for
the first time, pushing Russian wheat
exports out of Europe. The U.S.-Rus-
sian grain trade rivalry was a key factor
in conditions that ultimately ushered in
World War 1.3 Wheat has continued to
play a major, albeit behind the scenes
role in U.S.-Russian relations ever since.

When Putin became president in
2000, Russia relied on imports to meet
half its domestic food needs. Prioritizing
food security, the Russian president has
since successfully executed initiatives to
boost food production, and grain has
been a critical focus. By 2017, Russia had
become the world’s top wheat exporter,
and the Kremlin has no plans to cede its
pole position. Despite unprecedented
sanctions from the West as punishment
for its war in Ukraine, Russia still has
plenty of buyers for its wheat exports in
the Middle East and Asia as it strives to
outproduce and outcompete American
farmers.? Even China began importing
Russian wheat this year after previously
placing a ban on it due to concerns
about the presence of a crop disease
(dwarf bunt fungus).*® The Kremlin’s ag-
riculture minister is now on a mission to
increase the value of agricultural exports
by 50 percent by 2024 .3

Recent global supply chain disrup-
tions from events such as the war in

Ukraine and the COVID-19 pandemic
have highlighted Moscow’s privileged
position in terms of food security.
Russia is the world’s top exporter of
not only wheat but also fertilizer.?®
Given its relative strength in this area
and a demonstrated willingness to
attack Ukrainian wheat, attacking

the domestic American wheat indus-
try could become a viable option in
Russia’s arsenal of hybrid warfare tactics
against U.S. interests. Specific strategies
Russia could employ to target U.S.
wheat production can be organized
into four categories of attack:

= cyber attacks targeting grain storage
and transport infrastructure

= restricting fertilizer exports to U.S.
and/or global markets

= manipulating international wheat
markets

= agricultural biowarfare.

The following sections will explore each
of these options in depth.
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Disruption Option 1:
Cyber Attacks Targeting
Grain Infrastructure
Among the cyber-security industry,
many consider Russia to be the most
capable and stealthiest of America’s cyber
adversaries. In addition to the notable
intrusions mentioned earlier, suspected
Russian adversary groups have earned
their reputation for several reasons,
including developing sophisticated
malware that employed novel command
and control techniques, exhibiting rapid
breakout times, and leading the way in
targeting cloud infrastructure.3

Cyber attacks crippling the food
industry are not unprecedented. For
example, suspected criminals successfully
compromised the network of JBS S.A.,
a global meat processing company,
hampering livestock slaughter operations
and causing wholesale meat prices to
spike.?” Should the Kremlin set its sights
on disrupting the U.S. wheat industry
via cyber means, a likely approach
would be targeting the infrastructure
used for grain transport and storage,
specifically the grain storage elevators
throughout wheat production regions.
These facilities comprise an essential
component of the Nation’s food system,
which the Department of Homeland
Security (DHS) has identified as 1 of
the 16 sectors of critical infrastructure.®
Farming cooperatives operating grain el-
evators increasingly leverage automation
technologies to handle loading and un-
loading functions. If an adversary gained
remote access to the industrial control
system (ICS) network environment, they
could shut down operations, preventing
grain transportation to trade markets
and food processors.

Russian state-sponsored adversaries
are known to have successfully targeted a
critical infrastructure ICS environment,
causing kinetic effects. A cyber unit
within the Russian military was responsi-
ble for the attack on the Ukrainian power
grid, resulting in nearly a quarter-million
Ukrainians losing power for about 6
hours.* A similar attack chain method-
ology could disrupt control systems for
other sectors of critical infrastructure,
such as grain storage facilities.

A less sophisticated means of attack
on grain elevators would be to infect the
traditional computer networks operating
at these facilities in attempts to affect
operations. This has already happened
on several occasions. Between the fall
of 2021 and early 2022, six U.S. grain
cooperative elevator facilities experienced
ransomware attacks on their business net-
works that inhibited processing as some
were forced to adjust to manual opera-
tions. Recognizing the threatening trend,
the Federal Bureau of Investigation
(FBI)’s Cyber Division issued a Private
Industry Notice to assist grain cooper-
ative organizations better prepare their
defenses.*® The FBI’s report also noted
the potential for an impact on commodi-
ties trading and stocks that could result in
food security and inflation concerns.

Another potential cyber attack against
the wheat industry that could lead to
severe outcomes would be a more typical
intrusion into agriculture industry busi-
ness networks. Large agriculture firms
have not been immune from network
intrusions aimed at stealing intellectual
property. Unlike the other attacks men-
tioned, where the objective is to perform
sabotage or shut down a network for ran-
som, cyber-security firms have noted that
intellectual property theft intrusions tar-
geting agriculture firms are on the rise.*!

Should Russian-aligned adversaries
gain access to sensitive agriculture in-
dustry data, they could facilitate further
disruptive strategies. For example, stolen
documents and data could be altered
and then leaked publicly, delivering
damaging false messages like the hackers
who doctored data stolen from Pfizer
to undermine public trust in vaccines.*
Similarly, grain pathology and trade
experts note that false claims of wheat
crop disease would have dramatic adverse
effects on American grain exports.*?
Undermining American interests related
to global trade introduces additional
options at the Kremlin’s disposal for dis-
rupting U.S. wheat production.

Disruption Option 2:
Restricting Fertilizer Exports
The United States is a net exporter

of food. As such, some assume the

country is self-sufficient in meeting
domestic food needs. However, that
conclusion is tenuous because Ameri-
can agriculture depends on imports of
foreign synthetic fertilizer. Less than 1
percent of U.S. farmland is organic.**
Farming the remaining 99 percent
involves conventional methods. One
characteristic of conventional agricul-
ture is the “extensive use of pesticides,
fertilizers, and external energy inputs.”*
Despite the United States having a
relatively robust fertilizer production
industry, it does not currently provide
for all domestic farming needs. Accord-
ing to the USDA, “The United States
is a major importer and dependent on
foreign fertilizer and is the second or
third top importer for each of the three
major components of fertilizer.”*¢

The three primary fertilizer nutrients
required to grow crops are nitrogen,
phosphorus, and potassium. Nitrogen
fertilizer is derived from the Haber-
Bosch process, which uses natural gas
for fuel to extract nitrogen from the air
to form ammonia. Phosphorus fertilizer
comes from mining of nonrenewable
phosphate rock. Potassium fertilizer
is derived from mining nonrenewable
potash. As of 2021, the United States
imported 12 percent of its nitrogen, 9
percent of its phosphate, and 93 percent
of'its potash.*” While America imports
these materials from many friendly
states, some come from less-trusted
trading partners. This is especially true
of potash. Russia and its close ally,
Belarus, combine to provide 12 percent
of America’s potassium requirements
and more than 15 percent of total U.S.
fertilizer imports (figure 2).%8

Should Russia choose to disrupt
wheat production by stopping potash
exports, America would need to find
ways to ramp up domestic mining
and production or close the gap by
increasing imports from friendly trade
partners such as Canada, which already
supplies 83 percent of potash used in the
United States. A more significant cause
for concern is that Russia is the world’s
largest fertilizer exporter when consid-
ering all fertilizer components and is
responsible for over 15 percent of total
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Figure 2. Fertilizer Import Dependence by Country

Share of Imported and Domestic
Produced Fertilizer by Country, 2019
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Source: Cited in "Impacts and Repercussions of Price Increases on the Global Fertilizer Market,” USDA Foreign Agricultural Service,
June 30, 2022, https://www.fas.usda.gov/data/impacts-and-repercussions-price-increases-global-fertilizer-market.

global fertilizer exports.*’ Leveraging
that influence, Russia could attempt to
manipulate availability on the global
market, resulting in worldwide price
shocks that would cascade to American
consumers and place additional pressure
on poorer countries already suffering
from food security challenges.

Russian impacts on global fertil-
izer trade have already contributed to
financial instability. Fertilizer prices
tripled after the beginning of the war in
Ukraine because Russia limited exports.
These limits included restrictions on
exports of natural gas, which, as noted,
is a crucial component for producing
nitrogen fertilizer.*® Russia also shut
down an ammonia fertilizer pipeline
from its Volga region to a Black Sea port
to further restrict global supplies.® The
USDA characterized the situation as
“Putin’s price hike on farmers.”*> These
events contributed to soaring food costs,
leading to the highest inflation rates in
the United States in four decades.?

In late 2022, the UN warned that
if fertilizer prices were not reduced,

the world would face a “future crisis”
of food availability. UN officials have
since worked to convince Russia to
increase fertilizer output.® Thanks to
rebounding global fertilizer production,
fertilizer price fears have dampened

for the near term.*® Nevertheless, the
situation demonstrates how the Kremlin
can leverage its fertilizer superiority

to harm the interests of not only the
United States but also the world.
Unfortunately, fertilizer availability

is not the only way Moscow can flex

its muscle in undermining American
wheat production. Undercutting U.S.
grain exports is another area where the
American wheat industry is vulnerable
to Russian meddling.

Disruption Option 3:
Undercutting U.S. Wheat
Exports in Global Markets
America’s farmers have historically ben-
efited from growing more wheat than
the country consumes and being able
to sell excess grain to overseas markets.
In crop year 2021-2022, the United

States exported $7.3 billion of wheat,
making it the world’s third largest wheat
exporter, behind Russia and Australia.>
According to the USDA, in the early
2000s, the United States was responsible
for roughly 25 percent of the world’s
wheat exports, but that dominance has
dwindled now to 13 percent.’” Amer-
ica’s share of global wheat exports has
shrunk over the past 20 years as Russia
has strengthened its position as the
world’s wheat superpower.

Increasing international compe-
tition in wheat trading has strained
U.S. wheat exports in recent years,
and this trend is expected to continue.
Competition from Russia, especially in
African and Middle Eastern markets,
poses a significant challenge.*® Russia
has shown it is willing to use food trade
as a tool of diplomatic force. When
Bulgaria ceased transiting Russian gas to
Europe, Turkey agreed to facilitate its
transit in exchange for receiving wheat
imports from Russia. Elsewhere, Russia
sold wheat to Iran as part of a deal to
help sell Iranian oil. Moscow willingly
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enters commodity trade markets even

if it means undercutting its allies, as

Iran experienced this year when Russia
discounted its steel exports and grabbed
Iranian market share.®® Wheat indus-

try analysts expect Russia to continue
pushing boundaries to secure access to
wheat export markets, especially in re-
gions with rapid population growth, like
southeast Asia.®

Waging information warfare would
be another scheme the Kremlin could
employ to win in export markets. As
mentioned, crafting and communicat-
ing a hoax that falsely claims American
wheat supplies are contaminated with
disease would cause buyers to seck alter-
native sources.®! Rules over grain disease
quarantines can be a sensitive political
subject between traders, even without
misinformation campaigns. When cou-
pled with stolen and altered data derived
from a coordinated cyber intrusion,
the United States would have difficulty
climinating concerns about the quality
of American wheat stocks.

Complicating the issue is that prior
incidents of contaminated U.S. wheat
exports could strengthen Russian hoax
claims. The Soviet Union and several
other countries complained of dirty,
rotting, and insect-ridden U.S. grain
in the 1980s.9% In the mid-1990s, the
USDA had to institute a regulatory
program to certify wheat shipments
were free of fungal disease after a
Karnal bunt outbreak in the United
States.®® Recent research suggests that
the Environmental Protection Agency
scientific integrity and transparency fail-
ures related to pesticide use have eroded
global trust and are undermining U.S.
agricultural exports.®

If Russia succeeds in taking global
wheat export markets from the United
States, American farmers will undoubt-
edly be threatened. With less market
access and increasing input costs, the
incentive for growing the preeminent
American staple crop would dwindle,
resulting in lower output and production
capacity. Such an outcome, combined
with other disruptive options identified in
this essay, could accelerate Russian aims
of undermining U.S. global power.

Disruption Option 4:
Agricultural Bioterrorism
Another vector for attacking U.S. wheat
production, and one carrying poten-
tially the broadest impact, would be a
Russian attack involving pests or patho-
gens designed to damage crops. Such an
attack would likely be done covertly to
provide plausible deniability. Before the
Biological and Toxin Weapons Conven-
tion of 1972 (BWC), several countries,
including the United States, developed
and maintained offensive biological
weapons research programs.

Many historians and scientists claim
that while other signatories to the BWC
ceased their offensive biological weapons
programs after the convention went
into effect in 1975, the Soviet Union
secretly continued its program despite
being a signatory to the treaty. Research
has shown that the Soviet program was
the longest and most sophisticated the
world has ever seen, beginning in 1928
and lasting until at least 1992. Its scope
was massive, involving over 65,000
workers.® A specific component of
Soviet biological warfare research oper-
ated under the code name Ekologiya and
focused on developing pathogens that
would kill animals and plants, including
crops such as wheat. It eventually became
the largest ever offensive biowarfare proj-
ect focused specifically on agriculture.

Should the Russians choose to con-
duct a biological attack against American
grain crops, wheat rust could likely be
the weapon of choice. Wheat rusts are a
type of fungus belonging to the genus
Puccinin that can aftect different parts
of the wheat plant. Also known as “the
polio of agriculture,” it has been the
worst wheat disease in history, capable of
causing catastrophic crop failures. During
the first half of the 20™ century, rust
destroyed one-fifth of America’s wheat
crops in periodic epidemics.” Before
the BWC outlawed offensive biowarfare
programs, many countries sought to
weaponize wheat rust because of its
potent effects in targeting crops. Relative
to other biological agents, it remains
viable for an extended period of time
under cool storage (2 years) and spreads
quickly after release.®® In addition, plant

rust fungal spores are easily dispersed,
durable to withstand transportation and
transmission, and easy to produce in
sufficient quantities. If the specific variety
of targeted wheat is known, attackers
could use tailored strains of wheat rust
that would have the greatest likelihood
of successfully killing and spreading while
protecting their own crop with specific
strain-resistant varieties.*

According to some claims, the Soviet
program did not stockpile anti-agricultural
weapons like wheat rust but maintained
several facilities “equipped as mobilization
capacities, to rapidly convert to weapons
production should the need arise.””°
A historian of the Ekologiya program
described one of the project’s main fa-
cilities as possessing the world’s largest
“unique collection of fungal pathogens
against wheat.””! Another facility, the
Scientific Research Agricultural Institute in
Gvardeyskiy, Kazakhstan, was reportedly
a key testing site for newly developed
anticrop (including antiwheat) pathogens
in greenhouses measuring a total area of
100 square meters.” In total, four separate
program facilities maintained laboratories
focusing on rust species research.”

Project Ekologiya has several impli-
cations for the security of U.S. wheat
production today. First, the Russian
Federation inherited the offensive
Soviet biological weapons program and
its decades of research, development,
and technological capability. While the
Kremlin claims the program ended after
the Cold War and that it has since com-
plied with the BWC, the United States
argues otherwise. In 2021, the State
Department reported the following:
“The United States assesses that the
Russian Federation maintains an offen-
sive BW program and is in violation of
its obligation under Articles I and II of
the BWC. The issue of compliance by
Russia with the BWC has been of con-
cern for many years.””*

Not only is there a possibility Russia
has maintained a biological weapons
program with agricultural components,
but a second implication for U.S. national
security is that conventional American
farming is potentially vulnerable to bio-
logical attack because intensive farming,
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Wheat fields in midsummer in Ukraine, Oblast Lviv, July 19, 2012 (Courtesy Raimond Spekking)

as practiced today, “involves limited di-
versification of crop and cultivar genetics
over large areas,” helping create “an ideal
environment” for new pest establishment
and spread.” As small, diversified farms
have been overtaken by today’s larger
farming operations for the sake of profit
and efficiency, the United States has inad-
vertently made its crops potentially more
vulnerable to biological attack. Some
experts note that pests and the plant
diseases they can carry would be “an ideal
means of waging ‘asymmetric’ war” in
scenarios that fall below the threshold of
conventional armed conflict.”®
Exacerbating the problem is that our
germplasm seed banks are potentially
insufficient in possessing the diversity
required to rebound from a devastating
biological event. New varieties with
resistance would be essential in a success-
ful attack scenario because wheat rust
can persist over the winter and remain
viable to infect the following year’s
crop. During the Cold War, germplasm
collections were better stocked and
more robust to ensure resilience against
known pathogens. Those efforts have
fallen behind in recent decades.”” For
example, a new strain of wheat stem rust
emerged in Uganda in 1998, commonly
known as Ug99.7® Since then, scientists
have evaluated roughly 200,000 wheat

varieties for natural resistance to Ug99.
Less than 10 percent demonstrated ad-
equate resistance.”” Not until 2017 did
researchers discover a gene that provided
resistance to Ug99, making it possible to
develop wheat varieties naturally capable
of surviving the disease.

It should be noted that debate exists
around the degree of risk posed by a
supposed lack of biodiversity. Some wheat
pathology experts argue that concerns
of insufficient biodiversity in American
wheat crops are overblown. While wheat
as a species is a monoculture grown in
vast quantities across the United States,
there are many dozens of commercial
wheat varieties grown today, providing
a reasonable degree of genetic diversity
within the species to mitigate massive im-
pacts from disease or pest outbreaks.®

Although fungi are the most likely
form of intentional biological threat to
wheat due to the relatively ease with
which they can multiply and spread,
other pathogens like viruses and bacteria
can also affect grain crops. Defending
against viruses is problematic. Treatments
against viruses are generally not as effec-
tive as using chemicals to control fungi
and bacteria. Disturbingly, the Soviet
biowarfare program reportedly included
a facility based in Uzbekistan, the Central
Asian Scientific-Research Institute of

Phytopathology, that “focused on viral
diseases of wheat.”® These claims are
corroborated by a declassified 1977 U.S.
Defense Intelligence Agency report stat-
ing that the Soviet antiplant biowarfare
program conducted work on wheat and
barley mosaic streak viruses.®?

Another intentional wheat industry
disruption scenario could involve the
malicious introduction of wheat parasites
that carry harmful bacteria. For example,
Rathayibacter triticiis a bacterium that
infects wheat via parasitic nematodes to
cause a toxic gumming disease.®® While
not currently present in the United States,
introducing the associated nematode
vectors to American wheat crops could at
least result in wheat export quarantines, as
trade partners would balk at accepting po-
tentially contaminated grain shipments.3

Biological attack against wheat
production could also be an attractive
objective for an adversary like Russia
because of the costs imposed by recovery.
Pests and pathogens can disperse and
reproduce at dramatic rates, providing
the potential to wreak havoc across vast
amounts of American farmland. For
example, a small outbreak of Karnal
bunt in the American Southwest in 1996
resulted in $250 million in damages.®®
In Texas, the cost of mitigating effects
on agriculture from nonnative fire ants is
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more than $1.2 billion annually. Expenses
for protecting crops from a nonnative
insect carrying Pierce’s Disease that
has plagued California grapevines since
1989 are also substantial.*¢ Beyond just
the recovery costs, pathogen outbreaks
could also easily lead to trade embargoes
as destination countries resist the risk
of importing contaminated U.S. wheat.
Thus, a widespread infestation damaging
American wheat crops “could lead to
potential economic losses of immense
proportions.”” A former member of
the Soviet biological weapons program
agreed, citing antiagricultural biological
weapons as “particularly suitable” for dis-
rupting a target country’s economy.®
Intentional infestations targeting
agriculture for nefarious purposes are
not without precedent. Analysts strongly
suspect manmade causes behind a
debilitating outbreak of the fungus
Moniliophthor perniciosa, also known
as witches’ broom disease, among
cocoa fields of Bahia, Brazil, beginning
in 1989.% Potentially motivated by
the perpetrator’s desire to destroy the
chocolate industry to punish its wealthy
landowners, the suspected attack nearly
exterminated the area’s cocoa plantations
over the following decade. By 2001,
“Brazil went from being the world’s
third-leading cocoa producer to being
the 13%.7%° Given this potential for covert
bioterrorism to exact large economic
costs to a country’s agricultural industry,
Russia could consider it as an increasingly
attractive option as strategic competition
with the United States escalates.

Risk Analysis

Risk is a function of likelihood and
consequence and can be mathemati-
cally described as Risk = Likelihood of
an Event x Consequence (loss due to the
event).?! To aid in measuring likelihood
and consequence of the four attack
strategies Russia could employ to target
U.S. wheat production, an expert survey
was conducted. Data was collected from
30 participants in the United States who
are professionals with expertise in fields
related to the wheat industry, including
farming, academia, information tech-
nology, and global trade. Due to the

potential security concerns of identifying
the experts in the survey, it was decided
that all participants would remain anony-
mous. The survey asked each participant
to assess the likelihood and consequences
of the four Russian disruption scenarios:
cyber attacks targeting grain infra-
structure, restricting fertilizer exports,
undercutting U.S. wheat exports, and
agricultural bioterrorism.?? Participants
assessed the likelihood of each scenario

Table 2. Likert Scale With
Associated Percentages for
Measuring Likelihood

using a 5-point Likert scale converted to
the following percentages to enable cal-
culations (table 2). Participants assessed
consequence using the following 5-point
Likert scale based on expected economic
losses ranging from less than $1 million
to more than $20 billion (table 3).
Survey results for likelihood and conse-
quence are captured in figures 3 and 4
and risk scores are presented in figure

5. Calculated mean scores for likelihood

Table 3. Likert Scale With
Associated Dollar Cost Ranges
for Measuring Consequence

Scale Likelihood Percentage
Chance

1 Very unlikely 0

2 Unlikely 25

3 Even chance 50

4 Likely 75

5 Very likely 100

Scale Consequence

1 Less than $1million

2 S1 million to $100 million
3 $100 million to $1billion
4 S1billion to $20 billion

5 More than $20 billion

Figure 3. Survey Results for Likelihood of Disruption Scenarios
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Figure 4. Survey Results for Consequence of Disruption Scenarios
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and consequence for each attack scenario
are found in table 4.

Further refinement of the results
was conducted to ultimately generate
a more robust measurement of overall
risk for each scenario. To calculate an
overall likelihood percentage, the sum
of response percentage values (as shown
in table 2) was divided by the total
available percentage of all responses. To
calculate the dollar value associated with
the overall consequence score, the mean
score for each scenario was assessed as

a percentile within the associated dollar
range (as shown in table 3).

To then calculate the final risk for
cach scenario, the calculated likelihood
percentage was multiplied by the con-
sequence dollar value to determine the
overall amount of risk in terms of dollar
cost, as shown in table 5.

Limitations in this study include
those intrinsic to Likert scale surveys (for
example, not able to capture all opinions,
subjective results, etc.) and the small sam-
ple size of expert participants. Another

Figure 5. Chart of Disruption Scenario Risk Scores
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Table 4. Mean Results of Likelihood and Consequence Responses

Scenario Likelihood (Mean) Consequence (Mean)
Cyber attacks 3.83 2.67
Restricting fertilizer 3.69 3.08
Undercutting U.S. exports 3.41 2.96
Bioterrorism 2.55 317

Table 5. Calculated Economic Risk Cost for Each Attack Scenario

Scenario Likelihood Consequence Risk Rank
(millions) (millions)

Cyber attacks 0.71 $600 $424 4

Restricting fertilizer 0.67 $1,583 $1,065 2

Undercutting U.S. exports 0.60 $863 $520 3

Bioterrorism 0.39 $3,304 31,282 1

Note: Numbers are rounded.

limitation of this study is the inherent bi-
ases of the participants who come from a
range of professional backgrounds related
to the wheat industry. Therefore, deeper
analysis is needed to provide more robust
risk measurements of wheat industry dis-
ruption scenarios. Still, results from this
survey point to potential prioritization

in policy considerations to address the
threat of potential Russian disruption of
the U.S. wheat industry.

Cultivating Resilience

The United States must act to ensure
resilience of domestic wheat production,
storage, and transportation to mitigate
the risks outlined above. First, additional
research is needed to measure domestic
food security risks more accurately. A
Likert survey of experts like the one
conducted in this study that encom-
passes a greater number of experts and
uses finer granularity in the scales would
be beneficial. A Delphi study could also
serve to identify a stronger consensus

of risk to the U.S. wheat industry from
potential Russian action.”® Beyond
improving the survey, policymakers and
wheat industry leaders should consider
the following measures, which are listed
in prioritized order to address risks from
highest to lowest based on the expert
survey results shared above.

USDA: Proactively Defend Agninst
Biological Warfare Tavgeting Crops by
Ensuving Sufficient Genetic Diversity
of American Grains. Industrial wheat
breeding has helped increase yields
over the past century, but some argue
that this has come at the expense of
genetic diversity: “Modern breeding
techniques narrowed the genetic base
of germplasm used to develop varieties
for cultivation.”®* Genetic uniformity
in modern wheat crops means greater
potential vulnerability to new pathogens.
Ensuring a source of genetic variation in
wheat is essential for disease resistance.
Landrace wheats play a vital role in doing
so. Landraces are premodern grains
that developed naturally over millennia
while adapting to local environmental
conditions. Many landraces were lost
during the 20™ century as farmers aban-
doned them in favor of modern varieties
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championed in the Green Revolution.?
Due to their wide variety, landraces do
not possess the genetic bottleneck of
modern hybrid wheats.

Landraces typically produce yields
lower than modern wheats, which can
seemingly put them at odds with rising
global food demands. Nevertheless, they
serve a critical role in preserving genetic
diversity to ensure American wheat crop
resilience should new pathogens wreak
havoc on modern varieties. It is also worth
noting that landrace wheats are reported
to have better yields and higher quality
attributes than modern varieties “under
organic and low-input farming systems.

Landraces can and have been
preserved in seed banks, which is
worthwhile, but there are limitations in
preserving them this way. Landraces are
heterogeneous, meaning that individual
specimens of the plant’s spikes stored in
banks do not necessarily possess all the
genetic diversity in the landrace variety.
In addition, most biologists agree that
active cultivation of landraces is essential
to preserve cultivation knowledge.®”
Given these circumstances, USDA should
find ways to collaborate with American
farmers and researchers to incentivize
and ensure sufficient production levels of
landrace wheats.

USDA and DHS: Prepave for
Adequate Response to Biological
Attack Against U.S. Wheat Crops.
USDA-National Institute of Food
and Agriculture and the Department
of Homeland Security established the
National Plant Diagnostic Network
(NPDN) during growing fears of bio-
terrorism following 9 /11 and the 2001
anthrax attacks.”® The NPDN serves as a
network of diagnostics laboratories across
the country that help rapidly identify
plant disease and pest outbreaks. Since its
establishment, funding and support for
the NPDN have begun to erode.”” As the
original sponsoring agencies, USDA and
DHS should evaluate the current state of
the program to make sure its capabilities
are sufficiently resourced to perform ade-
quate early monitoring and detection of a
biological attack against domestic crops.

In addition to shoring up early warn-
ing capabilities, USDA should also review

296

the agriculture industry’s preparedness

to respond to bioterrorism. If an out-
break of disease against U.S. wheat crops
occurs, agrochemical suppliers will need
to deliver treatments to limit damage.
However, supply chains for pesticides

can be brittle, as was the case during the
COVID-19 pandemic.!® Further analysis
of domestic pesticide treatment invento-
ries and supply chains would help identify
what is needed to boost the resilience of
U.S. farms in a worst-case scenario.

USDA: Pursue and Encourage
Alternatives to Conventional Fertilizer.
The American wheat industry’s reliance
on conventional fertilizer has become
increasingly challenging due to rising
prices, global supply disruptions, and
environmental costs. Greater emphasis is
needed on adopting renewable fertilizers.
While multiple solutions may be required
to fill the gap, transitioning American
agriculture to a more sustainable and
regenerative approach is key.!! The
Biden administration has tried moving
on this front and recently announced
$500 million in funding for boosting
domestic fertilizer production that is
“independent, innovative, and sustain-
able.”'2 This effort is worthwhile to help
transition the United States off foreign
fertilizer dependence. It does not,
however, preclude the need to continue
transitioning to more sustainable and
regenerative agriculture.

One facet of sustainable agriculture
that would help provide a viable alterna-
tive to synthetic fertilizers is the greater
use of cover crops. Growing the same
monoculture crop in the same field for
years on end, as most conventional U.S.
farmers do, damages the soil microbiome
as the same nutrients are depleted over
time. Conventional agriculture deals with
this problem by applying large amounts
of synthetic fertilizer to the soil. When
cover crops are added to crop rotation,
the cover crop plants naturally fertilize
and rejuvenate soil health. Furthermore,
a growing body of scientific research
shows that yields from sustainable agri-
cultural systems are comparable to that of
conventional systems.!%

The downside to cover crops is the
inability to grow a desired crop (for

example, wheat) for that growing season,
which would reduce overall American
wheat output. Options exist to com-
pensate for drops in annual grain yields
that would result from the broader use
of cover crops. Addressing all options is
beyond the scope of this essay, but one
example is choosing cover crops that can
act as cash crops that produce food and
simultaneously amend the soil. An exam-
ple of this would be cover crop legumes,
which fix nitrogen to the soil that would
be available for the next season’s wheat.

Funding is another limiting factor and
will be necessary to incentivize American
farmers to widely adopt the use of cover
crops. Sustainable agriculture receives
little government funding compared
to industrial agriculture. The most re-
cent Farm Bill (a package of legislation
Congress passes every 5 years to support
U.S. agriculture) provided less than 7
percent of its funding for conservation
practices.'® USDA can increase funding
for cover crop implementation by re-
ducing Farm Bill spending in other areas
overdue for adjustment, like conventional
corn subsidies.'%

USDA: Establish o National
Strategic Grain Resevve. As previously
noted, if Russia succeeded in some ca-
pacity to disrupt U.S. wheat production,
resulting in domestic grain shortages, no
current national wheat reserve exists to
reduce the ensuing effects. Given how
essential grain is to the U.S. food supply
and the increasing probability of climate
change’s impact on global grain produc-
tion, a strategic grain reserve makes sense.
The need for a reserve has risen in recent
times. For instance, droughts in 2012 af-
fected corn production to such an extent
that the United States had to import corn
from Brazil, a surprising development for
America as the world’s leading corn pro-
ducer.! Converting any remaining funds
within the Bill Emerson Humanitarian
Trust into a physical grain reserve and
supplementing it by redirecting funding
from conventional commodity crop
subsidies could provide this much-needed
resilience in our national food security.

State and Commerce Departments:
Encouvage Import-Dependent Countries
to Boost Domestic Food Production to
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Ukrainian President Volodymyr Zelensky, right, walks with Minister of Infrastructure Oleksandr Kubrakov during visit to Chornomorsk Sea
Trade Port to watch Turkish-flagged dry cargo ship Polarnet loaded with grain for export, July 29, 2022, in Chornomorsk, Odesa Oblast, Ukraine
(Ukrainian Presidential Press Office/Ukraine Presidency/Alamy Live News)

Minimize Exposuve to Russian Grain
Trade Manipulation. Having export
markets available to American wheat
not only can be lucrative for farmers

and commodity traders but also can
undermine efforts in those destination
countries to develop greater self-suffi-
ciency in food production. The United
States will always need to produce more
wheat than it consumes on average be-
cause this helps buffer against the effects
of unforeseen production shortfalls
regardless of the cause. It also assists trade
partners in meeting their food require-
ments when they experience unexpected
shortages or find themselves in positions
where they cannot realistically become
fully self-sufficient in their own food
production. However, in a world where
Russia is a global food power and can
use inputs and commodities as weapons
to win concessions, allies and partners
should be encouraged to reduce their

dependence on foreign food sources.
Although this could reduce U.S. wheat
exports in the long run, it would, more
importantly, mitigate Russia’s ability to
exploit vulnerable countries to enhance
their Great Power status.

DHS: Harden Information and
Operational Technology Netwovks Used
for Grain Production, Stovage, and
Transportation. Cyber security remains
a challenge for organizations across all
industries, but implications for breaches
to critical infrastructure networks such
as those in the grain industry are more
severe and require greater attention to
ensure proper security practices. For
wheat industry organizations’ infor-
mation technology and operational
technology networks, like other indus-
tries, known best practices provide the
greatest defense against cyber attacks.
However, many businesses fail to imple-
ment the full range of best practices due

to limitations in understanding and the
failure of company executives to invest
appropriately in network defense.

Wheat industry leaders can leverage
the National Institute of Standards and
Technology cyber-security framework
for guidance.!?” Taking this proactive
approach to network defense will limit
exposure to disruptive intrusions like the
ransomware attacks that recently plagued
Midwestern grain elevators.

Conclusion

As a rival in strategic competition and as
the emerging food superpower, Russia
is uniquely positioned to disrupt U.S.
wheat production, storage, and delivery.
Moscow has already demonstrated its
intentions to attack U.S. interests in
adversarial competition at levels below
armed conflict, and future attempts to
do so could realistically involve target-
ing the American wheat industry. As the
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most important food staple in America,
wheat supply degradation could have
significant consequences for domestic
food security and, by extension, trust
in the U.S. Government. Should Russia
pursue such a strategy, its tactics could
range from cyber attacks on grain infra-
structure to manipulating global fertil-
izer and wheat export markets to covert
antiagriculture biowarfare.

To mitigate these threats, American
policymakers should consider a range
of policy options. First, further research
is needed to measure risks of Russian
disruption to the U.S. wheat industry.
Results would more accurately prioritize
policy considerations. In the meantime,
prioritized policy considerations should
include:

= improving biodiversity in U.S. wheat
production

= ensuring sufficient resourcing for
detection and response to a biologi-
cal attack against U.S. crops

= enhancing sustainable agriculture
to reduce dependence on imported
fertilizer

= cstablishing a national grain reserve
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Navy Hospital Corpsman Second Class Jeffrey Ortberg, center, with Marine Medium Tiltrotor Squadron 265 (Reinforced), 31 Marine Expeditionary
Unit, asks for assistance on simulated casualty during mass casualty exercise aboard amphibious assault ship USS America, Pacific Ocean, June
19, 2023 (U.S. Marine Corps/Christopher R. Lape)

It's Not Just About the

Algorithm

Development of a Joint Medical Artificial

Intelligence Capability

By Benjamin P. Donham

ecent advances in artificial intel- prepares for large-scale combat opera-

ligence (AI) have highlighted the  tions, the number of anticipated casual-

sophisticated potential of this ties will greatly exceed available medical
technology to drastically improve all resources. Artificial intelligence has
aspects of medicine. As the joint force the promise of significantly improving

Lieutenant Colonel Benjamin P. Donham, USA, wrote this essay while a student at the U.S. Army
War College. It tied for first place in the Strategic Research Paper category of the 2023 Chairman
of the Joint Chiefs of Staff Strategic Essay Competition.

many aspects of combat casualty care,
including maximizing the impact of
limited medical capabilities. However,
because of the military’s unique oper-
ating environment, the military health
system cannot rely on civilian medicine
to develop Al capabilities that will be
directly applicable to combat casualty
care. Given this, the military health
system needs to develop a strategic
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approach to the generation of a medical
AT capability for the joint force.

To accomplish this, the military health
system first needs to establish a medical
Al cross-functional team, which would
set the conditions for future capability
development. This cross-functional team
would then need to develop a common
data dictionary and assist the military
health system in its transition into a dig-
ital organization that passively collects a
large amount of high-quality data. Once
this infrastructure is established, the focus
should then shift toward developing al-
gorithms to support evacuation platform
choices, geographic allocation of medical
units, predictive Class VIII resupply, and
the critical development of a high-qual-
ity mass casualty triage algorithm.
Implementation of a dedicated strategy
to develop a medical Al capability has the
potential to significantly improve combat
casualty care and reduce strategic risk to
the joint force.

Hypothetical Vignette

1t is the year 2028, and a layge-scale com-
bat operation bas broken out between the
United States and o hostile force. A U.S.
Marine infantry platoon is maneuvering
to attack an enemy objective. Hovering
above the Marines ave autonomous loi-
tering munitions also known as armed
drones. Using artificial intelligence, these
drones rapidly identify the platoon and
recognize them as Mavines. Then, without
a human in the decisionmaking cycle, mul-
tiple loitering munitions strike the platoon,
critically wounding 40 Marines. The lone
uningurved covpsman, far from medicol
assistance, is overwhelmed by the number
of casualties. Whom should the corpsman
treat, and in what ovder? Who can go back
to the fight, and who needs to be evacuated?
Humans can only effectively manage and
retain four to seven items of information
in their working memory at a time.* Given
this, it is no surprise the overwhelmed
corpsman is unable to effectively priovitize,
trinye, treat, and evacuate the wounded.
Multiple Marines with potentially sur-
vivable wounds succumb to their injuries
becawse of & lack of treatment. This scene is
captured via high-definition video by o ve-
maining dvone conducting battle damage

assessment. As part of the enemy’s psycho-
logical operations campaign, this video

is rapidly disseminated via social medin
to the American public with the intent of
weakening U.S. strategic resolve.

While this hypothetical vignette is jar-
ring, it reflects the battlefield capability of
current times. The recent development of
powerful Al tools offers the potential to
fight back. It also has the potential to rev-
olutionize battlefield medicine, improve
casualty care, and reduce the joint force’s
strategic risk from many casualties during
large-scale combat operations.

Background

The convergence of increased computer
processing power, ubiquitous data col-
lection, and increased sophistication of
computer science has led to the fourth
industrial revolution. The distinguishing
feature of this revolution is the merging
of physical and digital systems resulting
in the creation of intelligent and auton-
omous systems. A key component of
this revolution is artificial intelligence,
which is defined as the ability of systems
to acquire their own knowledge, as
opposed to relying on hard-coded
knowledge, by extracting patterns from
raw data.? As a central component of
the fourth industrial revolution, Al is
already impacting all aspects of society,
from art to politics.

The strength of artificial intelligence
is that it can process vast amounts of data
quickly and accurately. This allows Al to
identify patterns too complex for humans
to identify, and, in certain domains, Al’s
decision quality is surpassing that of hu-
mans. For example, in 2016 an Al system
called AlphaGo defeated the world cham-
pion in the ancient Chinese board game
Go.? Prior to this, many believed that
because of the game’s complexity, Go was
an unbeatable game for machines.

Artificial intelligence also has the po-
tential to significantly improve health care
by improving many aspects of medicine,
including drug development, radiolog-
ical interpretation, patient monitoring,
documentation, and more. Artificial in-
telligence can already accurately interpret
chest radiographs,* and the potential of

Al in image interpretations is so great
that some have even speculated that it
might end the specialty of radiology,
which is responsible for medical image
interpretations.® Also, Al can speed up
the drug discovery process by analyzing
vast amounts of data to identify poten-
tial drug candidates and predict their
efficacy.® Furthermore, Al-powered
wearables /remote monitoring systems
can track patient vital signs and alert
healthcare providers to potential health
issues before they become critical.” Last,
Al can automate administrative tasks such
as scheduling appointments, managing
medical records, and handling insurance
claims, freeing up healthcare professionals
to focus on patient care.?

While Al has the potential to
transform medicine, it also presents
some distinct challenges, such as data
privacy, algorithmic bias, and ethical
considerations of an algorithm making
high-consequence decisions. Even so,
with proper regulation and oversight, Al
has the potential to improve patient out-
comes and improve healthcare delivery.
Given this exciting scenario, it is critical
that the military health system establish
the infrastructure required to take advan-
tage of this emerging technology.

The major challenge facing the mili-
tary health system during future conflicts
will be how to apply a limited medical
capability to an overwhelming number of
casualties. Central to optimizing the use
of limited medical assets during large-scale
combat operations will be greater use of
Al Artificial intelligence could assist with
decisionmaking across a range of medical
capabilities. While Al is not a panacea
to solve all problems, and even though
several barriers remain before this concept
can become reality, Al has great potential
to optimize medical operations at scale.

Operational Environment
Given the high lethality and precision of
current munitions, large-scale combat
operations are expected to generate

far more casualties than the military’s
medical system can treat. For example,
current estimates predict that an Army
corps of 90,000 Soldiers would face
about 50,000 casualties over 8 days of
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fighting.” For context, a corps has an
organic medical brigade with about 350
hospital beds. Even when one considers
additional Role I-II capacity (battalion
aid stations/medical company) and
potential augmentation with Reserve
medical units, it is clear the demand

for medical capability, both beds and
medical assistance, will vastly exceed
capacity. The central problem facing
the military health system is scale; the
number of casualties requiring treat-
ment will outstrip the capacity of avail-
able medical resources.

This fundamental mismatch will lead
to significant strategic risk. If operational
units are inundated with casualties
they cannot evacuate, there is a higher
likelihood these units will no longer be
able to perform offensive operations.
Additionally, the American public has
become conditioned to believe that
every injured Servicemember will receive
high-quality medical care. The strategic

will of the public could be shaken by
images of injured Servicemembers dying
before receiving medical care. For ex-
ample, antiwar protests in the United
States significantly increased in 1968 after
the Tet Offensive. At this point in the
Vietnam conflict, the United States had
taken 30,484 fatalities, which, for context,
is about 20,000 fewer deaths than ex-
pected after 8 days of combat for an Army
corps-size element during large-scale
combat operations.'” Taken together, the
potential lack of quality battlefield care
could lead to significant strategic risk to
both the mission and the force.

Overview

Artificial intelligence has been around for
decades, but in the last 5 years, its ability
to solve complex problems has improved
markedly. Recent advances in computing
power, combined with massive increases
in data collection, have facilitated

rapid advances. One of AI’s emerging

Air Force medics treat simulated patient during Medic Rodeo at Melrose Air Force Range's
Training Area 3B, New Mexico, August 23, 2023 (U.S. Air Force/Elora J. McCutcheon)

strengths is its ability to decipher large,
complex problems that are difficult for
humans to solve. For example, Google
developed an Al algorithm using
128,000 retinal photographs that could
not only diagnose diabetic retinopathy
more accurately than fellowship-trained
ophthalmologists'! but could also accu-
rately predict the risk of cardiovascular
events.!? To the surprise of the Google
engineers who design Al algorithms,

it could accurately predict a patient’s
sex.'® This highlights AD’s ability to find
patterns in data that, because of scale,
humans cannot perceive.

Avrtificinl intelligence is a generic
term that encompasses many related but
different techniques. At its basic level, all
Al finds patterns and answers questions.
It is designed to take input data, apply an
algorithm, and then produce output data,
often predicting the probability of a specific
outcome. At one end of the Al spectrum
are expert systems designed to mimic
decisions a human expert would make. At
the other end are the most sophisticated,
powerful, and complex Al technologies,
including machine learning, deep learn-
ing, and neural networks. Because of this
complexity, deep learning models require
massive amounts of data and computing
power to develop. Manual data entry sys-
tems typically cannot keep up.

For example, many of the most
common deep learning models of image
classification use the ImageNet database,
which contains 14 million labeled images
and is 150 gigabytes in size.!* Frequently,
deep learning models use transfer learning,
in which a model incorporates knowledge
gained from training on a different but
related task to decrease the data required
to learn a new task. Even with the use of
transfer learning, however, deep learning
algorithms demand gigabytes of data. For
context, one of the most famous deep
learning models, ChatGPT, was trained
using a 570-gigabyte data set.!® In com-
parison, the entire Joint Trauma System
Department of Defense (DOD) Trauma
Registry, including 15 years of patient
data, is only 0.017 gigabytes.'® This is
orders of magnitude less data than what is
needed for the simplest deep learning al-
gorithm developed using transfer learning.
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Army Captain Ashley Sarlo, critical care nurse attached to 240™ Forward Resuscitative Surgical Detachment, simulates experimental postoperative
critical care at Camp Grayling, Michigan, August 12, 2023, during Northern Strike 2023 (U.S. Air National Guard/Jacob Cessna)

Establishing a Cross-
Functional Medical Al Team
Because of the unique combination

of specialties required to develop Al
DOD should develop a cross-func-
tional team dedicated to facilitating the
development of medical AI. The team
should be composed of a data scientist,
a provider experienced in battlefield
medicine, and a computer scientist
with expertise in Al. In addition to
skills in algorithm development, this
team needs expertise in fields relevant
to operationalizing this technology and
therefore should include individuals
with expertise in the joint communica-
tions infrastructure.

Artificial intelligence’s potential to
improve decisions in casualty care and
medical resource allocation is broadly
applicable across each Service’s medical
department. Although each Service will
have unique Al capability needs, estab-
lishing baseline medical Al capability
has the potential to significantly benefit
the entire joint force. Each Service is
struggling with how to distribute limited
medical resources most effectively to
an overwhelming number of casualties
expected during large-scale combat

operations. A cross-functional team
would help coordinate efforts across
Services and reduce redundancy. The
Defense Health Agency is the most ap-
propriate location for such a team, given
that it is responsible for executing the
Defense Health Program appropriation.
Several organizations, including the
Defense Advanced Research Projects
Agency; MIT Lincoln Laboratory; U.S.
Army Natick Soldier Systems Center; Joint
Program Executive Office for Chemical,
Biological, Radiological, and Nuclear
Defense; and others are working on
medical Al capability. However, no single
organization is responsible for coordinat-
ing and synchronizing this development
effort. The establishment of a common
medical data infrastructure would have a
synergistic effect on the development of
medical Al capability and would benefit all
organizations working this problem set.

Data Infrastructure

and Collection

Developing an effective AI model
requires high-quality data. The adage
“garbage in, garbage out” highlights the
necessity for Al development of trust-
worthy data specific to the problem of
interest. There is simply no substitute.

To generate high-quality data, the
joint medical community first needs to
develop a common and standardized
medical data infrastructure to establish a
framework for future medical Al devel-
opment. Commonly referred to as a data
dictionary or schema, this data infrastruc-
ture would standardize data collection
and allow different data sets to be
interoperable. Essentially, such a schema
would provide a common language
among data sets that would contain
a structured description of the data,
including its format, meaning, relation-
ships, and other attributes. Such a data
dictionary is an essential tool to ensure
that data is used consistently and accu-
rately. For example, the terms chest tube,
tube thovacotomy, and chest drain are all
commonly used to describe the same
battlefield procedure. However, without
a common data dictionary that defines
their equivalence, the interoperability be-
tween different data sets using different
terms for the same procedure would be
significantly limited. Establishing a clear
and structured understanding of the
relationship among different data sets as
part of a data schema is critical for estab-
lishing the foundation of future effective
medical Al development.
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Once a coordinated data scheme is
developed, the military health system
must transition from industrial-age
manual data entry practices to those of
the digital age, which allow data to be
passively and continuously collected.
Currently, most of the data the mili-
tary health system collects is entered
by hand. For example, if'a deployed
Servicemember were injured today,
his or her clinical information would
be recorded by hand into DD Form
1380, “Tactical Combat Casualty Care.”
Additional clinical information would
be manually entered into the Armed
Forces Health Longitudinal Technology
Application—-Theater (AHLTA-T). Other
information, such as medical logistics re-
supply requirements, hospital bed status,
and available units of blood, are entered
manually into legacy products such as
Excel or PowerPoint.

Moving beyond this antiquated sys-
tem will require developing and investing
in a system of passive and continuous
digital data collection from the bottom
up, so human data entry is not required.
For example, instead of manually input-
ting medical supply inventories into the
Medical Materiel Mobilization Planning
Tool, an Al image-recognition algorithm
could use video of Class VIII storage
to automatically update quantities of
medical supplies on hand in the system
of record. Future replacements for DD
Form 1380 and AHLTA-T could be
designed to passively record heart rate,
blood pressure, and oxygen saturation.

A particularly important aspect of
building this data infrastructure relies on
developing wearable technology. Wearables
are small electronic devices that track
physiologic parameters such as heart rate,
sleep, and movement. Collecting individual
physiologic data is critical for under-
standing Servicemember baselines, which
allows for optimization of performance
and medical treatment. Currently, DOD
is developing the Health Readiness and
Performance System (HRAPS) to provide
actionable information regarding the op-
erational physiology of troops to their unit
leadership. Although this program focuses
primarily on human performance and
injury prevention, it is based on technology

that has the potential to be a powerful facil-
itator of Al and medical care.

Collection of real-time physiologic
data for each individual could create a
physiologic baseline in the event of an in-
jury and could use Al analysis to assist in
medical care. Collectively, this data could
be used to rapidly identify mass casualty
events, recognizing, for example, the na-
ture and impact of chemical or biological
weapons use. The collective physiologic
data could also be used to inform the
medical common operating picture by
using Al to predict where to optimally
place medical resources.

Establishing this medical data infra-
structure will not be easy. Healthcare
data privacy concerns, operational
security requirements, and communi-
cations constraints will provide barriers.
But these important constraints can be,
and must be, overcome for the military
health system data infrastructure to take
advantage of the full potential of Al
The military health system data system
needs to be transformed into something
like Amazon, a system that passively
collects large amounts of high-quality
data and then uses an Al model to
provide accurate predictions facilitating
high-quality decisions. This in turn
reduces waste and maximizes the impact
of limited resources.

Algorithm Development

Once an appropriate data infrastructure
is in place, multiple operationally spe-
cific Al algorithms could be developed
to address the multitude of challenges
facing the military health system during
large-scale combat operations. These
potential future applications of Al are
described in Army Futures Command
Medical Concept 2028:

Al-enabled MEDCOP [ Medical
Common Operating Picture | will rapidly
receive, organize, analyze, interpret, and
display contextually velevant information
and generate visk-informed recommen-
dations that comprehensively consider the
use of Army and UAP | Unified Action
Partners] capabilities. . . .

Al-enabled collnboration, decision-sup-
port, and casualty management systems

enable medical vegulating forward of the
division vear boundary and the identifi-
cation of expected MEDEVAC arvival,
area medical capabilities and statuses, and
expected arvival of medical vesupply.”

While there are many potential ben-
cficial uses of Al to assist with combat
casualty care, the priority should be to
develop a clinical algorithm to assist
with point of injury mass casualty triage.
Given large-scale combat operations’
limited medical assets, it is imperative
that we are able to accurately triage
wounded Servicemembers. This would
not only improve critical medical care
but also allow Servicemembers to return
to duty after the lowest level of appropri-
ate care. This would be a cultural change
from the global war on terror, during
which those with minimal injuries were
evacuated to limit their risk.

The scale of triage needed after future
battles is likely to be so large that human
decisionmaking will fall short. AT will
speed and sharpen this decisionmaking
process, and it will allow medical officers
to accurately determine medical evacua-
tion priorities. In certain instances, it may
be necessary to adjust the risk acceptance
of the algorithm so that commanders
conserve as much combat power as possi-
ble, even at higher risks. Risk acceptance
in combat is not static, and users will
need the ability to adjust the risk accep-
tance of a triage algorithm.

We know that clinicians can make
accurate triage decisions based on the
appearance of a patient and other limited
data.!® We also know that Al is particularly
effective with image and voice data. Given
this knowledge, there is a high likelihood
that an accurate triage algorithm could be
developed using short audio /video record-
ings combined with vital sign data from
wearables. Optimally, this could be devel-
oped by civilian partners who frequently
see a high volume of trauma patients.

It could be collected with time-depen-
dent outcome data. This algorithmic
development could occur concurrently
with the development of the medical
data infrastructure. One could envision

a Servicemember at the point of injury
quickly taking audio /video recordings of
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Army Soldiers from 16" Combat Aviation Brigade, 7 Infantry Division, conduct medical evacuation training during exercise Super Garuda Shield
2023, in Puslatpur, Indonesia, August 30, 2023 (U.S. Army/Wyatt Moore)

multiple injured troops. His or her Nett
Warrior device (an integrated dismounted
leader situational awareness system),
equipped with an Al algorithm, could then
rapidly inform him or her who can return
to duty, who requires evacuation, and the
location where they need to be evacuated.

Special Considerations

With Al Development

The AI community is currently strug-
gling with several issues of particular
importance to military health care.
These include the transparency and bias
of algorithms, the level of Al autonomy
in high-consequence decisions, and
who ultimately assumes the risk if Al
fails while making a high-consequence
decision. It is important to keep these
in mind while building a future Al
infrastructure.

A transparent Al system should be
explainable, interpretable, and under-
standable to human users. However, some
of the most advanced Al models, such as
ChatGPT and DALL-E, are developed
using deep learning neural networks,
which are complex and highly intercon-
nected systems that can be difficult to
interpret. These deep neural network Als
are considered “black box™ Al because

they operate in an opaque or “hidden”
manner. These systems’ decisionmaking
processes are not easily understood or
explained by humans. In a black box Al
system, input data is fed into the system,
and output is generated without any clear
understanding of how the system arrived
at its decision or conclusion. This lack
of transparency can be a major problem
in high-consequence medical decisions
because it can make it difficult to identify
errors or biases. It is therefore critical to
invest in developing techniques to make
even the most complex Al systems more
transparent and interpretable.

In addition to transparency, bias in
Al requires special consideration. Bias in
Al refers to the tendency of algorithms
to produce results that systematically
and consistently discriminate against
certain individuals or groups. The ma-
jority of Al systems are trained using
a technique called supervised learning
where Al uses data that includes pre-
dictors and responses to learn about a
specific topic. If the data used to train
Al contains biases or reflects social
inequalities, then the Al system will
learn and perpetuate those biases. For
example, Al trained to detect mela-
noma using imaging data sets that only

include light-skinned patients will be
biased and less effective detecting mel-
anoma in individuals with a darker skin
color."” The military needs to scrutinize
the Al it develops to ensure it is not
encoding existing bias. The high con-
sequence of medical decisions demands
that the military holds its medical Al to
a higher standard than other fields.

The use of Al in medicine is dif-
ferent from other fields where Al is
used because of the high consequence
of medical decisions. Al systems can
be categorized into different levels of
autonomy based on the degree to which
they operate independently of human
input and supervision. The spectrum
of autonomy can range from partial
autonomy, with humans still in the
loop, to fully autonomous systems that
operate without any direct human inter-
action. It is still an open question how
much autonomy to grant Al to make
high-consequence medical decisions.
Many authors believe that for high-con-
sequence decisions, Al should never be
fully automated, but should be used to
inform the decisions of humans who
remain in control. This form of partial
automation is commonly referred to as
Centaur Al half-human /half-machine.
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Airman with 96" Medical Group provides aid to simulated victim during scenario for Tactical
Combat Casualty Care training, November 17, 2022, at Eglin Air Force Base, Florida (U.S. Air
Force/Samuel King, Jr.)

Additionally, the military must decide
who owns the risk when Al fails. Just
like any new technology, Al will not
work perfectly at its inception. Given
the difficulty of replicating battlefield
injury conditions, the military likely
will face a large learning curve when it
first uses Al on the battlefield. One can
envision a scenario in which an isolated,
overwhelmed junior medic performing
mass casualty triage would defer to a
partially automated Al algorithm. If that
happens and lives were lost because of
an error in an Al system, who would
be held responsible? The commander,
the Servicemember, the Defense Health
Agency, or DOD? These are difficult and
complex questions that the military has
not fully thought through.

Last, the U.S. Government needs to
own these algorithms because Al systems
will require rapid adjustments. If the
development of medical Al algorithms
is contracted out to a nongovernmental
company, the military health system will
not be able to adjust this technology
with the speed and flexibility needed.

In general, statement of work changes

on government contracts go through

a formal process that involves several
steps, and this process can take anywhere
from a few weeks to several months or
more. Effective Al requires iterative
development, and the algorithms require
constant updating. The speed required
for effective Al development is on

the order of hours to days, not weeks

to months. Because of this, develop-
ment needs to be owned by the U.S.
Government, even if it is developed by
contracted personnel. While this might
be more time-consuming up front, the
speed and flexibility this approach enables
are critical to the overall success of devel-
oping a military medical Al capability.

Communications
Synchronization

Once medical Al systems have been
developed, they still need to be incor-
porated into the joint communications
infrastructure. For instance, in a bat-
tlefield mass casualty event, tactical
sensors would gather patient data and
send it to a medic’s Nett Warrior. The
medic could then use an Al triage

algorithm to analyze the data. Then the
cumulative data from the mass casualty
would be transmitted into the medical
common operating picture where Al
could be used to predict which medevac
assets are needed, where to position
additional medical capacity, and how to
predictively push Class VIII resupply.
At any point in this communications
chain, an effective Al algorithm could
casily malfunction due to a lack of a
data transfer. Given this, it is critical that
Al infrastructure development be fully
nested within the established joint com-
munications infrastructure.

Without seamless integration with the
overall joint communications and data
infrastructure, Al will not be effective.
Additionally, bandwidth will be limited
in large-scale combat operations, so it is
critical that low-bandwidth data solutions
are explored. One solution might be
edge computing, in which a distributed
computing paradigm brings computation
and data storage closer to the sources of
data. For example, it might exist on the
physiologic sensor such as the HRAPS
itself, instead of relying on centralized
cloud servers. Edge computing is a pow-
erful tool that could help the joint force
operate in contested communications
environments, enabling faster, more
secure, and more efficient data processing
and analysis at the edge of the network.
Because of this, edge computing options
should be explored and incorporated into
the overall medical Al infrastructure.

Alternate Ending to
Hypothetical Vignette

1t s 2028, and layge-scale combat opera-
tions have broken out again. However, the
military bealth system took advantage of
the last 5 years and aggressively developed
Al capabilities, improving the ability to
take carve of wounded Servicemembers.
After the initial casualty event, the corps-
man rveleases several small unmanned
aervial vehicles. These drones use onboard
sensors to identify wounded personnel and
collect physiologic, movement, audio, visual,
and location data on them. This informa-
tion is combined with individual physiology
data, including physiologic baseline from
wearable sensors, and sent to the corpsman’s
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body armor—mounted Nett Warrior phone.
An Al algorithm then takes that data and
instantly triages the injured Mavines, rop-
idly identifying those Marines who require
lifesaving interventions. While the corps-
man is treating those Servicemembers with
the most time-sensitive injuries, the cumu-
Intive data is being transmitted back to the
Joint operations center. There, additional
Al algorithms determine the type and
number of evacuation platforms needed to
evacuate the wounded. Other algorithms
ave used to determine where to veposition
availnble medical assets on the battlefield to
respond effectively. Class VIII expenditure
also is predicted by AL and resupply is
pushed to units in need before any request
is vecewved. Through the effective use of this
new technology, limited medical assets are
effectively applied to a large number of ca-
sualties. This limits battlefield morbidity/
mortality and also reduces the impact of
casualties on maneuver forces, facilitating
the additional combat power that is critical
durving large-scale combat operations.

Artificial intelligence has the potential
to drastically improve military medicine’s
ability to care for combat casualties during
large-scale combat operations. To take
full advantage of this technology, the
military health system needs to take a
comprehensive approach to developing
its infrastructure. First, a cross-functional
team with data scientists, computer
scientists, communications experts, and
providers with domain expertise in bat-
tlefield medicine needs to be established
to set the conditions for the development
of future medical Al capability. Once this
cross-functional team is established, it
needs to develop a common data dictio-
nary that will allow standardization of data
sets and facilitate consolidation of different
data sets. Concurrently, the military health
system needs to transition from analog
data organization into digital organization
where high-quality, passively collected
medical data is fully incorporated into joint
communications systems. Once this un-
derlying data infrastructure is established,
it will set the conditions for the devel-
opment of a wide variety of medical AI
capabilities. Although there are many ap-
plications where medical Al could improve

battlefield medicine, including decision
support for evacuation platform choices,
geographic allocation of medical units,
and supply of medical equipment and
consumables, a special emphasis should be
placed on developing a high-quality mass
casualty triage algorithm. This algorithm is
critically needed during large-scale combat
operations to maximize the impact of
medical care and to aggressively return
Servicemembers to duty at the lowest
echelons of care. Implementation of these
clements would greatly increase the joint
force’s ability to take advantage of the
powerful potential of Al significantly
improve combat casualty care, and reduce
overall strategic risk. JFQ
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Participants from Germany Space Situational Awareness Centre monitor, track, and assess simulated antisatellite weapon attack along with
resulting space debris during 7% and final day of Global Sentinel 2022, Vandenberg Space Force Base, California, August 2, 2022 (U.S. Space
Command/John Ayre)

Space Denial
A Deterrence Strategy

By Nathaniel A. Peace

pace assets are strategic and

crucial to U.S. national secu-

rity in maintaining military
superiority across the land, maritime,
air, and cyber domains. Space-based
capabilities offer support in areas such
as missile warning; nuclear detection
warning; secure communications; intel-
ligence-gathering; terrestrial and space
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USSF, wrote this essay while a student at the
Air War College. It tied for first place in the
Strategic Research Paper category of the 2023
Chairman of the Joint Chiefs of Staff Strategic
Essay Competition.

weather forecasts; positioning, naviga-
tion, and timing; and data transport for
the joint warfighter. Integral to joint
force operations is space power’s core
competency of information mobility
that delivers “timely, rapid, and reliable
collection and transportation of data
across the range of military operations
in support of tactical, operational, and
strategic decisionmaking,”! enabling
lethality and effectiveness and provid-
ing the United States with an unrivaled
military advantage.

U.S. adversaries recognize this advan-
tage and intend to challenge American
interests in space. The conventional belief

that outer space constitutes a peaceful
global domain has been debunked, as
China, Russia, and India have demon-
strated their capabilities to target and
destroy a satellite. The 2020 Defense
Space Strategy explicitly calls Russia and
China the “greatest strategic threat due to
their development, testing, and deploy-
ment of counter space capabilities.” Air
Force Secretary Frank Kendall stated in
March 2022, “Our general posture has
been to assume essentially impunity in
space . . . that era is over.”® As the leading
space powers continue to enhance their
direct-ascent capabilities, the United States
must adopt a deterrence strategy through
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building robust constellations, optimizing
satellite placement, and integrating U.S.
Government—owned sensors on allies, stra-
tegic partners, and commercial satellites.

This article first provides an overview
of how we got here by examining five
direct-ascent demonstrations since 2007
that ended the 13-year moratorium and
altered the status quo. Second, it explores
John J. Mearsheimer’s conventional de-
terrence theory and how the adversary’s
perception of the probability of success
versus failure determines whether de-
terrence is upheld. Third, the structural
deterrence model is explained, and its
framework is used to operationalize
Mearsheimer’s conventional deterrence
theory. Fourth, this operationalized de-
terrence framework is applied to support
the argument for a deterrence-by-denial
strategy against direct-ascent weapons
systems examining robust constellations,
optimized satellite placement, and hosted
payload concept using allies, partners,
and commercial entities. The conclusion
summarizes the deterrent advantages and
characteristics defined by the model to
support the argument.

How We Got Here

This section recounts the five direct-as-
cent demonstrations that have altered
the status quo since 2007, explaining
how we arrived at this point. The

first demonstration is China’s 2007
direct-ascent demonstration against a
defunct weather satellite, followed by
the U.S. 2008 direct-ascent antisatellite
military operation that destroyed a tum-
bling National Reconnaissance Office
satellite after a failed launch. Next,
China’s 2013 mobile ground-based
hit-to-kill direct-ascent demonstration,
which showed the country’s capability
to target satellites in low, medium, and
geostationary Earth orbit, is examined.
Finally, there was India’s 2019 fixed
ground-based demonstration and Rus-
sia’s 2021 Nudol test, the two most
recent direct-ascent antisatellite demon-
strations in low Earth orbit.

On January 11, 2007, China launched
an SC-19 ballistic missile from the
Xicheng space facility in Sichuan Province.
The SC-19 targeted an aging Chinese

weather satellite deployed in a low Earth
orbit at an altitude of 864 kilometers (536
miles),* demonstrating a fixed ground-
based hit-to-kill direct-ascent capability.
China’s 2007 antisatellite test ended a
13-year antisatellite moratorium (1994—
2007) that the United States and Russia
abided by as an agreed international norm
and reflected a status quo change in test-
ing direct-ascent antisatellite missiles.

Nearly a year after the Chinese an-
tisatellite test, the United States faced
an uncontrolled reentry to Earth of a
National Reconnaissance Office satellite
that malfunctioned following launch. On
February 20, 2008, the United States ex-
ecuted Operation Burnt Frost, launching
a Standard Missile-3 (SM-3) from the
Aegis-class cruiser USS Lake Erie oper-
ating several hundred miles northwest of
Hawaii. The missile intercepted the un-
controlled satellite traveling 17,000 miles
per hour with an unpredictable course
trajectory and carrying 1,000 pounds
of hazardous hydrazine rocket fuel.®
President George W. Bush authorized
this military operation due to the threat
to human life and terrestrial safety posed
by the hydrazine possibly reaching the
ground near population centers.®

Russia and China did not perceive
Operation Burnt Frost through the lens
of humanitarian intentions. A 2022
RAND study exploring Chinese and
Russian native-language publications
stated that the two countries viewed it
as another example of the American in-
tention to militarize space.” Intentionally
or unintentionally, the United States
changed the status quo by demonstrating
land, sea, and air capability. Before Burnt
Frost, the United States validated its
direct-ascent antisatellite capabilities by
land and air between 1959 and 1986.

In May 2013, China launched a
rocket identified as a spacecraft for
space exploration research. While China
denied the launch had any antisatellite
application, the Pentagon categorized
it as an antisatellite missile test based
on the launch profile that “reached an
altitude of over 6,000 miles, and pos-
sibly 20,000 miles” before reentering
the atmosphere while not inserting “any
objects into orbit.”®

China’s antisatellite test was significant
for three reasons. First, the antisatellite
missile was shy of the 22,236 miles in
space at which U.S. satellites are in geo-
synchronous orbit—including military
strategic missile warning and communi-
cations satellites.” Second, China showed
it could hold multiple orbital regimes at
risk from a direct-ascent capability. Finally,
an in-depth analysis report by Secure
World, a nonprofit organization dedicated
to space sustainability, stated that “the
available evidence strongly suggests that
China’s May 2013 launch was the test of
the rocket component of a new direct-as-
cent [antisatellite | weapons system derived
from a road-mobile ballistic missile.”*°

China’s mobile direct-ascent capabil-
ity changes the deterrence calculation for
potential future antisatellite operations.
This has reinstated the element of surprise
that was lacking in fixed ground-based
systems due to the presence of imagery
satellites. While China’s modus operandi
is limited in acknowledgment following
antisatellite tests, which restricts insight
into political and military intentions, this
test reveals an ability to move, hide, and
launch antisatellite missiles across large
swaths of territory within China. Given
the perceived imbalance in direct-ascent
capability among China’s leadership and
the success of Operation Burnt Frost, this
test was likely to demonstrate China’s
ability to counter the U.S. direct-ascent
global response options by land, sea, and
air. The next logical step for China is to
exhibit direct-ascent air and sea capabili-
ties like the United States.

On March 27,2019, India became
the fourth country to successfully
demonstrate a direct-ascent antisatellite
capability. This well-planned demonstra-
tion used a ballistic missile interceptor
against an Indian military imagery
satellite, Microsat-R, launched nearly
2 months prior on January 24. The
successful hit-to-kill intercept occurred
at 282 kilometers (175 miles) above the
Indian Ocean.!! The Indian government
emphasized the test’s importance in a
March 27 fact sheet stating that “the test
was done to verify that India has the ca-
pability to safeguard our space assets. It is
the Government of India’s responsibility
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to defend the country’s interests in outer
space.”'? Furthermore, former Indian
Foreign Secretary Kanwal Sibal ex-
pounded on the need for the antisatellite
demonstration in an editorial published in
the Hindustan Times on April 4, stating
that India “preferred a kinetic kill instead
of “fly-by tests’ and jamming to prove the
precision of our capability and exclude
any ambiguity.”!® India’s successful
ground-based antisatellite test has raised
international concerns regarding the
proliferation of direct-ascent capabilities
and possibly was an additional factor that
spurred the Russian Nudol test in 2021.
On November 15,2021, Russia
conducted a direct-ascent antisatellite test
against a defunct Cosmos satellite in low
Earth orbit, creating a debris field of more
than 1,500 trackable orbital objects.!*
The collision occurred 310 miles above
the Earth’s surface and 50 miles above
the space station’s orbit, posing a risk
to manned space flight.!® The Kremlin
acknowledged the test on November
16 and reiterated that it did not violate
the 1967 Outer Space Treaty despite
condemnation from the United States
and North Atlantic Treaty Organization
Secretary General Jens Stoltenberg.
Russia’s antisatellite test employed its first
official intercept with a mobile antisat-
cllite system designated as the Nudol. It
demonstrated a hit-to-kill capability of a
moving object in low Earth orbit.

Conventional Deterrence:
Adversary'’s Perception of
Success Versus Failure
Deterrence theory, which posits that the
threat of retribution and /or strategy

of denial can deter an adversary from
engaging in undesirable behavior, has
been a prominent component of interna-
tional relations and security studies since
World War II. It has evolved to encom-
pass nuclear and conventional forces.
Nuclear deterrence theory gained prom-
inence following the 1949 Soviet Union
atomic bomb test. As nuclear deterrence
theory matured within academia,
scholars such as John J. Mearsheimer

Single modified tactical Standard Missile—3 launches from USS Lake Erie, successfully impacting !chan to cxamine hon the Umtc.d States
nonfunctioning National Reconnaissance Office satellite approximately 133 nautical miles over increasingly relied on its conventional
Pacific Ocean, February 20,2008 (U.S. Navy) forces to deter Soviet aggression, partic-
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ularly in Western Europe, starting in the
carly 1960s.1° In his seminal 1983 book
Conventional Deterrence, Mearsheimer
proposed a conventional deterrence
proposition that is here applied to the
direct-ascent antisatellite problem in the
contested space domain.

Mearsheimer states, “Deterrence—a
function of costs and risks associated
with military action—is most likely to
obtain when the attacker believes that
his probability of success is low and
that the attendant costs will be high.””
Mearsheimer’s argument implies that
an actor’s calculus regarding perception
and probability of success versus fail-
ure determines if deterrence upholds.
Figure 1 demonstrates an algebraic way
of viewing Mearsheimer’s conventional
deterrence argument.

theory characteristics and their rela-
tionship.'® Deterrence is grounded on a
two-pronged strategy approach—fear/
retribution and denial—concepts that
emerged in the formative stages of
nuclear deterrence theory development.
The left side of the model is de-
terrence by fear/retribution. The
characteristics underneath are what an op-
ponent uses to convince an attacker of the
unavoidable and unacceptable losses that
will ensue if military actions are taken.
The right side of the model is deterrence
by denial. The characteristics underneath
are what an opponent uses to discourage
an attacker from taking undesirable ac-
tions by convincing him that his military
objective or goal is impossible to attain.
An important underlining assumption
of Mearsheimer’s conventional deter-
rence theory is that

Success Failure

Figure 1. An Algebraic View of
Mearsheimer’'s Conventional Deterrence

(Gs) x (Ps) — (Lu) x (Pf) < orequal to O

the actor is rational.
For deterrence by
fear or retribution
(figure 1, left side),
a rational actor will
evaluate the costs
and benefits of its

The left side of the minus sign
represents the product of the actor’s
perception of success. (Gs) denotes gains
won if successful, and (Ps) denotes the
probability of success. The right side of
the minus sign represents the product
of the actor’s perception of failure. (Lu)
denotes losses incurred, and (Pf) denotes
the probability of failure. If the actor per-
ceives success as low and failure as high,
the value of the equation becomes less
than zero, and the actor is deterred. On
the other hand, if the actor perceives suc-
cess as high and failure as low, the value
of the equation becomes zero or greater,
and the actor is undeterred.

Deterrence Structural Model
Before applying Mearsheimer’s con-
ventional deterrence formula to the
direct-ascent antisatellite problem,

a framework is needed. Figure 2 is a
structural model based on a 2014 Air
University Blue Horizon study that
evaluated 20 scholarly works depicting
nuclear and conventional deterrence

actions when making
decisions, as long as attribution can be
made. To dissuade an attacker from hos-
tile acts, the defender must demonstrate
military strength and willingness to use
force. The attacker will consider the risks
of engaging militarily and determine if
the costs outweigh the benefits. A ratio-
nal actor will withdraw from its aggressive
posture if the costs exceed the benefit.

In deterrence by denial (figure 1,
right side), the defender’s goal is to affect
the probability of success calculation for
all potential adversaries. Attribution is un-
necessary under this deterrence strategy.
The defender aims to convince a rational
actor that its attack will be ineffective
or unsuccessful based on the defender’s
resiliency to withstand and /or recover
from an attack. Both deterrence strategies
presume that a rational actor will make a
decision based on its best interests.

Deterrence by Denial:
What It Looks Like

Robust Constellations. Direct-ascent
missiles can destroy a satellite within

minutes in low Earth orbit, leaving satel-
lite operators little maneuver time, even
if indications and warnings are present
through bureaucratic rhetoric, diplo-
matic communiques, and intelligence
reports. Prime Minister Narendra Modi
stated that the intercept’s flight time to
collision in the 2019 Indian antisatellite
test was 3 minutes in duration.!” While
the U.S. missile warning capability would
detect an antisatellite launch, keeping
custody of the missile’s flight path and
determining the targeted satellite among
the thousands orbiting the Earth would
be extremely difficult at best.

A robust denial strategy is necessary
to counteract an attacker’s advantage
of short missile ascent time and the
limited opportunity for the defender to
establish a chain of custody following
a direct-ascent missile launch. Satellite
constellations are a vital component of
this strategy due to their redundancy and
distributed nature, making them more
challenging to target. The redundancy of
functionality that comes with a greater
number of satellites ensures that if one
satellite is destroyed, the others can
continue to function, enhancing the con-
stellation’s robustness. Robustness in the
structural deterrence model is a defensive
tactic a defender can employ to protect
from an adversary attack by demonstrat-
ing the ability to withstand kinetic strikes
and continue operations.

In the context of a robust satellite
constellation, increasing the number of
satellite targets could alter the attacker’s
perception regarding the probability of
success in dismantling the constellation
and achieving his battlefield objectives.
Starlink’s extensive satellite network pro-
vides a prime example of how a numerical
advantage benefits the defender and de-
ters the attacker. Starlink uses 28 orbital
planes among the 2,000 satellites orbiting
the Earth as of February 2021.%°

Interconnecting thousands of sat-
cllites around the Earth increases the
resiliency of the satellite constellation,
enabling it to withstand multiple di-
rect-ascent attacks without completely
disabling the network. Moreover, the
extensive constellation model used by
Starlink has demonstrated its potential
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Figure 2. Structural Model of Deterrent Theory
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as an effective denial strategy in times
of military conflict. In response to the
Russian invasion of Ukraine on February
24,2022, Starlink began providing
free Internet service to support the
Ukrainian civilian population. This ser-
vice has indirectly supported Ukrainian
military operations by enabling secure
communications and weapons system
employment against Russian forces.
In October 2022, Russia’s Foreign
Ministry stated at a United Nations
forum that Starlink’s actions “constitute
indirect participation in military con-
flicts” and made veiled threats against
the constellation, implying that “qua-
si-civilian infrastructure” could become
legitimate targets for retaliation.?!
Despite demonstrating its Nudol
capability to destroy a low Earth orbit
satellite in November 2021, Russia has not
employed this capability against Starlink.
As Space Development Agency director

Derek Tournear stated, “The fact that
Russia hasn’t taken down any Starlink sat-
ellites speaks to the power of a proliferated
constellation to deter attacks.”? The impli-
cation that Russia may have been deterred
from employing a direct-ascent weapon
following a veiled threat of a retaliatory
strike indicates that a satellite constellation
can function as a denial strategy.

In addition to Starlink, other com-
mercial companies, such as OneWeb,
have demonstrated the feasibility of con-
structing and deploying a constellation
of smaller, capability-driven satellites at
a relatively low cost compared to the
U.S. acquisition model of producing a
satellite in the hundreds of millions of
dollars. For instance, Starlink’s manufac-
turing costs per satellite are estimated to
range between $250,000 to $500,000,
based on a 2020 projection.?®* OneWeb,
on the other hand, can manufacture a
satellite for about $1 million.?*

Protect From

Defend

Deter
Development
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Control Opinion
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Recruits

Intelligence

Media
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World Opinion

The lower costs for satellite pro-
duction and launches have created a
condition in which a direct-ascent missile
could exceed the cost of one targeted
satellite. In November 2018, the U.S.
State Department approved the SM-3
foreign military sale to Japan to secure
the Japanese homeland and American
personnel stationed in the region. The sale
was valued at $561 million, with Japan
estimated to spend over $26 million per
missile.?® In this regard, a robust satellite
constellation, such as Starlink or OneWeb,
renders a direct-ascent attack cost prohib-
itive to an adversary. A defender can now
impose a high financial cost on an attacker
trying to dismantle a large constellation
of smaller, capability-driven satellites. This
paradigm shift in the cost-benefit equation
could serve as a deterrence to potential
adversaries undertaking the costly option
of launching direct-ascent attacks against a
robust satellite constellation.
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Telescope image shows satellite Kosmos 1408 debris (circled) shortly after destruction by Russia’s A-235 “Nudol” antisatellite weapon,
November 15, 2021 (Courtesy Numerica Corporation)

In summary, robust constellations
are an effective denial strategy based
on their ability to withstand an attack.
Russia’s decision to refrain from using
a direct-ascent weapon after making a
veiled retaliatory threat lends support to
this notion. Moreover, conducting such
an attack requires hundreds of costly
missiles to destroy satellites that would
be relatively inexpensive to replace.
Robust constellations demonstrate that
they can elevate an attacker’s perceived
likelihood of failure, raising the possibil-
ity of deterrence holding.

Optimal Satellite Placement. If a
constellation is not feasible, the opponent
can change the adversary’s cost-benefit
calculation by adjusting its satellite orbital
placement to decrease the adversary’s
probability of success. To increase the risk
of space debris fratricide, the opponent
should ideally place its satellite near,
above, or below the adversary’s valuable
satellite. By being closer to the attacker’s
satellite, the opponent gains an advantage
in deterring a direct-ascent attack.

Understanding space debris cloud
orbital mechanics is an important mili-
tary advantage an opponent can exploit
regarding optimal satellite placement.
First, the space debris created after a
kinetic attack will affect more than the

defender’s satellite; the attacker must
consider the debris collision risks to
other sovereign nations’ satellites and
the effect on their space operations. The
2021 Russian Nudol direct-ascent test
is a stark reminder of the threat that
space debris can pose to satellites, as
evidenced by the more than 50 satellites
from other nations that faced daily col-
lision risks. This necessitated frequent
orbital adjustments to counteract the
expansion of the debris cloud within
their respective orbital planes.?

Second, the adversary must consider
the significant military disadvantage of
altering its satellite’s orbital parameters
before launching a direct-ascent attack.
Such modifications can impede the sat-
ellite’s ability to accomplish its intended
functions. A change in altitude can
lead to a reduction in communications
coverage and imaging resolution, while
adjustments in inclination can hinder
communications with ground stations.
Additionally, altering the orbital period
can jeopardize the satellite’s capability to
maintain a stable position over a specific
location on Earth. These changes require
fuel, which shortens the satellite’s lifespan
and results in unintended consequences.

Finally, an attacker that alters its sat-
cllite’s orbital parameters provides vital

indications and warnings, significantly
reducing the element of surprise, par-
ticularly if the opponent has advanced
space domain awareness capabilities. This
enables the opponent to anticipate and
respond proactively rather than react
after the fact. As a result, these factors
increase the perceived military risk for the
attacker, leading to a greater assessment
of the likelihood of failure.

In summary, optimal satellite
placement by a defender can create a
complex dilemma for an attacker in-
tending to target its satellite, allowing
deterrence to hold. Should the de-
fender opt to position its satellite near
a satellite of the attacker, the attacker
must consider debris fratricide in the
aftermath of a kinetic attack. The at-
tacker may have to consider moditying
its satellite’s orbital parameters, which
could impede its intended operations.
Moreover, the movement of the attack-
er’s satellite may provide the defender
with advance warning of an imminent
kinetic strike, especially when correlated
with other sources of intelligence.
When viewed in its entirety, optimal
placement of a defender’s satellite
can significantly reduce an attacker’s
anticipated likelihood of success while
concurrently increasing the likelihood
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India’s Defence Research and Development Organisation successfully launches Ballistic Missile Defence Interceptor missile in antisatellite
missile test "Mission Shakti,” engaging Indian orbiting target satellite in low Earth orbit in “hit to kill” mode from Dr. Abdul Kalam Island, off
coast of Odisha, India, March 27, 2019 (Indian Ministry of Defence)

of failure, contributing to thwarting an
attacker’s battlefield objective.

Hosted Payloads with Allies,
Partners, and Commevcial Entities.
An additional denial strategy to robust
constellations and optimal satellite place-
ment is integrating government-owned
sensors on allied, strategic partner,
and commercial entity satellites, uti-
lizing a hosted payload concept. The
Department of Defense defines a hosted
payload as “an instrument or package of
equipment—a sensor or communications

package, for example—integrated onto
a host satellite, which operates on orbit
making use of the host satellite’s available
resources, including size, weight, power,
or communication.”” A hosted payload
approach allows the U.S. military to
avoid the vulnerability associated with
government-owned spacecraft, which
are prime targets due to their specific
capability requirements, size, and gov-
ernment ownership.

A hosted payload distributes space-
based capabilities across U.S. ally, partner,

and commercial entity satellites, construct-
ing a robust and resilient international
space architecture. This increases the
number of potential and diverse targets,
complicating the attacker’s ability to
achieve its objectives against the United
States. As former Air Force Secretary
Heather Wilson stated at the 2018
National Space Symposium, “When you
can complicate the decisionmaking of an
adversary, particularly in a crisis, you have a
greater deterrent effect because they have
to think about consequences in different
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ways.”?® Spreading capabilities across
multiple satellites or a constellation within
an international space architecture compli-
cates the attacker’s decisionmaking cycle,
decreasing its perception of success while
simultaneously enhancing the resilience
of U.S. military assets in space and better

enabling them to withstand enemy attacks.

A recent Government Accountability
Office report concluded that hosting U.S.
sensors and communications packages on
commercial satellites can achieve on-orbit
capability faster and more affordably and
could facilitate the proliferation of pay-
loads in orbit, making it more difficult for
an adversary to defeat a space capability.?’
While this government study focused on
the commercial aspect, similar conclusions
apply to the hosted payload concept with
allies and partners as acknowledged by
the U.S. Space Force (USSF) Enhance
Polar Systems—Recapitalization (EPS-R)
program. The U.S. Government agreed
to host the EPS-R payload concept for
the Norwegian Arctic Satellite Broadband
Mission, saving the USSF more than
$900 million and delivering a satellite
communications capability to the polar
region 3 years faster than a traditional
satellite acquisition program.3® EPS-R
provides an international framework for
countries to collaborate on space-based
capabilities and share the costs and risks
associated with space operations, partic-
ularly military space threats coming from
China and Russia.

Additionally, when targeting a hosted
payload satellite, an adversary must con-
sider the subsequent world opinion and
the harm it would inflict on its prestige
and legitimacy. According to political
scientist Frank Rusciano, world opinion is
the “moral judgments of observers which
actors must heed in the international
arena or risk isolation as a nation.”?!
World opinion is a denial strategy that
aims to prevent undesirable behavior by
depriving the attacker of the benefits or
legitimacy it seeks. Suppose an attacker
perceives that the international commu-
nity will strongly condemn its military
action. In that case, the negative conse-
quences of such an attack could outweigh
any potential benefit for an attacker,
making it a less attractive option.

The notion of a hosted payload intro-
duces new complexity to an adversary’s
assessment of its likelihood of success, as
it generates supplementary ramifications
within the international community.
Hosted payloads substantially increase the
unattractiveness of physically destroying a
satellite, while strengthening the political
and economic bonds within the space
domain. Allies or partners incorporating
technologies among each other’s space-
craft change the attacker’s calculus to
consider its capabilities and those of the
allied partnership, recognizing that the
targeted defender may not be decisively
defeated. It also signals that coalition
nations are committed to protecting
shared assets and that the attacker will
likely pay a steep price from multiple
state actors. Coordinated responses could
include strong diplomatic démarches,
economic sanctions, and military retri-
bution through multidomain operations.
The strategic implication creates a greater
likelihood of a coordinated international
community response. With greater
cooperation among nations with shared
space capabilities, trust can lead to more
effective collective action.

In summary, a hosted payload strat-
egy can establish a robust international
architecture that enables faster and more
cost-effective on-orbit capabilities than
conventional space-based acquisition pro-
cesses. Consequently, this enhances the
resilience of space capabilities, rendering
it more challenging for an adversary to
neutralize. Furthermore, since hosted
payload satellites strengthen political and
economic bonds with allies and strategic
partners, an adversary must also consider
world opinion before committing kinetic
attacks. Therefore, the attacker’s strate-
gic calculations may lead it to conclude
that a defender using a hosted payload
framework cannot easily be defeated, thus
heightening the perceived likelihood of
failure and bolstering deterrence.

Conclusion

Space-based capabilities are pivotal to
maintaining U.S. military dominance
across all warfighting domains. Satel-
lites are fragile and have predictable
trajectories, which make them difficult

to defend from antisatellite attacks.?? In
the event of an armed conflict, China or
Russia will exploit this predictability to
diminish the military and informational
advantages the United States possesses.
This is evidenced by their demonstrated
direct-ascent antisatellite tests, which
suggest their intent to challenge the
space domain. Furthermore, there is
not an internationally recognized “anti-
satellite taboo” to restrain a sovereign
state from using a direct-ascent weapon
in the way Richard Price and Nina Tan-
newald describe the “nuclear taboo” for
nuclear deterrence.®

To neutralize an adversary’s offensive
advantage in space, the United States
must develop a denial strategy that invests
in robust constellations, optimal satellite
placement, and implementation of a
hosted payload concept. This layered
approach absorbs the first movement of
an attack, thereby nullifying the attacker’s
battlefield objective.

When operationalized with the struc-
tural deterrence model, Mearsheimer’s
deterrence theorem explains how robust
constellations, optimal satellite place-
ment, and the hosted payload concept
can offset the attacker’s perceived advan-
tage in space. First, a robust constellation
ensures the defender has redundant
capabilities that can continue functioning
even if some satellites are destroyed.

This reduces the impact of an attacker’s
offensive moves, making it more difficult
for it to achieve its military objectives.
Second, optimal satellite placement by

a defender can complicate an attacker’s
decisionmaking cycle to target its satel-
lite, reducing its perceived probability of
success. And finally, by hosting military
payloads on allied, partner, and commer-
cial entity satellites, the United States
can increase the number of satellites in
orbit, complicating the attacker’s target-
ing calculus and increasing its perceived
probability of failure.

Because satellite orbits in space are
predictable, the attacker has an advantage
over the defender. A denial strategy em-
powers defenders to alter the attacker’s
calculus, decreasing the first movement
attack advantage in space and increasing
the probability of deterrence holding. JFQ
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An Interview with

Michael E.

Joint Force Quarterly: With the national
focus on pacing and acute challenges in
other theaters, how is the African continent
strategic terrain for todwy’s joint force?

General Langley: 1t is an honor to
convey the USAFRICOM message in

General Michael E. Langley, USMC, is
Commander of U.S. Africa Command.

Langley

this publication; Joint Force Quarterly
is an important forum for strategic
discussion.

Africa is both key strategic and
geopolitical terrain due to its physical
geography, wealth of resources, and fast-
growing populations. These attributes
make Africa an increasingly contested
environment as strategic competitors,
violent extremist organizations [ VEOs],
and transnational criminal organizations

collectively seek to exploit African nations
for their gain. At the same time, African
nations are facing new challenges that
threaten to destabilize already fragile
democracies. Climate change is increas-
ing desertification, causing crop failures,
and increasing tensions between historic
herding and farming communities. VEOs
are expanding and taking advantage

of ungoverned spaces while strategic
competitors exploit natural resources.
The lack of good governance and the
humanitarian crisis created by interstate
contflicts results in migration that trans-
national criminal organizations exploit
for human trafficking and other sources
of profit. The lack of stability in Africa
puts pressure on our allies and partners,
causing them to focus time and resources
on NATO [North Atlantic Treaty
Organization |’s southern flank at a time
when those resources are needed to sup-
port challenges in other theaters.

JFQ: Based on this assessment of the stra-
tegic importance of Africa, how does o
commander in a posture-limited theater
balance the need for resources to meet the
Command’s priovities within the globally
integrated construct?

General Langley: DOD [ Department
of Defense] has a prioritization process
for resource allocation that is aligned
to match NDS [National Defense
Strategy| priorities. With that said, the
pool of DOD resources is increasingly
limited because of the Service modern-
ization and future readiness required
to meet pacing and acute threats. From
my perspective, the threats posed by
strategic competition, transnational
crime, and VEOs in Africa are growing
in lethality and expanding across the
continent, requiring both an expanded
posture and increased resourcing to
limit and prevent further spread.
USAFRICOM’s campaign plan
relies on a whole-of-government, “3D”
approach—diplomacy, development,
defense—to partner engagement. We use
an African-led, U.S.-enabled framework
to conduct operations focused on shared
security challenges. Helping countries
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Nigerian navy and police force personnel conduct visit, board, search, and seizure training during exercise Obangame Express 2023, in Lagos,
Nigeria, January 25, 2023 (U.S. Navy/Andrea Rumple)

solve their security challenges, working
through established regional frameworks,
promotes stability.

Our limited posture means that we
rely on allies and partners as regional
security exporters. USAFRICOM does
not give our African partners us-or-them
ultimatums; Africa needs partners of
all kinds, especially for investment and
infrastructure.

In West Africa, we are working an
initiative called the Combined Joint
Interagency Coordination Group—West
Africa that seeks both to utilize countries’
existing intelligence structures and to
build sharing pathways to enable regional
security. Coupled with some key security
cooperation funding, we think building
these types of partner-led, regional ap-
proaches to security will make headway

on preventing the spread of VEOs into
the littorals and combating illegal, un-
reported, and unregulated fishing in the
Gulf of Guinea.

I think that senior leadership in the
State Department, DOD, and Congress
recognizes the strategic importance of
Africa and that they will take that into
account when they make tough resourc-
ing decisions.

JFOQ: At a year in command, what have
you learned and how have your views and
approaches to Africa changed, and how
have they remained the same?

General Langley: I've referred to my
first year in command as my “campaign
of learning,” and after many trips to

the continent and engagements with
African leaders, I think the most impor-
tant thing I have learned is the impor-
tance of being a good partner. African
countries want to be our partner; they
want America present in their coun-
tries standing by their side helping
them work through their problems.
They want African solutions to African
problems, enabled by U.S. training and
resources for the areas where we share
congruency with them.

The more I learn about the diversity
and complexity of Africa, the more I
appreciate the wealth ofissues these
countries must deal with. We need to
help African countries move toward good
governance, which is #he key to stability.
That’s what America needs in Africa to
deter our strategic competitors. Good
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governance doesn’t come from military

security cooperation, although the more
we can decrease the VEO threat the
better it enables countries to focus on
governing their people. The interagency
community must work together to
achieve unified action in Africa, and how
to do that is the thing I continue to focus
on learning and teaching to my staft at
USAFRICOM.

I’ve learned that no crises are ever the
same in Africa. We need to be resourced
to respond to a variety of issues from
support for pandemics and disease out-
breaks to challenges to democracy and
humanitarian relief.

JFQ: On the topic of defense diplomacy,
how is USAFRICOM reinforcing
Department of State country plans for di-
plomacy and development? Does that effort

include the U.S. Agency for International
Development (USAID)?

General Langley: Through our 3D
[diplomacy, development, defense]
approach, USAFRICOM is lashed tight
with the interagency community. In
Africa, USAFRICOM honestly plays a
supporting role to interagency efforts.
The chiefs of mission in our Embassies
across the continent are the ones calling
the shots and setting the pace on secu-
rity support. The nature of that support
is diverse because it must be tailored to
over 50 nations with unique needs and
political environments.

Every time I travel to a country in
Africa, my first stop is to meet with the
Country Team at the Embassy. I engage
constantly with our Ambassadors and
senior officials in the State Department so
that we can speak with one voice. We also

welcomed Ambassador Robert Scott to
the team this summer as my new deputy
for civil and military affairs. He brings a
wealth of experience to the staff, and 1
rely on his knowledge and connections
with the State Department as we work
through the complexities of understand-
ing the variety of African engagements.

I appreciate that you mentioned
USAID because otherwise I would have.
They are a key interagency partner. The
security challenges facing Africa run
deep, and military solutions don’t get
at the root of issues such as governance,
infrastructure, jobs, education, and
food and water security. For example,
USAFRICOM regularly supports Somali
soldiers in the field against al-Shabaab,
but it’s USAID that comes in and really
makes sustainable, practical improve-
ments to people’s lives. It is only by
combining USAID’s development effort
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with the State Department’s diplomacy
along with USAFRICOM’s defense
enablers that will give viable support to
Somalia and all our African partners.

JFQ: In recent years, several African
countries have experienced military
coups or democratic backsliding. How
does USAFRICOM reinforce the ideals
of democracy, civilian governance, and
human rights?

General Langley: This is a timely ques-
tion, given the events unfolding in
Niger and Gabon. I am honest with our
African partners; democracy takes time
and it’s hard. However, democracy is the
only system that codifies the rights and
freedoms of the people, by the people,
and for the people. When African mili-
tary officers attend our schools, they

see firsthand what right looks like for
civilian control of the military. These
officers need to exercise tactical and stra-
tegic patience and allow the rest of their
whole of government to come online
and to reach the full advantages and
endstates of democracy. I use this as part
of my narrative in all engagements and
reinforce that coups will never achieve
the freedom and prosperity that these
countries so desperately desire.

JFQ: What is your vision for
USAFRICOM interaction with
newghboring geographic combatant com-

mands, including U.S. Space Command
[USSPACECOM]?

General Langley: We have strong rela-
tionships with all the functional com-
batant commands regardless of whether
they are our geographic neighbors or
not. Globally integrated operations are a
team event, and we must work together
to achieve common goals.

Since Africa straddles the geographic
seams of four other commands, it’s
important that we understand how
Africa fits into their operations. There
are politically powerful issues, such
as migration and transnational crime,
that occur in Africa but affect Europe.

Strategic competitor activities like il-
legal, unreported, and unregulated
fishing and exploitation of natural
resources have implications in the
Pacific. We share posture locations and
resources with our fellow commands
and over time have developed agree-
ments that support equitable sharing
and teaming, especially to get after seam
issues. For example, we have shared
intelligence, surveillance, and reconnais-
sance with USEUCOM [U.S. European
Command] throughout the Ukraine
crisis as the I&W [indications and warn-
ing] they provide on Russian activities
informs our campaign in Africa.

The embedded LNOs [liaison
officers] from USSOCOM [U.S.

Special Operations Command |,
USTRANSCOM [U.S. Transportation
Command], and NSA/USCYBERCOM
[National Security Administration/U.S.
Cyber Command] are critical to cam-
paigning in Africa because we rely so
much on these commands for support.
These commands also enable our ac-
tivities and provide us with the ability

to respond to crises. We could not have
evacuated the U.S. Embassy in Sudan
carlier this year as rapidly and safely as
we did without the capabilities that these
commands brought to bear.

I’'m glad you mentioned
USSPACECOM. With the DOD pivot
to space-based capabilities as the next
modernization milestone, we’re working
with them to integrate space in support
of strategic goals. USSPACECOM’s em-
bedded Joint Integrated Space Team and
the soon-to-be established Space Force
component are a critical resource for
security cooperation and crisis response.
One of the most important lessons we
learned during the evacuation of the U.S.
Embassy in Sudan was how much space-
based solutions can enhance our C2
[command and control].

JFQ: Are our security cooperation efforts
in Africa, such as the State Partnership
Program that leverages the U.S. National
Guard—particularly in the Sabel re-
gion—winning friends and belping build
effective states?

General Langley: The State Partner-
ship Program [SPP] is one of the most
successful and popular programs in
Africa, with 16 nations participating.
African nations build enduring and
deep relationships with their National
Guard partners, who bring unique
perspectives and capabilities to various
security cooperation efforts and shared
security challenges. This year marks the
20™ anniversary of the SPP relationship
between Morocco and Utah as well as
South Africa and New York, the oldest
SPP partnerships in the command. The
effect of the program is clear at all our
exercises, military-to-military engage-
ments, and conferences.

JFQ: How does USAFRICOM currently
assess the threat of tevrovism in Africa as
national security visk?

General Langley: Africa-based terrorism
is growing; the continent is increasingly
seen as the center of gravity for global
terrorism. We are seeing the so-called
Islamic State and al-Qaeda affiliates
increase attacks, expand their operating
areas, and be featured in global propa-
ganda. These groups threaten U.S. per-
sonnel and interests across Africa, hinder
our diplomatic missions, and undermine
partner-led, U.S.-enabled operations.

Somalia-based al-Shabaab is al-Qae-
da’s largest and wealthiest global affiliate.
We’ve seen high-profile al-Shabaab attacks
in the past, including against the Dusit
D2 Hotel in Nairobi in 2019 and against
U.S. and Kenyan forces at Manda Bay
Airfield in 2020. Al-Shabaab maintains
the intent and capability to conduct high-
profile operations outside of Somalia and
wants to replicate their past successes if we
give them the opening to do so.

While the so-called Islamic State poses
less of a direct threat to the homeland,
they are concerning because of their rapid
expansion across the continent due to
their ability to co-opt and leverage exist-
ing groups. I’m specifically concerned
about their expansion in West Africa, as
they are poised to take advantage of the
ungoverned space created by the current
crisis in Niger.
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U.S. Army Soldiers assigned to Task Force—Tomahawk conduct airfield clearance during base defense exercise at Cooperative Security Location
Manda Bay, Kenya, August 4, 2023 (U.S. Air Force/Dhruv Gopinath)

JFQ: How is Great Power competition
playing out on the African continent
with specific concerns, such as confronting
Russia’s Wagner Group or expanding
China’s economic influence?

General Langley: We see strategic
competitors take advantage of poorly
governed spaces and the conflict created
by VEOs to expand their access and
influence. Strategic competitors actively
exploit African countries’ resources and
populations, and I stress during engage-
ments with African leaders that their
proposals are never a “good deal” due
to the strings attached.

The PRC [People’s Republic of
China] already has one naval base on the
continent, and we think they are look-
ing to expand basing into other parts of
Africa. The PRC are predatory lenders,
and we have seen them set investment
traps through things like Safe City Smart
City, the Belt and Road Initiative, or
foreign military sales. Their illegal, unreg-
ulated, and unreported fishing in the Gulf
of Guinea and other locations has a huge
economic impact on African populations,

especially those that rely on fish as their
primary source of nutrition.

Russia and the Wagner PMC [ private
military company| have been increas-
ing ties with African nations in recent
years, and we have seen several African
nations, most recently Mali, turn away
from the West and to Wagner to solve
their security cooperation needs. We’re
still assessing what the death of [ Yevgeny|
Prigozhin means for future Wagner activ-
ities on the continent, but I’m convinced
that the Russians have invested in Africa
and that they mean to remain there and

expand their foothold.

JFQ: What is your assessment of the evoly-
ing global integration process, and, if you
see the need for enbancements, what would
you supygest doing?

General Langley: The joint force is
continuously improving and streamlin-
ing global integration, but unity of
actions is a difficult problem to solve
because of the inherent limitations

of our current joint force structure.

Our competitors are global actors that
require a globally integrated response.
Unified Campaign Plan boundaries
and lack of Joint Staff authority to fully
integrate the joint force against global
problem sets result in largely regional
solutions that don’t achieve the type
of unity of action required for strategic
competition.

Each Joint Staff directorate, OSD
[ Office of the Secretary of Defense],
CSFG/RSI [ China Strategic Focus
Group/Russia Strategic Initiative |, and
CCMD CA [combatant command coor-
dinating authority| leads some aspect of
global integration. The coordination be-
tween the integrators is a point that could
be improved. At various points in the
past, combatant commands participated
in multiple overlapping and seemingly
uncoordinated integration efforts across
the various product lines.

Most of the redundancy has worked
its way out of the system, but global
integration could benefit from a single
overarching OSD or Joint Staff-led
global integration process that includes
plans, operations, and assessments. JFQ
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Benin navy Maitre Major Hermann Hungije addresses Benin navy and police force personnel and U.S. Coast Guard personnel from Law
Enforcement Detachment 403 as they conduct close-quarters combat training during Obangame Express 2023, in Lagos, Nigeria, January 25,
2023 (U.S. Navy/Cameron C. Edy)

Guardian of the Seams
U.S. Africa Command at the Intersection
of Diplomacy, Development, and Defense

By Melissa A. Stafford, Benjamin A. Okonofua, William J. Campbell, and Garth H. Anderson

y its constitution, programs, and

ethos, U.S. Africa Command

(USAFRICOM) is committed to
the idea that knowledge should unify
rather than fragment actions, concepts,
and relationships. The commander

of USAFRICOM, General Michael
E. Langley, USMC, charged us in
this article and the two that follow to
explore the concept of seams and chal-
lenged us to identify and address the
disparities that potentially undermine

Melissa A. Stafford is the Deputy Division Chief of the Assessment and Integration Division at
U.S. Africa Command (USAFRICOM). Benjamin A. Okonofua is the Assessment, Monitoring, and
Evaluation Project Manager in the Assessment and Integration Division, J4, at USAFRICOM.

William J. Campbell is the Senior Operational Contract Support Planner for USAFRICOM. Garth H.

Anderson is Chief of Environmental Security at USAFRICOM.

the effectiveness of U.S. engagements
with African partner forces—whether
these differences are interagency rela-
tionships, resources, rules and authori-
ties, priorities, objectives, data, or
something yet unidentified.

The central dynamic of the seams
concept is the fragmentation of knowl-
edge among the collection of ongoing
efforts that hampers the capacity of
USAFRICOM to respond to current
and future challenges. Although this
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collection of articles discusses the active
engagement of stakeholders who contrib-
ute in many ways to increase the effects of
the command’s engagements on the con-
tinent despite the scams, USAFRICOM
looks toward a new agenda to promote
consensus, collaboration, and unity of
effort in reducing seams. We cannot over-
emphasize the need for a deliberate and
coordinated effort to bridge the existing
divides that could undermine the com-
mand’s mission.

For the joint force, a seam is an op-
crational or capability junction requiring
synchronization or planned mitigation.
Seams are generally inevitable in any
institution large enough to require an
administrative hierarchy, and their effects
can have tragic consequences. In the
carly 1980s, for instance, poorly man-
aged seams among the military Services
led to a series of failures, highlighted
primarily by the failure of Operation
Eagle Claw in 1980, linked to the lack of
interoperability of equipment, commu-
nications, doctrine, planning, and unity
of command. The limited distribution
of intelligence and differential measure-
ment methods among engineering teams
led not only to the failure of NASA’s
Mars Climate Orbiter but also to the
September 11 terrorist attacks.

The net outcome of this conflu-
ence of seams is that crises increase and
intensify, creating a complex operational
environment that can further limit the
joint force’s ability to navigate the seams
among military Services, other U.S.
agencies, allies, partner nations, and
multilateral organizations. Because of
this fragmentation, USAFRICOM may
be engaged in activities to build African
partners’ defense capabilities but, unfor-
tunately, to the detriment of genuinely
deepening or maturing the relationships.

Today, as the joint force implements
its defense strategy in support of the
National Security Strategy, seams have the
potential to reproduce in each generation
of the workforce, the institutions, and
knowledge creation methods, becoming
intransigent and degrading the eftective-
ness of the 3D approach of diplomacy,
development, and defense. Most would
readily identify seams and criticize their

facilitation and persistence, but who is
completely immune from them? Who has
not, in some sense, been on a different
track when consensus or collaboration
was needed? The counterweight to seams
is creating open discussions.

The United States invests billions of
dollars each year to close seams inter-
nationally through the United Nations
(UN), World Bank, International
Monetary Fund, G7 Summit, and
Embassies, to name just a few. The
U.S. contribution to the UN alone ex-
ceeded $12.5 billion in 2021.! Defense
coordination between and among al-
lies requires similar investment, with
the American investment in the North
Atlantic Treaty Organization nearly
$600 million in 2023.2

This begs the questions: If scams are
inevitable in a complex environment, why
bother investing in closing them? Could
efforts to close one seam create another?
With the challenges the joint force faces,
is it counterproductive to attempt the
Sisyphean task of closing seams among
diplomacy, development, and defense?

Failure to address secams will incur
even higher costs for the joint force,
including limiting U.S. regional ac-
cess and the ability to collaborate with
partner forces, anticipate changes in the
operating environment, and effectively
counter adversaries exploiting partner
vulnerabilities to assert or expand their
influence. It may also degrade American
influence with regional partners by mak-
ing U.S. doctrine development, training,
detection, standoff, and precision fire-
power—from which African partners
have historically desired and benefited—
redundant. It could also increase areas of
the environment that lie outside the vis-
ibility or reach of the joint force but are
dominated by U.S. rivals, which limits
the joint force’s awareness and readiness
to operate, exercise, and train.

Fortunately, through implementing
a modest and sustainable approach, the
joint force can reduce seams for global
campaigning and global problem sets.
USAFRICOM is pioneering a model
that leverages a time-tested, reduced-risk
model from Wall Street: the retirement
savings model. This model focuses on

modest and consistent investments ap-
plied over time that take advantage of
compounding interest and, most impor-
tant, learn and adjust based on interim
results. Rather than saving up and hoping
for a single “big win,” the USAFRICOM
looks to modest, sustained investments
over time and across a diversified port-
folio of 3D engagement and effort.
Watching the operating environment and
understanding trends still play a role, but
the focus on long-term objectives and
consistency in actions over time allows the
investor to achieve outsized, risk-managed
results for future security.

The USAFRICOM articles in this
issue buttress this model and show the
key to implementing this approach within
the 3Ds and partner nations: U.S. Africa
Command must maintain consistent
and modest investments, understand
the objectives of all stakeholders, learn
from trending outcomes, and adjust
moderately. By first addressing the seams,
the articles show the incremental steps
toward achieving positive outcomes.

This article addresses the concern
that despite heavy investments in
partner-force capacity-building, the
U.S. ability to measure impact is limited
mainly by the noncomplementary assess-
ment, monitoring, and evaluation efforts
by partners. The diagnosis is a problem
of seams: there is a great divide between
the U.S. interagency community and the
United States and African partners in the
ability to assess gaps and solutions, moni-
tor progress toward the achievement of
outcomes and objectives, and evaluate
impacts. One implication is the risk of
(mis)identifying problems and their solu-
tions, leading to flawed capacity-building
and institutions. Even more, many
stakeholders, often for opportunistic
reasons, do not understand whether or
how the capabilities they built worked
or monitor how they unfolded. If'it is
not good when USAFRICOM security
cooperation planners and programmers
misdiagnose problems and misapply
solutions, it is even worse when African
partners do not know the solutions were
misdiagnosed and misapplied or how to
manage the investments to achieve the
desired outcomes.
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The second article discusses the
threats to national and international
security brought by climate change and
how the joint force must face and address
these threats. Climate change affects
countries differently, but quite often
in Africa the results are similar: flood-
ing, drought, and food insecurity drive
migration and create vulnerabilities in a
population for violent extremist organiza-
tions (VEOs) to exploit, in turn creating
more instability. The joint force must
build stafts that understand the challenges
and effects and processes that integrate
climate intelligence into planning so that
we can help partners address these chal-
lenges in the most effective ways.

The third article explores the secams
within contracting space. The United
States has historically relied on com-
mercial support to meet its national
security and national defense objectives.
However, divergent perspectives about
how to pursue engagements and the at-
tendant risks to national security, when
the United States has relied on partner
nation contractors, have challenged how
these solutions are applied and their
impact. Like the other two articles, the
diagnosis is also a problem of seams: the
United States and its partner nations are
often on each end of the spectrum on
contracting requirements, objectives, out-
comes, and effects. At times, this creates
clevated levels of apprehension, suspicion,
and antagonism, even challenging the
boundaries of the relationship.

The articles are, in large measure, a
faithful reflection of how the authors view
the 3D enterprise and U.S.-partner na-
tion interaction over time and important
contributions that bring out the factors
that minimize the seams that encumber
U.S. missions and objectives.

Measuring Investments in
Africa: A New Approach

Each year the Department of Defense
(DOD) invests nearly a billion dollars
in security cooperation (SC) programs
to develop partnerships that encour-
age and enable other nations to act in
support of U.S. priorities and strategic
objectives. As established foreign policy
instruments for building defense part-

nerships and limiting opportunities for
adversarial action in the operational
environment, SC programs and activi-
ties vary from highly visible and often
expensive training, equipping, and exer-
cising, to low-key, relatively inexpensive
but highly valuable bilateral talks, key
leader engagements, and activities to
achieve interoperability with partners,
among others.?

Security cooperation requirements
increase every year and combatant com-
mands rely on effective activities to fulfill
and maintain their security missions.
During U.S. Africa Command’s lat-
est Requirements Synchronization and
Humanitarian Assistance Working Group,
the command validated $550 million in
programming for fiscal year 2025, com-
pared to $455 million in fiscal year 2024.
Although not all these programs will be
funded, the increase of $95 million in
validated requirements indicates increas-
ing awareness of partner-nation capacity
shortfalls and the importance of U.S.
investments to strengthen U.S.-Africa
defense partnerships to mitigate these
gaps.* Despite these massive investments,
there is limited insight into how effective
the United States is in building partner
capacity and whether these efforts are
contributing to U.S. strategic objectives.
For programs costing hundreds of millions
of dollars per year, DOD must seek op-
portunities to better understand program
effectiveness to improve future iterations
of security cooperation planning.

The 2017 National Defense
Authorization Act (NDAA) prescribed
a program of assessment, monitoring,
and evaluation to better understand
the impact of U.S. security cooperation
investments.® While this change holds
enormous promise, the nonimplementa-
tion of comparable programs by African
partners limits the likely success of this
endeavor. The noncomplementarity of ef-
forts is driven largely by the asymmetry in
processes, priorities, and objectives, and
drives a wedge between the United States
and even willing and motivated partners.

The SC-AM&E Nexus

Security cooperation programs are a
proven foreign policy instrument of

the United States for building defense
partnerships and limiting opportunities
for adversarial action in the operating
environment. However, resources—
financial, time, and capacity—will
always be limited, making it difficult to
gain a more complete understanding
of the real value of U.S. investments.®
DOD must prioritize programs that
will provide the greatest cost-benefit
toward U.S. strategic objectives, but
understanding the benefits of SC
efforts at the operational and strategic
levels is not a simple calculation. When
the objective is access to key terrain

in a time of conflict, for example,

it cannot be left to chance whether
U.S. partners will say “yes” when it

is needed most. DOD must therefore
establish a deliberate measurement for
these objectives that can be quantified
outside of real-world crises to guide
prioritization and planning.

To do this, the Secretary of Defense
has integrated assessment, monitoring,
and evaluation (AM&E) teams into com-
batant command security cooperation
programming through Section 383 of the
2017 NDAA. The section states that the
program shall:

= provide initial assessments of partner
capability requirements

= monitor implementation to measure
progress and outcomes

= cvaluate the efficiency and effective-
ness in achieving desired outcomes

= recognize lessons learned to improve
future security cooperation programs.”

Since 2020, AM&E teams across
combatant and component commands
have supported the prioritization of
SC investments, informing program
design, monitoring progress toward the
achievement of outcomes, and working
to isolate the strategic impact. Within a
relatively short period, teams have accu-
mulated a substantial amount of data and
information to support decisionmaking
throughout the enterprise. Conversations
about effective investments and the as-
sociated theories of change that never
could have taken place in the past are
now driving decisionmakers toward more
effective programs.
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The challenge is that the above
remains limited to one side of the part-
nership. African partner forces rarely
implement AM&E practices to under-
stand the impact of new capabilities on
their objectives, and in many cases lack
the institutional expertise to do so. This
constrains insights into, for example, the
effectiveness of program implementation
rather than the level of adoption by the
partner nation; the absorptive capacity
rather than the integration into partner
capabilities; the delivery of equipment
rather than the intent to sustain it; and so
on. In short, AM&E teams can observe
and report on measures of performance
but are limited when it comes to the
often partner-nation-centric measures of
effectiveness. Observations, interviews,

and surveys provide insight into the part-
ner’s intent and willingness, but DOD
will continue to rely on moments of crisis
to truly test the building of a partnership,
and by then it is too late to be wrong.

The Solution

To close this gap, USAFRICOM and
DOD should integrate and implement
AM&E programs into its institutional
capacity-building offering to partner
nations. Capacity-building focuses on
building partner institutions through
training and advising forces and defense
leaders on developing effective policies,
programs, and infrastructure. Although
often overlooked, when fully adopted
by partner nations, it is these institu-
tions that enable long-term, sustainable

outcomes. AM&E, as a skill set and
process, is a natural fit within the exist-
ing capacity-building approach.

This could also set preconditions for
designing and implementing effective
programs and capturing and sharing
usable data between the United States
and partners to facilitate the accurate
measurement of the engagements. This
would increase the partner’s willingness
and ability to maintain and sustain U.S.
investments, improve the partner’s ability
to interoperate and burdenshare with the
United States, and reduce costs and risks
to U.S. security priorities.

While there may be many approaches
to bringing assessment to the partner,
any solution would likely be some com-
bination of demonstration, training, and

U.S. Marine Corps Sergeant Mercedes Klein trains with Ghanaian army soldier Sergeant Joseph Akataaba on marksmanship fundamentals
during exercise African Lion, near Daboya, Ghana, June 7, 2023 (U.S. Army/Nathan Baker)
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U.S. Air Force B-1B Lancer from 9* Expeditionary Bomb Squadron, Dyess Air Force Base, Texas, flies Bomber Task Force mission alongside two UK
and two U.S. F-35 Lightning Ils from UK Carrier Strike Group’s HMS Queen Elizabeth, over Camp Lemmonier, Djibouti, November 11, 2021 (U.S. Air

Force/Michael Cossaboom)

advising. This begins by first demon-
strating the value and potential effect of
applying these efforts, then evolving to
planning and teaching basic skills such
as identifying and documenting objec-
tives. This is then expanded to build
more complex skills, such as building

a theory of change or a roadmap to

the desired future state, identifying key
indicators, and routinely monitoring
progress. Lastly, the partner is trained
on how to bring that information back
into the planning process to adjust plans
as needed to achieve objectives. As ap-
propriate, partners could also receive

software and training on data storage,
analytics, and communication tools as
their information repository grows.
Undoubtedly, one of the key benefits
of this solution is that U.S. stakeholders
will benefit from implementation, even
at the carliest stages. Understanding a
partner’s objectives and priorities allows
the United States to steer the future of
the partnership more eftectively: Where
is there natural alignment? Where are
likely friction points? Where might the
partner nation more easily align with a
competitor? While USAFRICOM con-
ducts regular engagements—including
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engaging with key leaders from several
partner nations and understanding their
objectives at the highest levels—it is not
uncommon for the presumed objectives
to vary across national leaders and even
more when it comes to midlevel leader-
ship where many security cooperation
initiatives take place. Building a consistent
understanding of objectives and priorities
will enable the United States to build
partner trust, capability, and capacity
more effectively and efficiently.

Conversely, on the partner’s side, as-
sessment processes will likely strengthen
the U.S. relationship by reinforcing

JFQ 111, 4% Quarter 2023




the SC investments through logical
monitoring. U.S. SC efforts are in high
demand because of the quality and com-
prehensiveness of the solutions provided.
However, they do not implement quickly,
with typical lead times of 3 to 5 years. For
partners that have immediate needs and
short memories, this sours the U.S. repu-
tation and, worse, can make an opening
for an adversary to drive a wedge into
the relationship. Building processes that
document objectives, timelines, and ef-
fects counteracts this unease by managing
expectations and reinforcing the positive
effects of previously implemented efforts.
USAFRICOM’s partner nations
have already glimpsed DOD assessment
processes and potential impacts through

the execution of SC programs. A natural
curiosity has arisen among the interviews,
surveys, and evaluations. Some African
partners, including Morocco, Tunisia,
and Kenya, have expressed that they want
this type of institutional capacity-building
to better manage U.S. investments and
generate usable and sharable data.

Supporting their efforts with AM&E
tool kits can mitigate the knowledge di-
vide and increase interoperability between
USAFRICOM and its partners, with the
advantage of being economical while fa-
cilitating genuine collaboration to ensure
the greatest return on investment. When
fully implemented, this effort will bring
the measurement of outputs, outcomes,
and effects across the United States and
partner-nation landscapes under one
banner to be beneficial to individual
nations and to the relationship itself.
Used in this way, the program can serve
USAFRICOM and African partners as a
significant capacity-builder for the future
and a broker of empirical knowledge.

Climate Change Investments
Climate change is a threat multiplier,
presenting risk to both national and
international security. The 2022
National Security Strategy states, “The
climate crisis is the existential challenge
of our time.” The Intergovernmental
Panel on Climate Change states, “Mul-
tiple African countries are projected to
face compounding risks from reduced
production across crops, livestock and
fisheries, increased heat-related mor-
tality . . . and flooding from sea level
rise.”® Climate effects exacerbate exist-
ing threats including political unrest and
VEO activity, and they also contribute
to increased access by our global com-
petitors, all of which jeopardize U.S.
national interests and security.

The joint force faces challenges in ad-
dressing these climate security risks. How
do organizations build climate-literate
staffs and integrate climate intelligence
into planning and processes? Where is
the strategic key terrain where the de-
mands of climate-induced crises create
game-changing conditions? For example,
climate effects in Somalia have negatively
impacted agriculture, which provides

around 70 percent of Somalia’s employ-
ment, allowing al-Shabaab to build its
strength by recruiting among displaced
populations.” How could our competitors
seck advantages?

Over the past decade, for instance,
China has increased access and influence
by leveraging Africa’s growing energy
demands and financing renewable energy
projects. In 2020, Chinese enterprises
completed or planned 4.8 gigawatts of
wind and solar projects on the conti-
nent.'® What resources and solutions
addressing infrastructure adaptation,
security cooperation, and technology
will be committed to addressing climate
security implications, ensuring continued
U.S. strategic access and the ability to
respond to crises? For example, in the
Port of Djibouti, U.S. Navy engineers
are evaluating and upgrading the primary
pier that supports the largest U.S. base
in Africa to ensure its ability to withstand
climate effects such as sea level rise.

To confront these challenges,
USAFRICOM conducted a series of
workshops and tabletop exercises with
interagency and African partners to
frame the strategic landscape and identify
solutions for climate adaptation. The
command is developing a climate com-
mon operating picture that integrates
existing climate forecasting tools and risk
models into existing planning processes.
USAFRICOM is also working to make
U.S. force posture locations more resilient
to climate effects and other disruptions,
with adaptable infrastructure and demand
reduction through improved operational
energy and water technologies and poli-
cies. Most important, the command is
leveraging its robust security cooperation
program to address African climate re-
siliency, disaster response, and water and
natural resource security and management.
Early investments now by the United
States to make partner nations more self-
sufficient reduces both the risk and the
scale of a future U.S. crisis response.

Botswana, an emerging U.S. partner
that relies heavily on imported electricity
(largely from South Africa), is striving to
build a climate-resilient infrastructure.
This lack of energy independence threat-
ens the capacity of the country’s defense
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U.S. Reconnaissance Marines with 3 Force Reconnaissance Company, 4" Marine Division, conduct close quarters tactics with Tunisian
regiment commandos marine as part of African Lion 23, in Bizerte, Tunisia, May 25, 2023 (U.S. Marine Corps/Lara Soto)

forces to execute training activities and
military airfield requirements in support
of regional security missions to counter
the so-called Islamic State-Mozambique
and other threats. USAFRICOM and
the Department of State are helping
the Botswana Defence Force to master
plan and integrate new resilient energy
technologies and facilities. By 2025 they
should be able to sustainably generate,
store, and consume power for 24 /7
training and operations in support of
regional peace operations.
USAFRICOM is also conducting
workshops with the Kenya Defence
Forces (KDF) in 2023-2024 to assess
facility climate risks and develop a plan

to integrate operational energy systems
into shared U.S. and KDF expeditionary
bases. Building logistically sustainable
resilient facilities increases the ability
to operate away from larger bases and
deeper into areas of higher VEO activity.
In Chad, climate change is causing
more frequent and severe periodic floods,
such as the devastating 2022 event that
threatened the ability to launch intel-
ligence, surveillance, and reconnaissance
operations at a U.S.-Chad cooperative
security location. U.S. military engineers
are working with their Chadian coun-
terparts to teach and implement flood
mitigation measures to protect critical
base infrastructure.

In Madagascar, climate change—
induced drought has created food and
resource insecurity that threatens national
and regional stability in the western
Indian Ocean. In 2022, USAFRICOM
and the U.S. Army Corps of Engineers
(USACE) held a workshop with the
Madagascar Ministry of National
Defence, which leads the nation’s disaster
response efforts, to discuss their most
pressing water resource issues. With
other national ministries in attendance,
including water, environmental, and
agricultural, this event generated a true
Malagasy interagency response that
identified internal capability gaps and
whole-of-government response actions.
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USAFRICOM and USACE established a
low-cost multiyear program to integrate
several water resource and climate risk
tools into Madagascar’s overall response
program that will build their interagency
capabilities to respond and adapt to cli-
mate change effects, enhancing national
and regional security.

Contracting Out for a

More Secure Future

The United States has relied on com-
mercial support since the Revolutionary
War and that reliance has only grown
with time. While the United States must
carefully manage its supply-chain risk
regarding weapons systems theft and
adversarial infiltration, relying on com-
mercial support, especially in developing
countries, poses a distinct advantage for
the United States and its allies.

In many cases commercial solutions
are the most viable, or the only solution,
available to fulfill DOD needs. Military
operations are often constrained by the
number of troops that may be deployed
to the host nation. Often there is a local
solution readily available that can more
efficiently respond to rapid or fluctuating
demands. Preexisting relationships with
such countries, and the trust in transpar-
ent business practices, allow for such
immediate applications. Building trust
over years enables short-notice commer-
cial solutions without further political
guarantees. This enables opportunities
for the United States and its allies that
are not available to their competitors.

Every nation ultimately looks after its
own self-interest first while acknowledging
that some have more choices than others.
When presented with rapidly expanding
populations, economic and educational
needs, and limited infrastructure, many
will turn to quick and basically reliable
solutions that have long-term deleterious
effects. The goal should be to provide
equally enticing sustainable opportunities,
while building—not exploiting—the host
nation. Transparent business practices
are not only morally right but also
provide benefits outside of the mutually
agreeable negotiated solution. U.S. com-
mercial engagement is nonpredatory;
it helps build the host-nation economy

while respecting the host-nation’s sov-
ereign rights. Commercial contracts
are based on the Uniform Commercial
Code, not exploitation.

Such economic engagements build
mutual #7ust because they are rooted in
mutual 7espect. Most of the time, engage-
ment with host nations is not based on
military needs but on diplomacy and
development goals: goals that do not
exploit, but engage; do not extract, but
develop. Adversaries exploit instability by
providing weapons to promote further
instability; they extract resources with
their own workforce without providing
a benefit to the country they are exploit-
ing. The United States and its allies are
uniquely positioned to use commercial
contracting not only to serve the direct
purpose of a contract but also to advance
diplomacy and development of partner
nations within a mutually respectful and
beneficial enterprise. Of course, when
the population is actively involved in
U.S. enterprise, this also fosters local sta-
bility, trust in transparency, and respect,
which relate directly back to the National
Security Strategy and National Defense
Strategy objectives. This is a small
but deliberate action that when done
routinely at the global level will impact
strategic objectives.

Modest Investments to Close
Seams for a Secure Future

As the joint force moves to a more
integrated, whole-of-government 3D
approach to an increasingly complex
and interconnected security environ-
ment, closing seams and gaps to achieve
unity of effort at modest cost rises in
importance. Modest, sustained invest-
ments with a long-term investment
strategy provide a fiscal and, by exten-
sion, lethal advantage to the joint force,
compounding in effectiveness over
time. By leveraging existing routine,
institutionalized intergovernmental and
partner efforts, secams can be closed

and differences in organizations can be
leveraged as strengths at modest cost as
explored in the three previous examples,
which leverage investment and engage-
ment from all partners to maximize the
effect for a shared, secure future. JFQ
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Professionalizing the Purple to Gold

Pipeline

By Rose P. Keravuori, Peter G. Bailey, Eric A. Swett, and William P. Duval
The Spartan Warrior, immortalized by the story of the 300 at Thermopylae, dominated the ancient Hellenistic
world. While many know of the legendary Spartan training vegimen, few know they were defeated through
the power of Defense Diplomacy. Spartan dominance ended permanently when Epaminondas, a Theban

geneval, used a “grand strategy of indirvect approach” to establish capable partners, foster alliances, strengthen

non-allied states’ defensive abilities, and decimate the “cconomic roots of | Sparta’s] military supremacy.”

Brigadier General Rose P. Keravuori, USA, is Director of Intelligence, J2, at U.S. Africa
Command (USAFRICOM). Brigadier General Peter G. Bailey, USAF, is Deputy Director, Strategy,
Engagement, and Programs, J5, at USAFRICOM. Lieutenant Colonel Eric A. Swett, USA, is Chief,
USAFRICOM J25 Plans West. Captain William P. Duval, USA, is a Reserve Officer supporting the
Intelligence Directorate at USAFRICOM.

80 Special Feature /Defense Diplomacy JFQ 111, 4 Quarter 2023



Epaminondas’ use of officer exchanges—Philip 11 of Macedon, Alexander the Great’s father, spent

his youth in Thebes during Epaminondas’ time and later used his tactics—high level governmental

engagements, combined training, security building—the fortified city of Messene, for example—

and regional security forums such as the Arcadia Alliance to advance Thebes’ interest in ending

Spartan dominance—match the activities we curvently call Defense Diplomacy.!

Defense Diplomacy in Action
In April 2023, war broke out in Khar-
toum, Sudan. Suddenly, tens of thou-
sands of Sudanese and foreign citizens
became trapped between two generals
vying for control of the country. Build-
ings were destroyed, and the streets
became death zones as fighters shot

at anything moving. Amid this chaos,
foreign governments in Sudan, includ-
ing the United States, scrambled to
remove their citizens from Khartoum
and the rest of the country.

U.S. Africa Command
(USAFRICOM)’s proactive Defense
Diplomacy was put to the test, ultimately
helping to enable a successful operation
for military-assisted departure of desig-
nated U.S. personnel and citizens from
Khartoum. In support of the Department
of State’s efforts, the command’s highest
echelon of leadership began to engage, in-
cluding the commander of USAFRICOM,
General E. Michael Langley, USMC;
the deputy commanding general and
director of Strategy, Engagements, and
Programs (J5), Major General Kenneth
P. Eckman, USAF; as well as the director
of Intelligence (J2), Brigadier General
Jerry Carter, USMC. These three leaders
established communications and personally
engaged with the opposing Sudanese gen-
erals. Their direct efforts helped establish
safe corridors and secure permission for
the use of an airfield outside Khartoum.
They also arranged safe passage corridors
through checkpoints and contested terri-
tory for numerous multinational convoys
from Khartoum to Port Sudan.

Even after most evacuees were safely
out of Sudan, Defense Diplomacy con-
tinued to enable and support crucial
humanitarian and evacuation efforts in
coordination with the Department of
State. Major General Eckman traveled to
Jeddah, Saudi Arabia, to support negotia-
tions with Sudanese delegates from both

sides of the contflict to establish safety
guarantees for humanitarian efforts and
evacuation of noncombatant personnel.

A Core Joint Force Task
Defense Diplomacy has long been a
core mission of the Department of
Defense (DOD) carried out by senior
military officers. Its strategic impor-
tance is repeatedly exhibited through-
out history, from General George Wash-
ington’s deft diplomatic management
of the colonies’ alliance with France to
General Dwight D. Eisenhower’s expert
management of the strong personalities
of British Field Marshal Bernard Law
Montgomery, French General Charles
de Gaulle, and General George S.
Patton to create an effective, combined
force in World War II.

Congress uses a set of criteria for
determining a general or flag officer posi-
tion, including “official relations with
other U.S. and foreign governmental
positions.”? The Joint Force Universal
Joint Task List identifies engagement and
building partnerships with other U.S.
Government departments and agencies,
nongovernmental organizations (NGOs),
state and local governments, foreign part-
ners, and humanitarian organizations as a
core task at all levels of leadership.?

DOD identified the need for en-
hanced Defense Diplomacy professional
development, and in 2010 and 2011,
Congress directed the study of the
“current state of interagency national
security knowledge and skills” among
the workforce in the National Defense
Authorization Act, citing their impor-
tance for effective national security
efforts.* Shortly thereafter, the United
Kingdom (UK) published its 2013
International Defence Engagement
Strategy, citing engagement by UK
defense leaders as critical to achieving for-
eign policy objectives as a central part of

an integrated approach to employ “all the
levers of power across government.”®
Civilian and uniformed defense
leaders have long understood the
interrelationship among diplomacy,
development, and defense—what
USAFRICOM refers to as the 3Ds—to
contflict prevention and resolution.
In 2017, a joint letter signed by 121
three- and four-star generals and flag
officers supported the fiscal year 2018
International Affairs Budget, which
resourced diplomatic and develop-
ment efforts as “critical to preventing
conflict.”® When serving as the com-
mander of U.S. Central Command,
General James Mattis, USMC, reportedly
stated, “if you don’t fully fund the State
Department, please buy a little more am-
munition for me because I’m going to
need it” to emphasize the importance of
an integrated whole-of-government ap-
proach to achieve security outcomes.”
The joint force increasingly operates
in joint, interagency, intergovernmental,
and multinational environments in which
Defense Diplomacy knowledge, skills,
and behaviors—derived from education
and experience—provide a marked ad-
vantage.! DOD understands the value of
diplomatic and interagency experience for
midcareer officers assigned to niche inter-
agency and diplomatic specialties such as
defense attachés and military advisors, but
such training and experience is exception-
ally rare across the joint force and among
general /flag officers outside of these spe-
cialties, creating a learning curve for the
vast majority who receive only familiar-
ization-level training.’ Preparing military
leadership for Defense Diplomacy with
rudimentary familiarization and on-the-
job training invites increased risk and
decreased effectiveness of integrated
deterrence and global campaigning while
progressing through the learning curve of
interagency coordination.
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Defense Diplomacy in Africa
Defense Diplomacy is particularly
beneficial in Africa due to the range of
challenges, dispersed U.S. presence,
and historical ties that make military-to-
military engagements more salient. On
official visits, general /flag officers and
senior enlisted leaders from USAFRI-
COM often meet with African counter-
parts and military, diplomatic, and civil
leadership above parity, elevating the
level of strategic engagement with the
partner country to the ministerial and
occasionally presidential levels, reflec-
tive of partners’ desires for strategic
engagement with the United States. As
USAFRICOM leaders often play a vital
role in state and nonstate negotiations,
having training in or familiarity with the
nuanced nature of diplomatic and devel-
opment discussions becomes a necessity.
Defense Diplomacy is also a cost-ef-
fective shaping operation in “phase zero,”
enhancing partner capacity, capabilities,
and interoperability while promoting
stability through assistance using a 3D
approach.'® To better support this at
USAFRICOM, foreign policy and U.S.
Agency for International Development
(USAID) advisors, embedded inter-
agency representatives, and foreign liaison
officers were deliberately built into the
core staff to synchronize efforts among
agencies and governments at the strate-
gic, operational, and tactical levels.!!
Increased partner engagement is the
focus of the U.S. coastal West Africa and
sub-Saharan strategies, and understanding
African security concerns helps the United
States identify how it can better support
its African partners.'> With ongoing mili-
tary engagements and presence in these
regions—and across the continent—it
becomes more important to ensure
USAFRICOM and component leadership
who meet with partners have the tools and
training to navigate Defense Diplomacy
opportunities in support of U.S. policy.
While Embassy Country Teams are
responsible for coordinating whole-
of-government efforts for a particular
country, USAFRICOM hosts the an-
nual Africa Strategic Dialogue, which
convenes senior leaders from USAID,
State, and DOD to develop a holistic

3D approach for African security chal-
lenges.'? In the following months after
the Africa Strategic Dialogue, command
staff, Country Teams, as well as State and
USAID representatives convene for the
Africa Strategic Integration Conference
to coordinate layered 3D effects for spe-
cific regions, subregions, and countries.'*
Unfortunately, even the best force
structure can only marginally buy down
the experiential learning curve for any
complex task, such as Defense Diplomacy.
As a foreign element investing in the
development and security of a nation and
culture speak the native language. Even
the most qualified representatives bring
cultural biases, preconceptions, and misun-
derstandings of effects to the development
of the strategic approach for U.S. engage-
ment. More diplomatically experienced
senior military officers can quickly leverage
State and interagency expertise and ef-
fectively engage partner-nation leaders to
bridge the perception gap and provide
relevant guidance for a more effective and
culturally nuanced strategic approach.

Furthering U.S. Security
Objectives: Insights

From BG Bailey

West Africa is a growing focus for
USAFRICOM and a strategic challenge
that leaders in Washington, DC, must
pay more attention to. From democratic
backsliding to increasing expansion of
violent extremist organizations (VEOs)
southward from the Sahel to general
instability caused by the repercussions
of climate change—particularly in

the Gulf of Guinea—the West Africa
security environment is degrading at a
dangerous pace.

USAFRICOM shares its regional
partners’ concerns regarding these
security threats and pursues avenues
that it can work toward to ensure mu-
tual objectives in a synchronized and
complementary manner are met. In my
service as the deputy director for Strategy,
Engagements, and Programs, I have been
particularly struck by how much these
aims can be furthered simply by listening
and communicating with our partners in
an open and frank manner that conveys
our respect for the relationship. Open

communication lays the foundation for
future collaboration, while establishing
trust between partners that can lead to
unexpected yet welcomed outcomes. It is
within this context that I relay my experi-
ence working with a partner in the Gulf
of Guinea. I hope that in recounting it,
readers can internalize the use of trans-
parent dialogue in conjunction with the
art of active listening to assist in further-
ing U.S. strategic security objectives.

I traveled to Guinea in October 2021
to meet with Guinean leaders to discuss
growing the longer term security relation-
ship between our two nations, especially
looking at what USAFRICOM could do
to support Guinean partners. During this
visit, I had the honor of meeting with
Guinea’s minister of defense. The original
intent of the meeting was to share our
respective views on the security situation
within Guinea and the surrounding re-
gion—a dialogue that would help inform
future security cooperation efforts. It was
immediately apparent that the minister
took my concerns seriously; at the same
time, he waited patiently to steer the con-
versation in the direction of his choosing
once I had made my points. The minister
then touched on the historical root
causes of regional instability in the Gulf
of Guinea, ongoing contributing factors,
and what he saw as possible solutions. By
the end of the minister’s statement, I had
received an in-depth analysis of regional
instability that was more nuanced and
sophisticated than I had ever received.
The minister elucidated aspects of the
security environment that had their roots
in generational grievances that could not
be mitigated with a single security coop-
eration initiative or even a strictly defense
approach. An issue we viewed as strictly
a security issue was suddenly framed in
the broader context it warranted, and
it became clear that to truly tackle the
problem set, the command’s framing
and approach to the issue would need a
significant recalibration.

The minister and I ended the engage-
ment conveying the importance we both
placed on the relationship between the
Guinean armed forces and USAFRICOM
and promised to engage in the future on a
deeper and more regular level. I returned
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Ghanaian special forces provide cover while approaching vessel during boarding exercise as part of Obangame Express 2021, March 17, 2021,
near Nutekpo, Ghana (U.S. Navy/Fred Gray |V)

to Stuttgart, Germany, with a deeper ap-
preciation for the historical context of the
security situation in contemporary Guinea
and a message for our command’s leader-
ship that our strategic approach to the
country would need to change.

This dialogue led to a deeper un-
derstanding and appreciation for the
Guinean perspective and fundamentally
strengthened and changed the nature of
the partner relationship—and further-
more helped to refine the priorities and
approaches we are taking toward Guinea.
USAFRICOM has begun engaging with
the country in a more nuanced and,
quite frankly, effective manner because
of the lessons gleaned from an open
and honest dialogue. While this single
conversation will not be a panacea for the
relationship, it could establish a better
foundation to continue to strengthen

the relationship as we work toward our
mutual security objectives.

It was chance that the minister and I
were able to have such an important and
rich exchange, and with other individuals

in our positions, it may have been different.

However, by incorporating a baseline stan-
dard of Defense Diplomacy training into
the career paths of our senior leaders—and
specifically giving them the tools to engage
in open communication and active listen-
ing when interacting with peers and senior
leaders on the continent—we can work
toward building stronger relationships and
trust with our African partners.

Practicing Intelligence-
Driven Defense Diplomacy:
Insights From BG Keravuori
The degrading security situation in
West Africa has been of significant

concern for USAFRICOM and the
broader U.S. Government due to the
expansion of VEOs from the fragile
states in the western Sahel recently
affected by political instability and
subsequent withdrawal of Western
military forces.'® Political instability
and economic decline exacerbated by
environmental factors in the Sahel have
enabled a gradual southward expansion
of VEO activity over the last 2 years,
threatening the Gulf of Guinea littoral
countries of Benin, Cote d’Ivoire,
Ghana, Guinea, and Togo.!® President
Joe Biden’s 10-year implementation
plan to prevent conflict and promote
stability under the Global Fragility Act
specifically “seek[s] to break the costly
cycle of instability” in these countries,
through an “integrated, whole-of-
government approach” leveraging “new
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Soldier with Battalion Intervention Rapide of Djibouti communicates with team during multinational field training exercise at Justified Accord
23, in Isiolo, Kenya, February 20, 2023 (U.S. Army/Luke Michalski)

and existing diplomatic, defense, and
development programs.”!”

USAFRICOM prioritized strategic
engagement with coastal West African
partners and multinational organizations
to understand growing security concerns
and VEO threats through the unique
lens of each country. By doing so, it
became abundantly clear that the most
effective approach to regional security is
to support our African partner states in
developing a coordinated strategy toward
clearly defined and shared U.S. and
African goals using the entire toolkit of
statecraft and not solely defense.'®

To achieve long-term regional security
outcomes with this holistic approach, the
U.S. military must suppress its inclination
to quickly “solutionize” a problem with a
purely defense approach.!® Alternatively,
a simultaneous 3D interagency effort co-
ordinated with European partners to layer
effects could facilitate sustainable “clear

and hold” efforts of African partners
to reduce the threat and root causes of
VEOs over time.?

Throughout the past few years,
USAFRICOM and its interagency part-
ners identified shared security priorities
in Africa and formed the Combined Joint
Interagency Coordination Group-West
Africa (CJTACG-WA) in late 2022. The
group’s focus is to coordinate the use
of DOD intelligence-sharing and train-
ing capabilities with unique diplomatic
and development investments of other
U.S. Government agencies to support
partner-led efforts to implement a holistic
counter-VEO approach. The group ef-
fort, among many others, has come to
fruition after years of building a common
understanding, trust, and relationships
among U.S. agencies.

Applying the 3D approach in
Africa starts with building a unity of
effort with State Department Country

Teams and then bringing in DOD to
synergize efforts and reduce friction
caused by stovepiped communication
and divergent priorities. Working in
tandem with diplomatic missions with
embedded defense attachés and USAID
regional offices, senior-level engage-
ments initiated discussions to address
regional security challenges around
worrisome trends, the effectiveness of
the United Nations (UN) missions such
as the UN Multidimensional Integrated
Stabilization Mission in Mali, or African-
led organizations such as the Economic
Community of West African States and
the Accra Initiative. The unilateral and
multilateral relationships built from
consistent senior-level engagements are
key to understanding how the United
States can support African-led efforts
and regional security initiatives with
intelligence-sharing, security assistance,
and operational support.

84 Special Feature/Defense Diplomacy

JFQ 117, 4t Quarter 2023



Conversations about security con-
cerns and the metastasizing VEO issue
with military and civilian leadership in
coastal West Africa consistently become
a broader examination of root causes
of instability. Contributing factors such
as governance, services, resources, de-
sertification, corruption, human rights
violations, porous borders, land-use
governance, and a rapidly changing
environment collectively contribute to in-
stability and support VEO recruitment.?!
As a starting point, a sustainable solu-
tion needs to address social, economic,
diplomatic, and military challenges while
encouraging collaboration among the
military, government agencies, NGOs,
and neighboring states.

Strategic engagements led by senior
USAFRICOM leaders and staff to
partner countries have spurred greater
collaboration between their national civic
and military leadership. The interagency
representation of visiting U.S. delegations
often encouraged attendance by coun-
terparts representing internal security,
foreign affairs, humanitarian aid, law en-
forcement, and legislative affairs. African
partner militaries capitalized on the
opportunity to coordinate interagency
lines of effort with U.S. support, such as
increasing investment in education, pro-
viding basic services to underserved areas,
and mitigating secondary and tertiary
effects of land-use legislation potentially
causing conflict and displacement.
Intelligence directorate-led engage-
ments specifically reinforced the need for
information-sharing agreements among
agencies and neighboring states and the
establishment of systems and processes
for efficient information-sharing,.

Consistent bilateral engagements
with coastal West African partners shaped
a crucial subsequent multilateral engage-
ment at the command-hosted African
chiefs of defense conference. This unique
forum built consensus among regional
partners on shared security challenges
and the transnational problem of VEO
activity. USAFRICOM was trusted as a
helpful partner to facilitate a multilateral
discussion between coastal West African
partners, which was particularly chal-
lenging due to the lack of a common

language, cross-communication plat-
form, or shared security framework
involving the United States. Ultimately,
these bilateral and multilateral engage-
ments with coastal West African partners
informed the purpose and establishment
of CJTACG-WA Dby a trusted partner to
address enduring security challenges in
West Africa. Additionally, it contributed
to encouraging African partners to
“embrace joint, interagency, intergov-
ernmental, and multinational mindsets,”
something that is happening across com-
batant commands.??

Professionalizing the

Purple to Gold Pipeline:
Insights from BG Keravuori
My assignment as USAFRICOM’s
deputy director of intelligence was an
example of successful joint force talent
management considering the confluence
of language proficiency, education, and
interagency experience that allowed me
to engage with senior African and Euro-
pean civil and military leaders on shared
security interests. Serving in command
and directing a commander’s action
group hit my major key development
milestones as an Army officer, but it was
the broadening and interagency assign-
ments that best prepared me to conduct
Defense Diplomacy in Africa.

As French is the lingua franca in West
Africa, my fluency in the language enabled
more direct and candid discussions with
senior African civil and military leaders
and the French Armed Forces. The close
partnership with France in Africa is made
more striking through personal relation-
ships and shared interests. Recently
serving as a U.S. liaison to a French Army
division and institutional exposure to the
French military academy in Saint-Cyr pro-
vided me with a practical understanding
of French defense strategy, foreign policy,
and security efforts in the Sahel. The
French military’s long history of security
efforts in West Africa provides crucial
context and insight, and its continued 3D
efforts often align with USAFRICOM
priorities. Such experiences and relation-
ships prove indispensable to deepening
our close partnership with the French
Armed Forces in West Africa.

Defense Diplomacy in practice was
particularly well-served by my forma-
tive experiences as a foreign area officer
(FAO), during which I was exposed to
the nuances of diplomatic language and
culture and the bureaucratic challenges
of security assistance. Continued involve-
ment with the FAO community also
enables an advantageous link to the de-
fense attaché offices and Country Teams
at U.S. Embassies across the continent.
An interagency broadening assignment
as a FAO at the Department of State
provided familiarity with subdepartment
level stakeholders and processes that now
enable flat communications between
USAFRICOM and State for a cohesive
U.S. response promoting unity of effort
with African partners.

Going Beyond Familiarization
Members of the U.S. joint force often
assume significant responsibility for pro-
moting U.S. foreign policy abroad from
junior to senior officer levels through
partner engagements, security forums,
combined exercises, and multinational
operations. Preparing military leaders
with a foundational understanding of
the interagency community is funda-
mental to integrating efforts across the
3Ds and promotes more immediate
integration with partner efforts on
common interests to achieve sustained
results at a modest, shared cost.

Based on the reflections of Defense
Diplomacy practitioners, the joint force is
best prepared through formal education
and interagency experience. Having in-
stitutionalized the concept, training, and
experiences to achieve joint integration,
it is time for the joint force to likewise
institutionalize the same for interagency
integration. As famously stated by Carl
von Clausewitz in On War, “war is not
merely a political act but a real political
instrument, a continuation of political
intercourse, a carrying out of the same by
other means.”? Military officers, through
campaigning in peacetime or conflict
during wartime, participate in political
dialogue. The military has long known
the value of training and experience to
achieving success, investing hundreds of
thousands of dollars into training each
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U.S. citizens and others who have requested departure from Sudan prepare to board Military Sealift Command expeditionary fast transport
ship USNS Brunswick while it moors in Port Sudan, April 30, 2023 (U.S. Africa Command)

Servicemember, building training and
experience at each rank.

The same cannot be said for inter-
agency training, where only a small
subset in specialty fields receive any
experience and training beyond a
PowerPoint overview. Professionalizing
interagency training and experience
to build a bench of 3D officers at field
grade ranks and above level can poten-
tially magnify the effects of national
security investments in the same way the
joint force integration created an advan-
tage over Service-centric militaries.

Gold Gilding the

Purple Joint Force

Military leadership during the reforms
of the Goldwater-Nichols Department
of Defense Reorganization Act of 1986
was adamantly against the proposed
changes, and joint opportunities were
seen as career-ending assignments.?*
With nearly 40 years of hindsight, the

jointness enabled by Goldwater-Nichols
is now one of the core strengths of the
U.S. military.?® Services will inevitably
be reluctant to weigh interagency
experience in career advancement due
to institutional pressure, but DOD
can shift institutional Service culture
to value interagency experience just
as it has for joint experience through
policy change and evaluation. The U.S.
military enjoys an advantage over its
adversaries by being able to effectively
execute joint operations, and interoper-
ability is the next phase of preparation
for military leadership to overcome
complex modern security challenges.?®
The joint force prioritizes joint experi-
ence as a requirement for senior military
leaders through joint qualification ac-
creditation but currently has no formal
requirement or incentive for interagency
experience, the importance of which has
been repeatedly discussed and advocated
for in professional journals over the last

two decades. The introduction of an
interagency qualification requirement
for career advancement would expand
acculturation across development, diplo-
macy, and defense agencies. Elevating
the importance of interagency assign-
ments with drivers of U.S. domestic
and foreign policy through military
broadening assignments at USAID and
the Departments of State, Commerce,
Treasury, and Energy would reduce the
seams in U.S. whole-of-government
strategy, policy, and efforts.

Expanding interagency assignments
and introducing competitive interagency
credit would require refocusing existing
resources and add costs for permanent
change-of-station moves. To bring costs
down, joint credit could be reduced to
2 years to facilitate 1 year of interagency
credit, an approach that could allow per-
sonnel assigned to joint billets—especially
within the National Capital Region—to
rotate through 1-year interagency
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assignments with minimal resource
requirements, avoiding the costs and tur-
bulence of a permanent move.

While not everyone serving in joint
assignments would be able to achieve
interagency credit using this model, the
joint force overall would have a signifi-
cantly expanded bench of midgrade and
senior officers with interagency accultura-
tion and experiences enabling greater 3D
integration and more effective Defense
Diplomacy efforts in the future.

As Norman Schwarzkopf told a group
of Naval Academy graduates in 1991, “the
more you sweat in peace, the less you bleed
in war.” Nowhere is there a lower cost
opportunity to increase training to achieve
strategic-level effects than advancing from
ajoint to an interagency force. JFQ
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U.S. Air Force Technical Sergeant Jared Todd, 818™ Mobility Support Advisory Squadron Survival, Evasion, Resistance and Escape air advisor,
and Tanzania air force command Colonel lan Haule discuss radio communication techniques at African Partnership Flight Kenya 2019, Laikipia
Air Base, Kenya, August 22, 2019 (U.S. Air Force/Renae Pittman)

Convergence of
Opportunities

By Opher Heymann and Peter Yeager

resident Joe Biden’s 2022

National Security Strategy views

the world at an inflection point
and characterizes the contemporary
period as a decisive decade during

Opher Heymann is Branch Chief, Competition
and War Plans Branch, U.S. Africa Command
(USAFRICOM). Peter Yeager leads the
Competition Working Group at USAFRICOM.

which the terms of geopolitical com-
petition between the major powers will
be set.! According to this strategy, the
world will either continue to develop
as free, open, secure, and prosperous
or will succumb to increasing degrees
of repression and authoritarianism.?
This struggle has real consequences.
Since the end of World War I1, the
United States has helped foster the
development of a world that is far more

peaceful and prosperous than before.?
These positive trends can be linked to
the pillars of Western liberalism, which
show that an increasingly democratic
and economically interdependent world
is wealthier and more peaceful. The
cfforts of the United States and its
allies and partners to advance a free
and open international system will be
significant determinants of the decisive
decade’s outcome.*
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Africa represents a more intense
interest to the United States than is
commonly recognized. The President’s
national security agenda can be substan-
tially advanced through U.S. engagement
with African states. In this decisive
decade, America’s desire to support and
advance the open international order
could lose ground to authoritarianism
and repression. Assisting the economic
and political development of African
states represents a significant opportunity
to improve the global penetration of free
market democracy while frustrating the
inroads of America’s illiberal competitors.
One of America’s core strengths and
geopolitical advantages is its global net-
work of partners and allies. This network
can be expanded more meaningfully in
Africa than anywhere else in the world.
Alongside its diplomacy and develop-
ment partners, U.S. Africa Command
(USAFRICOM) is an important element
in the U.S. foreign policy approach to
Africa. Still, more must be done if U.S.
strategic objectives are to be met.

The Problem

Despite the positive global trends since
the end of World War 11, prosperity
and peace have landed unevenly and
unequally around the world. Where
liberalism has failed to take root, so too
have many of the conditions commonly
measured to judge the quality of a per-
son’s life. From this standpoint, Africa
lags much of the rest of the world.
Alongside the Middle East in the 2022
Democracy Index, African states expe-
rience the lowest levels of democracy
and struggle with some of the highest
rates of corruption worldwide.® Africa
is the poorest continent in the world,
representing approximately 2 percent
of global gross domestic product
despite hosting 12 percent of the
world’s population.® Measured across
the continent, African states have the
lowest life expectancy at birth,” the
highest infant mortality rate,® the
highest maternal mortality rate,” and
the highest rate of AIDS.!® Recently,
there have been more coup d’états,!!
and the continent’s very high rates of
violent extremism!? unsurprisingly bear

a positive correlation with the inci-
dence and location of these coups.!?

Authoritarianism, corruption, and
violent extremism are analogous to
disease vectors enabling the exploita-
tion of African states by predatory and
malign actors. Violent extremism re-
mains a significant problem confronted
by many African states. For example,
in West Africa and the Sahel, so-called
Islamic State (IS)- and al-Qaeda-
affiliated violent extremist organizations
(VEOs) are expanding their areas of
operation and conducting more fre-
quent violent attacks.!* In East Africa,
al-Shabaab is aggressively resisting the
new Somali government’s counterter-
rorism campaign while continuing to
target locations in close proximity to
U.S. forces.”® In Morocco, the Algeria-
backed Polisario Front—a self-described
Sahrawi nationalist liberation move-
ment originally formed to resist Spanish
rule—continues to test Rabat’s control
of Western Sahara.'® In the Democratic
Republic of the Congo, a tenuous
ceasefire between government forces
and the pro-Tutsi March 23 Movement
recently broke down after months of
fighting that spiked regional and ethnic
tensions tied to the 1994 Rwandan
genocide.!” In nearby Ethiopia, forces
under the command of Nobel Peace
Prize-—winning Prime Minister Abiy
Ahmed stand accused of widespread
human rights violations committed
during a 2021-2022 conflict with the
Tigrayan People’s Liberation Front,
one of several regional militias press-
ing the country’s federal government
for greater autonomy.'® And just this
spring, the Sudanese Armed Forces and
Rapid Support Forces—a paramilitary
organization formed from Janjaweed
militias that committed atrocities
in Darfur—clashed as their leaders
jockeyed for power, despite previous
collaboration to oust President Omar
al-Bashir in 2019 and Prime Minister
Abdalla Hamdok in 2021.%

China’s influence in Africa begins
with its economic investments. The
People’s Republic of China (PRC)’s
trade with Africa in 2021 was $254.1
billion ($148.1 billion in exports and

$106 billion in imports), nearly four
times as large as U.S.-Africa trade, which
was just $64.1 billion ($26.6 billion in
exports and $37.5 billion in imports).?°
China also holds more African debt than
any other state, measuring $73 billion in
2020.2! Accusations of debt trap diplo-
macy appear to be overstated, although
Chinese lending practices remain opaque
and provide scope for corruption on
both sides of the transaction.?> While
China is a major producer of infrastruc-
ture projects in Africa, concerns over the
quality and endurance of these projects
are rife, including a $568 million hy-
dropower plant in Uganda that began

to show hundreds of defects after only a
few years of service.??

China continues to court prospective
African hosts for military and logistics
facilities to augment its first overseas
base in Djibouti,?* and Chinese firms are
extracting minerals critical to defense and
industrial production, often in a manner
that damages local environments and
economies.?® China is also the foremost
actor involved in illegal, unreported, and
unregulated fishing in the waters around
Africa, often using environmentally
destructive practices that contribute to
African food insecurity and destabiliz-
ing migration.?® The PRC also markets
its so-called safe city initiative to African
countries, enabling and normalizing the
mass surveillance of citizens in a manner
consistent with the PRC’s domestic ef-
forts to limit political expression.?”

Russia intentionally exploits the
instability caused by VEOs to advance
its own geopolitical aims. For example,
Russia uses its proxies to nominally de-
fend African states from pervasive VEOs
and associated coups, while exploiting the
states” weaknesses and vulnerabilities to
engage in large-scale resource extraction
and sanctions evasion.”® Kremlin-backed
private military company Wagner—bol-
stered by owner Yevgeny Prigozhin’s
influence organization and mining
firms—is continuously exploring new
such partnerships while sustaining deploy-
ments in the Central African Republic,
Libya, and Mali.?” Wagner’s security
activities in particular have been exposed
for human rights violations and war
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crimes, particularly in the Central African
Republic and Mali.*® While claiming to
provide security and seek stability for
countries beset by VEOs, some experts
project Wagner’s long-term impact will
lead to greater regional instability.3! The
Russian proxy problem is not isolated to
Africa; Wagner’s resource extraction in
Africa has been directly linked to funding
for Russia’s war in Ukraine.* Russia also
has a more instrumental plan for Africa,
as it pursues naval access to the Red Sea
while seeking supporters for its war in
Ukraine and blaming Western sanctions
for conflict-induced grain shortages.*

As an expression of its values, the
United States also mediates its engage-
ment with African states that deviate
from those values. The Leahy Laws and
Section 7008 restrictions are laws that re-
strict U.S. assistance from being provided
to states that violate human rights or

following a coup d’état. Department of
Defense—appropriated funds may not be
used for training, equipment, or other as-
sistance for a foreign security force unit if
the Secretary of Defense has credible in-
formation that such unit has committed a
gross violation of human rights.** Section
7008 of annual foreign aid appropria-
tions legislation restricts certain aid to the
governments of countries in which the
military has overthrown a “duly elected”
leader.® These laws are meant to apply
diplomatic or political pressure on states
that experience unconstitutional transfers
of power,* or whose military forces en-
gage in a gross human rights violation.?”
Section 7008 is currently in effect for
Burkina Faso (since a coup in 2022),
Guinea (2021), Mali (2020), and Sudan
(1989).3% An unintended consequence
of limiting U.S. support for these states
is that both behaviors often arise in the

=

*

broader context of desperate, even exis-
tential struggles with VEOs. Increasingly,
states in this position have been left with
no alternative to ofters of support from
Russian proxies. Consequently, U.S. in-
fluence weakens while Russian influence
expands, with African states falling victim
to predatory behaviors of the proxy with-
out significantly diminishing the threat
posed by VEOs. In some instances, this
scenario seems to be an unavoidable trap
for African states unable to work with the
United States due to values-based condi-
tions for aid and assistance.

There is no other region on earth in
which the free and open international
system is more needed or could improve
the overall quality of peoples’ lives more
dramatically than in Africa. Undertaking
an effort to help to improve the condi-
tions expressed is not a question of
selflessness. Africa is not a charity case.

U.S. Army Soldiers from U.S. Army Southern European Task Force, Africa, and Royal Moroccan Army soldiers watch as paratroopers from both
countries perform joint operations jump from U.S. Air Force and Royal Moroccan Air Force C-130 Hercules aircraft during African Lion 2023, at
Ben Guerir Air Base, Morocco, June 10, 2023 (U.S. Air Force/Nicholas Swift)

90 Special Feature/Convergence of Opportunities

JFQ 111, 4" Quarter 2023



Chinese President Xi Jinping and his Senegalese counterpart Macky Sall attend handover ceremony of National Wrestling Arena built with
Chinese aid in Dakar, Senegal, July 22, 2018 (Imago/Alamy)

Rather, it represents a profound and
singular opportunity to advance universal
values and global prosperity. As such,
U.S. interests are compellingly attached
to the future of the African continent.
For example, Africa’s population is grow-
ing, while most of the rest of the world’s
is shrinking.® The United Nations (UN)
predicts the population of Sub-Saharan
Africa will nearly double by 2050.4° If
African states can improve their economic
efficiency, African consumers could
significantly grow the global economy;
conversely, if those states fail to develop
economically, Africans will undoubtedly
be forced to migrate globally in pursuit
of opportunity. Despite the limited de-
gree of democratic spread across Africa,
two-thirds of Africans prefer democracy
as a form of government.*! A democratic

Africa would serve as a powerful coun-
terweight to authoritarian regimes such
as the PRC and the Russian Federation.
In contrast, an illiberal Africa will better
serve the authoritarian motives of China
and Russia, already evident in states such
as the Central African Republic, which is
exploited by malign actors and advances
the geopolitical aims of America’s adver-
saries.*? Independent and capable African
states will more effectively manage the
social factors that give rise to violent
extremism and can better protect them-
selves from exploitative predators.
President Biden’s emphasis on the
determinacy of this decisive decade is
nowhere more compelling than in Africa.
The choices the United States and its like-
minded partners make over the coming
years could be decisive in helping to enable

the persistence of U.S. influence globally,
while improving the lives of billions of
Africans. The U.S. approach to its engage-
ment with Africa, namely the “3Ds” of
development, led by the U.S. Agency for
International Development; diplomacy, led
by the Department of State; and defense,
led by the Department of Defense, is well-
suited to assist African states to confront
the challenges enumerated herein, but
insufficiently resourced to achieve the
President’s goals. The scale of the problem
is simply too large in relation to the level of
U.S. investment in Africa. Moreover, the
United States self-limits its engagement
with African states, often in their times of
greatest need. This choice is driven by an
understandable emphasis on American
values, although at times this comes at the
expense of its interests.
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Woman waits for medical treatment in Yendi, Ghana, June 3, 2023, during medical civic action program as part of exercise African Lion 2023

(U.S. Army/Nathan Baker)

In contrast, other global actors
including the PRC and Russia are en-
gaging in an aggressive and exploitative
campaign to extract as much wealth as
possible from Africa to fill their own cof-
fers and fuel their wars while fostering the
expansion of authoritarianism and repres-
sion. An expanded 3D strategy is needed,
wherein U.S. engagement with African
states reflects a more comprehensive use
of America’s instruments of national
power alongside a clearer appreciation
for the present opportunities and conse-
quences of inaction.

The Current Approach:

The 3Ds

USAFRICOM’s efforts are informed
by its 3D partnerships, internal and
external to the command. Defense is
intended to support and enable other
U.S. efforts in the diplomacy and devel-
opment space. In this vein, a primary
focus area for USAFRICOM is to

build partner capacity. This effort is a
central contribution to partners’ defense
and an essential building block of the
broader security cooperation programs
USAFRICOM and its partners provide.
Through various engagement channels,
the command assists African security
forces and defense ministries to establish
and strengthen key processes for military
logistics, financial and human resource
management, cyber defense and com-
munications, as well as multidomain rule
of law. These capacity-building efforts
help U.S. partners in Africa secure their
borders, coastlines, and vulnerable
populations. Ideally, U.S. efforts and
persistent engagement will enable some
partners to assume increased responsibil-
ity as regional security anchors, provid-
ing security assistance to other partners
and contributing to peacekeeping opera-
tions on the continent.

USAFRICOM invests in a grow-
ing number of states that leverage

U.S. military training to train African
partners in an effort that multiplies
the command’s efforts. In addition
to its institutional capacity-building
programs, USAFRICOM engages
its partners in multilateral exercises,
which are also targeted to develop
core defense and security capabilities.
The command has also developed the
Africa Distribution Network Forum,
in which African and external partners
pool airlift logistics capabilities to create
efficiencies that enable entire regions to
coordinate resupply missions for peace-
keeping forces across the continent.
Notably, USAFRICOM is not alone.
International partners, including Brazil,
the European Union, Japan, South
Korea, and the UN; bolster African part-
ners” maritime domain awareness and
law enforcement capabilities.

The command also engages in sev-
eral other developmental initiatives in
the security space, including symposia
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on military justice and ethics, an annual
military intelligence conference, and ef-
forts to advance a broader awareness of
the disproportionate impact of conflict
on women and children. Each of these
initiatives aims to improve the profes-
sionalism, effectiveness, and legitimacy
of African security and military forces.
For instance, the Women, Peace, and
Security (WPS) program is an integral
component of USAFRICOM’s efforts to
enhance partner capability by enabling
security cooperation efforts to better le-
verage the contributions of both women
and men. The command implements
WPS by supporting defense institu-
tions’ inclusion of women in African
partner defense forces; ensuring security
cooperation activities include require-
ments to protect civilians, specifically
women and girls; and helping to develop
training and accountability mechanisms
within partner defense forces that estab-
lish professional standards of conduct
and prevent sexual and gender-based
violence. Each of these programs dif-
ferentiate the United States from its
competitors and are key contributors to
promoting stability when implemented.

An Enhanced Approach: 3D+
Because of USAFRICOMs effective-
ness, many states are enthusiastic to
cooperate with the United States, par-
ticularly in the security sector, essentially
giving the command more “work” than
it can perform. If that demand could be
met, it would expand U.S. influence.
This dynamic exposes two principal
problems with the American approach
to Africa while also highlighting impor-
tant opportunities for advancing U.S.
interests. First, engagement with African
states manifests too episodically, which
suggests the United States lacks a well-
developed understanding of its national
interests in Africa. Second, U.S. engage-
ment with African states manifests too
narrowly, with an overemphasis on
defense while underemphasizing dip-
lomatic, informational, and economic
tools. Unless and until these shortfalls
are addressed, the United States is
unlikely to increase its influence with
African states or help meaningfully rein-

force the rules-based international order
on the African continent.

The lack of a more robust and wide-
spread understanding of U.S. interests in
Africa leads to its underinvestment on the
continent, which is why the United States
prioritizes defense over other instru-
ments of national power. This likely arises
because of the long-term nature of the
challenges African states confront, while
the United States deals with more urgent
and near-term concerns. It may also be
coupled to a limited understanding of the
degree to which the United States ben-
efits from the contemporary global order
and a perception of how that order could
be advanced in Africa.*® Accordingly,
Africa may be perceived more as a
problem to be solved rather than an
opportunity to be pursued. Moreover,
while U.S. defense and security coopera-
tion investments in Africa are helpful,
they may also have limited outcomes
since they have little to connect to in the
economic and governance spheres. In
other words, if the broader logic of U.S.
security cooperation is to help build part-
ner capacity in the security domain, then
improved conditions of security should
be connected to more robust economic
activity and additional efforts to foster the
maturation of democratic political institu-
tions. For example, there is no doubt that
real impediments to U.S. private sector
investment in Africa exist. Yet if sufficient
inducements are not offered to mitigate
the challenges U.S. companies perceive,
then U.S. companies will never do busi-
ness in Africa.

The treatment of Africa as a problem
rather than an opportunity is the case
across the spectrum of the U.S. 3D
approach. USAFRICOM is primarily
focused on countering the most danger-
ous VEOs in Africa, while, for example,
the U.S. Agency for International
Development is primarily focused on
addressing health crises, food security,
and impacts of climate change. These are
important efforts with real and positive
effects where they are undertaken, yet
they are also largely preventive rather
than developmental. They address the
most desperate conditions in Africa,
and while they may even create fruitful

conditions for economic development,
they are not sufficiently built upon

with additional, targeted efforts aimed
at fostering enduring institutional de-
velopment and economic expansion.
Consequently, the problematic condi-
tions described above tend to persist
where they already exist. It is no surprise
that more than 30 years after its initial in-
tervention in Somalia, the United States
remains primarily focused on counter-
VEO operations there.

If the United States viewed Africa as
an opportunity, then the pursuit of'its
interests would come into sharp focus.

It may still wish to fight extremists in
Somalia and AIDS in Sub-Saharan Africa,
but it would also want to concentrate

on fostering liberalism. Arguably, the
best opportunity to advance democracy
and the free market is to focus on those
places in which it has already begun to
take root. These are the states whose val-
ues are most likely to align with those of
the United States, and where a consistent
and constructive bilateral partnership
could produce tangible outcomes. In
turn, the positive results we have come
to expect from such efforts should be an
attractive incentive for neighboring states
to reevaluate their own political and eco-
nomic systems.

To advance such an approach, the
United States needs to engage all its
instruments of national power. It has
many of the right tools in place, though
not all and not enough. The tools that
are engaged are simply underresourced.
Because of a lack of resources, both the
PRC and Russia are expanding influence
and gaining access to the resources they
need to advance their global aims, while
VEOs continue to foster unacceptable
levels of violence and political instability.
Breaking this cycle requires a meaning-
ful U.S. commitment to resource more
fully its diplomatic, development, and
defense capabilities while leveraging
economic and information tools for mul-
tiplied effects. This is the 3D+ approach,
with the “+” representing harnessing
other governmental agencies, such as
the Departments of Commerce and
Treasury, and the Office of the United
States Trade Representative.
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U.S. industry must also be incentiv-
ized to invest in the continent. Tools such
as the African Continental Free Trade
Area could expand U.S. market access
to and trade with Africa, diversify U.S.
supply chains, and increase reciprocal
opportunities for U.S.-African trade and
investment expansion.* To address the
robust information environment, the
United States needs a dedicated informa-
tion arm with more effective authorities
to overcome malicious information
dominance tactics currently enjoyed by
the PRC and Russia. This combination
of activities has the potential to improve
political stability and democratic penetra-
tion, enhance economic performance,
reduce violence, and increase U.S. influ-
ence. In short, it will help to advance the
open, international order.

Still, the United States can do more
to improve the consistency of its ap-
proach to its African partners, one that
is more reflective of the intensity of its
interests. Congress has already set condi-
tions for this in one important domain,
coup-related restrictions. As of fiscal year
2023, a waiver process has been added
to Section 7008-related partnering
restrictions.* The waiver process em-
powers the Secretary of State, “following
consultation with the heads of relevant
Federal agencies,” to waive these restric-
tions “on a program-by-program basis if
the Secretary certifies and reports to the
Committees on Appropriations that such
waiver is in the national security interest
of the United States.”*¢ Furthermore,
military training and equipment autho-
rized to be provided by the Department
of Defense under 10 U.S. Code § 333
can also potentially be waived from
7008 restrictions.*” Appropriately, the
waiver process has a high bar, but it
permits senior decisionmakers to balance
the tension between America’s values
and its interests. It allows for some flex-
ibility to manage important partnerships
and maintain crucial influence, while
frustrating the exploitative and coercive
efforts of U.S. competitors. Ideally,
this constancy gives the United States
a greater role in rapidly helping coup-
impacted countries to return to a fair
democratic system.

Throughout the world, but especially
in Africa, U.S. foreign policy relies on
the strategic integration of the 3Ds.
This approach is designed to enable the
United States to contribute meaningfully
to addressing the range of challenges
experienced by African states. These
challenges include limited democracy,
underperforming economies, high levels
of corruption, and the expansion of vio-
lent extremist organizations. Collectively,
these challenges can be exploited by com-
petitors such as the PRC and Russia, one
consequence of which is that the negative
environmental conditions tend to persist
or worsen. While the United States is an
effective security partner for many African
states, it has underresourced its approach
to Africa, thus limiting its effectiveness.
To break this cycle and truly advance
the open international order, the United
States needs to implement a 3D+ ap-
proach, leveraging the full range of tools
to foster the improvement of economic
and political conditions in Africa. In turn,
this approach will help strengthen African
states economically and politically, ren-
dering them far less vulnerable to coercive
and exploitative practices. JFQ
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Russia's icebreaker 50 Let Pobedy moves into ice near Sabetta, Tyumen region, Russia, April 4, 2021 (Shutterstock)

Friction Points in the Sino-
Russian Arctic Partnership

By Adam Lajeunesse, P. Whitney Lackenbauer, Sergey Sukhankin, and Troy J. Bouffard

n 2018, China outlined its role and ticipation: respect for China’s interests

ambitions in the Arctic with a com- in the Arctic and for the involvement of

prehensive white paper titled China’s  non-Arctic states in the region. In many
Avrctic Policy! In it, Beijing identified ways, this policy announcement marked
four key areas of interest: shipping, the high point of China’s influence
resource development, regional gover- in the democratic Arctic. Since then,
nance, and science. Underlying these China’s soft power in the north has

specific priorities is an ever-present and  suffered steady decline, as Arctic coun-
overarching theme of respect and par- tries have digested the implications of

China’s human rights abuses in Hong
Kong and Xinjiang as well as its aggres-
sive posturing in the South China Sea
and against Taiwan.? Chinese “wolf
warrior” diplomacy tactics® against
some Arctic states have heightened a
sense of distrust, making it difficult

to separate Arctic dynamics from the
principal challenge posed by China to
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long-term U.S. security and prosperity
and those of its allies more generally.*

While the trend in the seven like-
minded states (Canada, Finland, Iceland,
Norway, Russia, Sweden, and the United
States) has generated a distaste toward
engagement with China as an Arctic
actor, Beijing has asserted a growing
influence in Russia, where it has man-
aged to consistently advance its Arctic
interests in these four priority areas.
Indeed, the Sino-Russia relationship in
the north has tightened in the last couple
of'years, creating a mutually beneficial
strategic partnership, an easy access
point for China in the Arctic, and a will-
ing financier and supporter for some of
Russia’s key northern development proj-
ects. Western sanctions imposed on the
Russian economy in the wake of Russia’s
renewed invasion of Ukraine have only
increased its need for Chinese investment,
markets, and political support. And,
in support of this partnership, China’s
diplomatic messaging toward the Russian
Arctic is defined by the same “win-win”
narrative that it applies globally, with
specific attention to the value of Chinese
investment, shipping, and resource devel-
opment in the Russian north.

Today, there is a broad policy con-
sensus in Russia about the desirability
of keeping Sino-Russian relations on a
positive trajectory in political and eco-
nomic terms.® Chinese statements—and
tacit acceptance of Russia’s invasion
of Ukraine—suggest that Beijing also
sees strategic value in continuing to
strengthen that relationship. This
confluence of interest creates obvious
dangers for the democratic Arctic states,
which now openly recognize the eco-
nomic, strategic, and military dangers
posed by both authoritarian states in the
Arctic and elsewhere.

Yet despite the seemingly close part-
nership, Sino-Russian relations in the
north are not quite the friendly terrain
of two like-minded states advancing a
“friendship” with “no limits,” as de-
scribed by Vladimir Putin and Xi Jinping
in February 2023. Arctic cooperation
for the two authoritarian states remains a
highly transactional partnership, under-
pinned by deep and abiding suspicion.

China’s presence and activities in the
Arctic have long concerned Russian
leadership, and while the outward face
of that partnership remains positive, the
smiles and handshakes rest on an unstable
foundation, riven by friction.

As the world has seen across the dem-
ocratic Arctic, China’s polar ambitions
are subject to pushback when Beijing’s
ambitions conflict with local values and
sensitivities. This article is an overview
of Sino-Russian friction and points of
vulnerability in their Arctic relationship.
Downplayed by the Russian and Chinese
governments and Arctic actors in those
countries, each of these real or possible
disputes has the potential to degrade the
growing Sino-Russian strategic partner-
ship in the region. In this article, we
highlight three main areas of friction—
navigation, resource exploitation, and
infrastructure—that we see as exploitable
gaps in the relationship. Western observ-
ers and commentators should not be
neutral in observing this relationship;
rather, we might benefit from shining
a light on these issues that Beijing and
Moscow have so assiduously sought to
sidestep. In so doing, the like-minded
Arctic states will be better positioned
to address Russia and China as distinct
regional challenges rather than an inher-
ently unified front.®

China as a “Near-Arctic
State” and the Role of
Non-Arctic Actors

Chinese strategic messaging regard-
ing the Arctic promotes an image of
China as a peaceful and friendly world
power seeking win-win economic coop-
eration.” This narrative, common to
Chinese messaging around the world,
is designed to blunt foreign criticism
while facilitating investment, scientific
collaboration, and the entrenchment
of Chinese facilities and programs in
foreign states. In the Arctic context,
this means securing access to shipping
routes, Chinese direct foreign invest-
ment in energy and mining projects,
Belt and Road Initiative (BRI) infra-
structure projects, and (potentially dual-
purpose) scientific research.® Although

the Arctic still holds the promise of

resources and shipping routes that could
one day be important as part of a global
BRI as a “Polar Silk Road” (PSR),’
many of these remain economically
unviable. As such, China’s short-term
Arctic interests are more modest than
many Western commentators suggest.'?

As the region’s largest coastal state
and the most capable Arctic power, Russia
has long insisted that Arctic governance
should remain the sole responsibility of
Arctic states, and Moscow remains intent
on protecting its dominant position in the
region. Beijing, in contrast, seeks to alter
the status quo by advocating a greater role
in Arctic governance. For years, China has
maintained that its interests and capabili-
ties in the Arctic make it a “near-Arctic
state” while promoting the perception of
the Arctic as a global commons, rather
than a strictly regional space.!* As Dmitri
Trenin, former director of the Carnegie
Moscow Center, has noted, “Russia is,
in a word, a status quo power, while
China is seeking to open up the region
for the world and capitalize on that.”!?
Disagreements over Arctic governance
offer the most broad-based area for issues
between the two states.!?

In an illustrative article for the
Guangming Dailyin April 2021, Dong
Yongzai, associate researcher at the Xi
Jinping Strong Army Thought Research
Center at the Academy of Military
Sciences, echoes a common theme in
Chinese political, academic, and media
commentary: namely, that China “should
play a constructive role in improving the
rules of polar governance, promoting
peace and stability in the polar regions,
and safeguarding the common interests
of all countries and the international
community.”'* In so doing, it advances the
community of human destiny in the polar
regions.'® This phrase is an increasingly
dominant frame in Chinese messaging,
which encompasses the idea that China
must be more active in global affairs as it
seeks “to realize the ‘Chinese dream’ of
what Xi Jinping refers to as the ‘great reju-
venation’ (essentially, China’s return to the
center of world civilization).”!®

Russia has naturally pushed back on
this notion of Chinese rights, entitle-
ment, and desire to internationalize the
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Arctic. Indeed, its concern about China’s
emerging Arctic interests was a major
impediment to Beijing’s application for
an Arctic Council observer position, ob-
structing the process for 7 years. Moscow
reluctantly approved China’s application
to the council only after considerable
pressure from Nordic nations and the
drafting of the council’s “Criteria for
Admitting Observers,” which required
that new observers “recognize Arctic
states’ sovereignty, sovereign rights, and
jurisdiction in the Arctic.”"”

In June 2020, in a revealing state-
ment, the Russian Foreign Ministry’s
special envoy and senior official in the
Arctic Council, Nikolai Korchunov,
stated that Russia is not interested in
delegating its share of responsibility for
the Arctic Region to other countries.
Korchunov stated, “The Americans
are not prepared for this, either. In
this respect it is impossible to disagree
with U.S. Secretary of State Michael
Pompeo’s statement made in May 2019
that there are two groups of coun-
tries—Arctic and non-Arctic. He said so
in relation to China, which positioned
itself as a near-Arctic state. We disagree
with this.”'® This statement—f{rom one
of Russia’s highest-ranking Arctic of-
ficials, dismissing China’s entire Arctic
identity—is telling. It was surely planned
to send a message and express a growing
discomfort with China’s growing self-
defined Arctic identity.

The manifestations of China’s near-
Arctic state identity have also been
unsettling to Russia. In the future, this
may become more acute. While China’s
military has no Arctic presence, its grow-
ing icebreaker fleet and commercial
activities give it more capability and lever-
age in the region. China’s two icebreakers
operate independently, and plans for a
new nuclear-powered vessel comparable
to the Russian Arktika-class, will give
China the ability to match Russian ac-
cess.!” This growing access capability is
concerning to the Russians, as it gives
substance to China’s broader claims to a
near-Arctic identity.

There are also concerns within Russia
that China’s civilian presence will sup-
port a longer term military presence,

although these thoughts are rarely
expressed through official channels. In
2016, Liu Huirong, dean and profes-
sor at the Ocean University of China’s
College of Law and Political Science,
highlighted such Russian concerns that
he saw surrounding dual-use technol-
ogy, specifically hydroacoustic research.”
Mapping the Arctic seafloor and studying
ocean salinity and thermal layers as well
as regional ice dynamics are all activities
of China’s civilian research program and
are prerequisites to a naval presence—
particularly when considering potential
submarine operations.

For Russia, this is a persistent fear
that was dramatically brought to the fore
in June 2020 when Russian authorities
arrested Valery Mitko, a professor at
the St. Petersburg Arctic Academy of
Sciences. Mitko was charged with high
treason for providing Chinese intelligence
services with classified materials relating
to hydroacoustics and submarine detec-
tion methods. While the details of his
activities are not public, Chinese interest
in co-opting an Arctic submarine expert
must have provoked new concerns over
its long-term objectives.

As China increases its Arctic presence
and capabilities, it will likely become
more strident about its rights in the
Arctic and more unilateral in its approach.
Russia has never supported such a pres-
ence and is explicitly opposed to any
direct Chinese role in Arctic governance.
This divergence in policy and philosophy
can be papered over while China’s role
in polar governance is limited by its
minimal access and tempered ambitions.
However, China clearly envisions its role
expanding in the future, in lockstep with
access capabilities and economic clout. As
that happens, Russia will have to come
to grips with increased Chinese say in a
region deemed to be of vital economic,
military, and psychological importance to
the Russian state.

Arctic Sovereignty: Chinese
and Russian Disagreements
When China became an accredited
observer to the Arctic Council in 2013,
it did so on the condition that it “recog-
nize Arctic States’ sovereignty, sovereign

rights, and jurisdiction in the Arctic.”?!

This mollified many existing Russian
concerns over China’s Arctic objectives,
and in the intervening years there have
been no disputes over sovereignty or
jurisdiction. This harmony has been facil-
itated by China’s relative absence from
the Arctic, where its ships make up only
a small percentage of the voyages across
northern Russia.?> Beneath this harmony,
however, remains deep disagreement on
the question of sovereignty and jurisdic-
tion, which strikes at the heart of Rus-
sia’s position in the Arctic. As Chinese
shipping and activity increase, this dis-
agreement may be exacerbated.

Central to Russia’s position in the
Arctic is its assertion of sovereignty or
control over the Northern Sea Route
(NSR), or Northeast Passage. While the
precise nature of that sovereignty remains
somewhat ambiguous, Moscow claims
to control key straits along the NSR as
historic waters, while its published maps
appear to extend its jurisdiction to the
limits of the exclusive economic zone
(EEZ), which Russia claims to manage in
the same manner as its internal waters.?

As Russia’s strategic thinking has
increasingly emphasized sovereignty, its
national regulations related to shipping
along the NSR have been strengthened.
In 2013, an authorization procedure
for ships to pass through the NSR was
introduced, and between 2017 and 2019,
Russia proposed further limitations. In
December 2017, the amendments to the
merchant shipping code of Russia granted
exclusive rights to vessels sailing under
the Russian state flag to transport hydro-
carbon resources produced in Russia and
loaded onto vessels located in the NSR.
In 2018, Russia banned the use of ships
built outside the country to transport oil
and gas extracted from the Russian Arctic.
The following year, Russia added a new
notification procedure for foreign war-
ships passing through the territorial sea of
the NSR. The new procedure means that
a foreign state needs to submit a notifica-
tion concerning the planned passage no
later than 45 days prior to the start of the
proposed passage. It also (under specific
circumstances) requires mandatory ice-
breaker piloting by Russian-appointed
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U.S. Army and Canadian soldiers practice and conduct tactical insertion on open ice skiway delivered by ski-equipped LC-130 Hercules of
109* Airlift Wing, New York Air National Guard, on frozen oceanic Arctic ice near Cornwallis Island, Nunavut, Canada, March 15, 2023, as part of
exercise Guerrier Nordique 23 (U.S. Army/Mikel Arcovitch)

personnel in the NSR.>* Under in-
ternational law, such regulations and
requirements should be illegal.

The Kremlin, therefore, views the
NSR as being firmly within its (ill-
defined) sovereignty. It is central to its
core national security concerns and an
important pillar of its economy and fu-
ture development. Given these views, the
Kremlin is committed to protecting its
position in the region and would almost
certainly react strongly to any efforts that
it perceives to threaten that position.?

China has not forcefully asserted its
position on Arctic maritime sovereignty
regarding the NSR but is unlikely to
align with Russia’s views. China’s 2018
Arctic white paper and statements backed
by senior officials stress that Arctic ship-
ping routes should be open to all and
governed by existing international agree-
ments.? That position is inflexible, given
China’s commercial reliance on transit
rights around the world. In Chinese
expert circles, the Polar Silk Road is also
of growing interest. In Chinese academic

and media commentary, these northern
routes (and the NSR in particular) are—
by a wide margin—the most discussed
clements of China’s Arctic interests.
Of note, Chinese-language academic
research and media commentary consis-
tently assert China’s rights of passage.?”
Historically, Russia has shown an aver-
sion to a Chinese presence on this route.
In 2012, Russia blocked Chinese vessels
from operating in the NSR, causing China
to suspend its research activities during its
fifth Arctic expedition.?® As recently as the
summer of 2021, Russia denied access to
Chinese sailor Zhai Mo, a famous state-
sponsored Chinese adventurer who was
attempting to circumnavigate the Arctic
Ocean (though access was later granted).
While officially a private citizen, Zhai
has a history of asserting Chinese state
sovereignty in disputed areas, a fact
that may have concerned the Russian
authorities.?” To date, many Russian
experts claim that their government
does not accept the PSR moniker, which
uncomfortably subsumes the NSR into

a China-sponsored initiative.*® Despite
misgivings, Russia has adopted a cooper-
ative position, given its need for Chinese
investment in the region.

While both China and Russia have
sidestepped the question of sovereignty
and jurisdiction, as Chinese activity
increases these tensions will be harder
to ignore. This difficulty will manifest
for Russia if Chinese shipping comes to
dominate the route—and particularly if
China leverages its dominant economic
and political position to deploy its own
icebreakers in support. Increased shipping
will also put China in the uncomfortable
position of having to choose between
continuing to implicitly (or even explic-
itly) respect Russian maritime sovereignty
or adopting a clearer line on the freedom
of the seas. The former flies in the face
of Chinese Arctic and broader maritime
policy, while the latter would seriously ag-
gravate the relationship with Russia and
highlight the considerable gap between
the two on a political and legal issue of
crucial importance to Russia.
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USCGC Healy crewmember Petty Officer 2™
Class Patrick Edge stands bear watch from
bridge wing during on-ice science equipment
installation in Beaufort Sea, August 12, 2023
(U.S. Coast Guard/Briana Carter)




Marine Scientific Research
and Chinese Encroachment
Over the past 20 years, China has under-
taken extensive marine scientific research
in the Arctic Ocean and adjacent seas.
Chinese narratives surrounding this
research program center on questions of
environmental research, geophysics, and
other purely scientific pursuits. Despite
this, automatic identification system
tracking of the Chinese icebreakers Xue
Long and Xue Long 2 demonstrates a
serious interest in resource mapping and
deep seabed mining. Historically, most
of this work has been undertaken on

the American continental shelf north

of Alaska. In Washington, this was
disconcerting enough to prompt a shift
in U.S. marine scientific research policy
surrounding core sampling.®!

Because little Chinese survey work
has been undertaken on the Russian
continental shelf or extended continental
shelf, this activity has not generated much
friction. In 2020, however, that may have
changed when China announced the re-
search program for Xue Lony 2°s maiden
Arctic voyage, which centered on a survey
of the Gakkel Ridge. This area of seafloor
is suspected to contain sulfides, rich in
copper, zinc, and other minerals. Just out-
side of Russia’s claimed EEZ, the ridge
was in a section of ocean dubbed “the
Area” by the United Nations Convention
on the Law of the Sea (UNCLOS),
where access to resources is subject to
governance by the International Seabed
Authority and, through it, any state that
applies for a mining license.??

Russian authorities reacted quickly
in 2021 (before Xue Lonyg 2’s voy-
age), altering their submission to the
Commission on the Limits of the
Continental Shelf to include the area
being surveyed by China. This was
a clear reaction to China’s activities,
representing concern over the Chinese
presence there. Despite this new Russian
assertion of jurisdiction, China followed
through with its survey, collecting sea-
floor samples and geological studies that
could facilitate later development.

Russia’s position on seabed mining
and jurisdiction over the Arctic Ocean
more generally is diametrically opposed

to China’s. While both states accept
UNCLOS as the governing structure
for the region, Russia has long sought
to maximize Arctic state jurisdiction
while minimizing the extent of seafloor
that might be considered “the common
heritage of mankind” (Article 136 of
UNCLOS)—open to exploitation by non-
Arctic states. A central objective of China’s
Arctic policy has been to maximize
influence and access for itself and other
non-Arctic states in the region. Its position
has been that it should play a leading role
in the development of deep seabed devel-
opment outside of coastal state jurisdiction
(as outlined in Part XI of UNCLOS).
While the economics and technologies
for developing these resources are not
yet sufficiently mature to render exploita-
tion a near-term possibility, continued
geological research by Chinese vessels on
the Russian shelf will invariably generate
political friction. To date, all Chinese
resource development activities in Russia
have been as minority partners and with
the full cooperation of Russian state enter-
prises. Chinese research activities on the
continental shelf, however, are indepen-
dent, suggesting that Russian partnerships
may not be required. As such, this re-
search poses a direct challenge to Russia’s
broader position that Arctic resources
should be developed by Arctic states and,
potentially, its direct control over what it
declares to be its sovereignty and control
over the continental shelf.

Chinese Investment: Both
Limited and Exploitative

In the wake of the Russian invasion of
Crimea and the imposition of Western
sanctions in 2014, Moscow has turned
to China for the investment and markets
needed to advance Arctic resource
projects. Moscow has had some success,
most clearly the Yamal liquid natural gas
(LNG) project, of which 29.9 percent
is owned by the China National Petro-
leum Corporation (20 percent) and

the Silk Road Fund (9.9 percent). Yet
despite targeted Chinese investments,
this relationship has seen more rhetoric
than real investment. While many joint
projects have been announced, few have
moved forward.

In 2009, Hu Jintao and Dmitri
Medvedev announced more than 200
joint projects. Five years later, less than
10 percent were actually progressing.

In 2014 and 2015, Russia created 20
special economic zones to attract foreign
investment to its Far East. Only six have
secured Chinese investment, which
totaled a mere $38 million between
2015 and 2018. Genuine cooperation
has often been held back by red tape,
poor infrastructure (both maritime and
land-based), and corruption.® Some of
the most promising Arctic infrastructure
projects have also stalled. China’s Poly
Group’s proposal to invest $5.5 billion
in the port of Arkhangelsk is a clear
example.®* Instead, China frequently
opts to invest in infrastructure projects
supported by other Arctic actors, such
as Finland, Iceland, and Denmark.?®
Moreover, given the high costs of natu-
ral resource extraction in harsh climates,
Chinese investors have questioned the
viability of investments with uncertain
returns and frequently opt to conclude
lucrative and long-term energy deals
with other actors.?

Chinese capital is clearly not as
anxious to rush into Russian projects as
Russian state media makes it seem. Nor
has Chinese investment in the Russian
north been as beneficial for Russia as the
state has advertised. The most significant
business transaction was the construction
of the Power of Siberia pipeline to export
Russian gas to China. The pipeline began
operations in December 2019, marking
an important step in Russia’s economic
pivot to Asia. While the project was sold
to Russians as evidence of the country’s
broader economic options and reduced
reliance on the West, it does so on re-
portedly poor terms. When the project
was negotiated, Russia was in a weak
negotiating position, and China took
advantage of this reality. In essentially
all respects, China dictated the terms
of engagement, including when to go
ahead with the pipeline, after more than
a decade of bilateral talks. The route of
the pipeline closely followed Chinese
preferences, and gas pricing has been
extremely competitive, to the detriment
of the pipeline’s profitability.
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USCGC Polar Star transits south in Bering Strait, January 19, 2021 (U.S. Coast Guard/Cynthia Oldham)

The Chinese were able to set the
route of the pipeline and took advantage
of Russian weakness on pricing as well.
While exact pricing is not public, it was
widely reported that an oil-linked price
had been agreed on, with an effective
slope of 10 percent. This suggested a
price of $10 per million British thermal
units at an oil price of around $100 per
barrel.” The linking of the gas price to
oil was a major Chinese win and a hit to
profitability, according to Sberbank CIB
experts.®® Low returns on the piped gas
must also be weighted against the proj-
ect’s extraordinary capital costs, estimated
at $55 billion (including resource devel-
opment). Russian attempts to secure $25
billion in Chinese prepayments failed,
leaving Russia to bear the full expense.®

In May 2018, the Sberbank CIB in-
vestment advisory group released a report
questioning the profitability of the proj-
ect and suggesting that its rate of return
is likely to be lower than the cost of capi-
tal to Gazprom and to be unprofitable
to Russia even though the government
exempted it from the mineral extraction

and property tax.** Some analysts believe
that when prices of oil fall below $60 to
$70 per barrel, Russia may effectively be
sending gas to China at a loss (when am-
ortized capital costs are considered).*!
Sitting at around 55° North, the
Power of Siberia may only be a “near-Arc-
tic” pipeline (to steal Chinese phrasing);
however, it should be held up as a cau-
tionary tale for future joint infrastructure
projects. Moscow has already announced
that the Power of Siberia 2 pipeline, draw-
ing gas from Arctic fields, will replace
Nord Stream 2 by delivering 50 billion
cubic meters of gas per year to China.*? At
present, these projects are used in Russian
propaganda to bolster the relationship and
build support for the Russian government.
Western analysts have an opportunity to
flip that script, highlighting the Power of
Siberia 1 line (and potentially the Power
of Siberia 2) as examples of China using its
economic and political leverage to exploit
a weakened Russia. Likewise, Chinese in-
vestment more generally should be looked
at in a different light: from plentiful and
productive to anemic and exploitative.

Following Russia’s February 2022
invasion of Ukraine, many of these trends
have become even more apparent as
Russia has been disconnected from the
global financial system. Despite contin-
ued public support for Russia, China
has moved to limit its own exposure
to the country. The Chinese-led Asian
Infrastructure Investment Bank froze
all its activities relating to Russia and
Belarus, citing “adherence to interna-
tional law” and the need to “safeguard
the financial integrity” of the bank.*3
Belt and Road Initiative projects have
also been put on hold. According to the
report published by the Green Finance
and Development Center of Fudan
University, no Chinese economic engage-
ment regarding the Russia-related part of
the BRI occurred in at least the first half
of 2022 .** This decision likely relates to
Chinese fears of secondary sanctions as
well as the growing volatility and instabil-
ity of the Russian market.*®

Chinese support for Russian energy
projects has also been thrown into
a state of limbo. On the surface, the
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Members of China's research team set up ocean profiling float at short-term data acquisition location near icebreaker Xuelong, or “Snow
Dragon,” in Arctic Ocean, August 18, 2016 (Xinhua/Alamy Live News/Wu Yue)

future of this business relationship looks
promising, with the Chinese Ministry of
Commerce openly stating that China will
not support oil-related sanctions or jeop-
ardize Chinese businesses.*® Behind such
statements and implied support, however,
this relationship faces growing challenges.
Chinese multinational oil companies are
loath to run afoul of Western sanctions,
and China’s embrace of Russia has not
stopped Chinese energy firms from dis-
creetly pulling back from new projects.
Despite its official position in opposition
to sanctions, the Chinese government
seems to recognize the difficulties that
they can cause multinational companies.
In March 2022, the Chinese Ministry of
Foreign Affairs reportedly summoned
officials from the three major energy
companies (Sinopec, China National
Petroleum Corporation, and China
National Offshore Oil Corporation) to
review their business ties with Russia and

“urged them not to make any rash moves
buying Russian assets.”*’

As a result, the corporate response
has been one of caution. In March 2022,
Sinopec Group suspended its talks with
Russia’s Sibur for a USD 500 million
petrochemical investment and a gas
marketing venture. The reported reason
for the cancellation was Chinese concerns
over secondary sanctions that might
impact Sinopec’s global operations.
According to the Russian side, this cau-
tion was primarily motivated by Chinese
producers’ fear of sanctions that could
come from the side of the European
Union.*® Sinopec also suspended talks
over a gas marketing venture with
Novatek over concerns that Sberbank
(one of Novatek’s shareholders) is on the
latest U.S. sanctions list.* Construction
of the Arctic LNG 2 project has also
been dealt a serious blow by a Chinese
yard’s decision to cease production on

critical modules. As a result of this and
other sanctions-related work stoppages,
Novatek has halted construction on
the two unfinished trains (of three) on
the project. Production of LNG was
originally due to start in 2023, but time
schedules are now in flux.5

As the Chinese government and its
state-owned entities digest the reality of
Russia’s war with Ukraine and adjust its
approaches, investment may yet begin to
flow. The most likely scenario, however,
is exploitation. As one of the only major
markets remaining for Russian resources
and the only clear source of investment,
China will hold extraordinary leverage.
One-sided oil or gas contracts or infra-
structure agreements can be used as a
clear demonstration of Russian subordi-
nation. The failure of Chinese investment
to materialize, meanwhile, would be a
clear indication that the Russian pivot
to the east has failed. Fither of these
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likely scenarios would belie the win-win
Arctic narratives being advanced by both
Russian and China.

Conclusion

Russia and China’s cooperative
approach to Arctic investment, ship-
ping, and governance has been pre-
sented as a key component of those
states’ growing partnership. In China,
it offers a new source of hydrocar-

bons and demonstrates the country’s
growing global influence, while in
Russia, it channels funds to key projects
and counters the impression that the
country has been isolated by Western
political and economic sanctions. More
broadly, the Arctic has been presented
as an arca where the two Great Powers
can demonstrate a degree of solidarity as
part of their continuing economic and
strategic conflict with the West.

In October 2022, the U.S. National
Security Strategy noted the growing dan-
gers of Great Power competition in the
Arctic. Russian remilitarization and aggres-
sive behavior represent military threats,
while a rapidly growing Chinese regional
presence presents longer term economic
and hybrid security risks.®! Individually,
China and Russia each represents dangers
to the democratic Arctic states; combined,
those dangers are far greater.

Yet this partnership remains
skin-deep, transactional, and deeply vul-
nerable. Important disagreements over
Arctic governance, sovereignty, and de-
velopment have been successfully papered
over in support of overarching economic
and geopolitical objectives; however,
these sticking points remain just beneath
the surface. Conflicts between the two
authoritarian powers are also likely to
become harder to disguise, as Chinese ac-
tivity in the region increases and its global
ambitions expand.

From a strategic messaging perspec-
tive, these disagreements (both real
and potential) offer a gap that could be
exploited by the West. Reframing the
conversation away from the win-win nar-
rative being sold by Moscow and Beijing
both undermines their own messaging
and forces a reckoning that these govern-
ments would prefer to avoid. Chinese

shipping and marine scientific research
are facilitated by a policy of purposeful
ambiguity toward Russian sovereignty.
Simply put, Russia does not ask China to
explicitly recognize its sovereignty, which
allows Beijing to avoid telling Moscow
something that might create a rift. This
arrangement works because the question
is ignored. Western observers have an op-
portunity to press the issue, highlighting
the difference in positions and making
that ambiguity harder to maintain.
Likewise, questions of economic exploi-
tation, pipeline routing, and research
should be elevated in Western conversa-
tions to a strategic level. These issues have
traditionally been relegated to footnotes
or obscure technical publications, yet
these points have broader implications
that directly impact the ability of Russia
and China to maintain their “friendship
with no limits” in the Arctic. If China is
exploiting Russian weakness to secure
cheap Arctic gas, that is a point that
should be amplified. When Chinese re-
search vessels work on Russia’s extended
continental shelf, Western observers
should seek out clarification of China’s
position on Russian jurisdiction.

As Chinese Arctic activity grows
and Russia becomes more desperate for
Beijing’s economic and political support,
the opportunity to highlight these gaps
will only grow. That relationship benefits
from a lack of scrutiny, and the time is
ripe for a more coordinated effort to
reframe the conversation about Russia’s
partnerships in the Arctic from that
win-win friendship to something more
accurate: an exploitative relationship built
on fragile foundations. JFQ
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Italian navy anti-submarine frigate ITS Carlo Margottini and command and control ship USS Mount Whitney transit alongside USS Harry S.
Truman in support of Neptune Strike 22, February 2, 2022, in Adriatic Sea (U.S. Navy/Hunter Day)

Risky Business
Using the Joint Force's Framework for
Managing Risk

By Bryan Groves, Jerad M. Rich, and Kaley Scholl

he 1962 Cuban Missile Crisis

presented President John F.

Kennedy and his advisors with
one of the riskiest strategic dilemmas
of the Cold War. How could America
force the removal of Soviet nuclear
weapons from Cuba without trigger-
ing a nuclear conflict? In response,
President Kennedy implemented a
multidimensional approach. He showed
strength and resolve through a naval

quarantine around Cuba while creat-
ing room for diplomacy by promising
Premier Nikita Khrushchev (via discreet
diplomatic back channels) that U.S.
missiles would be pulled out of Turkey
if the Soviets removed their weapons
from Cuba.! Kennedy’s decision to
implement a naval quarantine balanced
risk of action against risk of inaction or
“overaction” (that is, too great an esca-
lation). Kennedy effected the removal

Colonel Bryan Groves, USA, is Director of the Commander's Initiatives Group at U.S. Army Forces
Command. Lieutenant Colonel Jerad M. Rich, USAF, is Commander of the 28" Operations
Support Squadron at Ellsworth Air Force Base. Kaley Scholl is the Deputy Director of the
Strategic Assessments Branch at the Joint Staff J5, Strategy, Plans, and Policy.

of Soviet nuclear missiles from Cuba
while also providing an off-ramp to
deescalate the situation.

Those 13 days in October 1962 were
fraught with risk as President Kennedy
aimed to reverse the Soviet’s emplace-
ment of nuclear weapons 90 miles off
Florida’s coast. While risky throughout,
the decisionmaking and implementa-
tion were straightforward due to the
bipolar international environment in
which the United States and the Soviet
Union were the two superpowers.

The Kennedy administration assured
military leaders that implementing the
quarantine mitigated the severity and
probability of risk appropriately through
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Lieutenant Isay Rapoport, left, directs F/A-18E Super Hornet, assigned to “Tophatters” of Strike Fighter Squadron 14, on flight deck of USS

Abraham Lincoln, March 13, 2022, in Philippine Sea (U.S. Navy/Javier Reyes)

the specific policy directives issued and
civilian oversight. The contemporary
environment is not charged in the same
way as during the Cuban Missile Crisis.
The current multipolar world order that
pits the United States, China, and Russia
as Great Powers, however, complicates
leaders’ risk decisionmaking and mitiga-
tion measures beyond that experienced
during the Cold War.

Today’s multipolar dynamic means
that risk and resourcing decisions must
be made considering the signaling that
actions against one Great Power are
expected to have on another. Leaders’
risk assessments and communications
must reflect the prioritization provided
in strategic guidance.? A prominent cur-
rent example involves considering the
effects on China of actions in Europe
against Russia. How closely are Ukraine
and Taiwan linked? What would be the
best approach against China, America’s
long-term pacing challenge, in the Indo-
Pacific region and globally? Should the
United States unequivocally support
the Ukrainian resistance to buoy its
credibility and signal to China what its

fate might be if it invades Taiwan? Or

is Taiwan a separate and higher prior-
ity matter for which America and the
joint force should save resources? These
are policy decisions. Yet senior military
leaders involved in related discussions
support policymakers with military ad-
vice to inform that decisionmaking.

In this environment, managing risk
across regions and over time in accordance
with policy priorities is an especially impor-
tant imperative for senior military leaders.
A shared understanding of and approach
to risk facilitates a coherent decisionmak-
ing process for the U.S. military. While
following civilian policy direction, the
joint force uses the Joint Risk Analysis
Methodology (JRAM) to prioritize
globally and across time in a multipolar
environment, for strategic competition,
during crises, and throughout armed con-
flict. Coherent, prioritized decisionmaking
that properly accounts for diverse types of
risk is important because lives are in the
balance. Decisions made in peace to pri-
oritize one threat over another, one area of
the world over another, one Service or ca-
pability over another, or urgent operations

today over important and longer term
modernization efforts could facilitate
cither tomorrow’s success or its failure.?
Managing critical decisions regarding force
posture, planning, modernization, and
investments in ways congruent with long-
term strategy is truly “risky business.”
This article provides the analytical
basis for the JRAM, the framework for
appraising and managing risk. It explains
how risk informs national security de-
cisionmaking. The JRAM is useful and
flexible, within limits, to facilitate com-
manders’ decisionmaking regardless of
level. This article, however, focuses on
the Joint Staff level and above. Beyond
education, the purpose is to illustrate key
risk considerations, including impacts of
mitigation measures to other regions and
across time in a multipolar environment.

Theoretical Underpinnings
of Risk Methodology

To facilitate the Chairman of the Joint
Chiefs of Staff’s military advice to the
Secretary of Defense and the President,
the Joint Staff J5 formally penned, and
coordinated with all combatant com-

108 Features/Using the Joint Force's Framework for Managing Risk

JFQ 111, 4% Quarter 2023



mands and Services, the first JRAM,

in 2016, to promote a common risk
framework and lexicon to the joint
force.* Since then, the updated JRAM,
dated October 12, 2021, prepares

the Chairman and military leaders at
every level to consider and handle risk
appropriately in an environment where
the Nation and its allies are faced with
two Great Powers engaged in a “no-
limits” strategic partnership.® The 2021
JRAM represents an outcomes-oriented
risk process that informs strategy and
resourcing decisions, all the while
nested in policy, doctrine, and practice.®
The JRAM is not a tactical one-size-
fits-all approach to risk; instead, the
JRAM represents a common methodol-
ogy for the joint force to normalize
risk appraisal and risk management
processes, facilitate consistency across
the Department of Defense (DOD),
and enhance risk communication for
national security decisionmaking.”

The theoretical underpinnings of
the current JRAM originated from the
Joint Risk Assessment System (JRAS),
which was the product of over 8 years of
development and leveraged 2 decades’

experience conducting the Chairman’s
Risk Assessment, Quadrennial Defense
Review risk assessments, and other risk
assessments. This system was developed
in collaboration with the major risk
stakeholders, including the Joint Staff,
Services, combatant commands, and
Office of the Secretary of Defense.
Additionally, the Joint Staff J5 con-
ducted research and engagements with
the private sector, academia, and think
tanks. The Chairman employed the
JRAS’s foundational risk governance
framework from 2006 until updated in
the JRAM in 2016.% While the JRAS
provided the joint force with a concept
of risk governance based around risk
analysis and risk management for senior
leaders, it only viewed risk through the
lens of the commander providing the
risk assessment instead of an assessment
of global risk to surmise impacts across
the joint force over time. The new
JRAM addresses these shortcomings,
providing a framework to understand
globally integrated risk.

The JRAM’s approach uses an index of
severity (consequence levels) assessed for
a harmful event (with various probability

Figure 1. Probability and Consequence

Risk Levels

HIGH RISK:
Maximum level of expected
impact on the thing of value.

SIGNIFICANT RISK:
Severe level of expected
impact on the thing of value.

MODERATE RISK:
Medium level of expected
impact on the thing of value.

LOW RISK:
Little or no expected impact
on the thing of value.

levels) that results in a risk level along a
contour graph (that is, probability x conse-
quence = 7sk), as shown in figure 1.

The combination of probability and
consequence levels determines the initial
risk assessment for a potential threat,
which then allows for risk judgment,
or the qualitative effort to determine a
decisionmaker’s final characterization
of risk.® This approach allows the deci-
sionmaker (that is, military leader) to
determine an appropriate risk level based
on an objective assessment of probability
and consequence while incorporating the
commander’s judgment to account for
various factors decisionmakers face.

Risk Assessments:
Supporting Senior Leader
Decisionmaking

Across Regions. Evaluating and com-
municating risk across regions is at the
core of any successful risk appraisal and
management effort. The JRAM strives to
reduce misunderstandings between risk
stakeholders despite the complexities and
uncertainties in the dynamic global secu-
rity environment by providing a common
framework and lexicon. Leaders’ use of
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Source: Chairman of the Joint Chiefs of Staff Manual, Joint Risk Analysis Methodology (Washington, DC: The Joint Staff, October 12, 2021), B-6.
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this framework and risk vocabulary is
foundational in communications with
partners and adversaries.'? For example,
on March 15, 2022, the U.S. Navy
conducted an air demonstration from the
USS Abraham Lincoln in the Yellow Sea,
using F/A-18 E /F and F-35C aircraft.
The official press release reaffirmed the
U.S. security commitment to Japan and
the Republic of Korea. Leaders also
designed it to signal the Democratic Peo-
ple’s Republic of Korea to reconsider its
ongoing intercontinental ballistic missile
launches.!! These risk decisions, actions,
and corresponding communications reaf-
firm security guarantees to Indo-Pacific
partners while warning regional adversar-
ies of the continued U.S. commitment to
its Indo-Pacific allies and partners, despite
its current focus on Russia’s unprovoked
invasion of Ukraine.

Across Time. A risk assessment
should consider drivers of risk not only
across combatant commands but also

various time horizons.!? Assessing risk
over multiple time horizons is a recogni-
tion that managing risk today affects
future risk. The JRAM employs three
time horizons gleaned from other DOD
strategy documents: force employ-
ment (0-3 years); force development
(2-7 years); and force design (5-15
years). By analyzing risk across various
time horizons, decisionmakers can be
intentional about their willingness to
accept, avoid, mitigate, or transfer risk
to ensure their choices reflect global
strategic priorities (see figure 2). In a
2021 article, General Charles Q. Brown,
Jr., USAF, and General David H. Berger,
USMC, discussed the need for a new
strategic readiness paradigm, and that
risk appraisal completed on behalf of the
Chairman must look holistically across
the joint force.’® The 2021 JRAM sup-
ports the call to facilitate risk decisions
that consider implications across multiple
Services and combatant commands.

Figure 2. Risk Across Regions, Services, and Time

USEUCOM

USCENTCOM

Figure 2 and the corresponding vignette
demonstrate one way this could play out.

On January 21, 2022, leaders divected
the USS Harry S. Truman carvier strike
group to participate in Neptune Strike

22 exercises in the Mediterranean Sea
amid pre-invasion tensions amony the
United States, the North Atlantic Treaty
Organization (NATO), and Russin. The
participation of the U.S. carrier strike
group was a signal of transatlantic unity
but did divert assets from the Persian Gulf.
However, the carrier had just returned to
sea after three consecutive deployments in
4 years, spanning 56,000 nantical miles
through the U.S. Northern Command,
U.S. European Command (USEUCOM),
and U.S. Central Command
(USCENTCOM) areas of responsibil-

ity (AORs).* The carrier was supposed

to enter a vigorous maintenance cycle.
Instead, leaders slimmed down the mainte-
nance to minimize maintenance backlogs
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Source: This figure is an example from the Joint Risk Analysis Methodology manual. The risk levels depicted are fictious and do not represent
actual assessed risks. See Chairman of the Joint Chiefs of Staff Manual, Joint Risk Analysis Methodology (Washington, DC: The Joint Staff,

October 12, 2021), B-10.
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wn the shipyard and met the demand for the
Truman to return to the fleet.'

Analyzing the risk associated with this
decision, we find that leaders accepted
higher near-term risk in USCENTCOM
AOR to drive down near-term risk in the
USEUCOM AOR. Prioritizing select
AORs to focus finite DOD resources on
priority threats may necessarily raise risk
elsewhere. For instance, if DOD priori-
tizes contemporary campaigning today
in the USEUCOM and USCENTCOM
AORs over modernization and main-
tenance, it may be accepting increased
risk in a potential future fight in the
Indo-Pacific region—if everything can-
not be sufficiently resourced. Therefore,
policymakers’ resourcing decisions drive
the joint force’s ruthless prioritization
of operations, activities, and investments
consistent with policy guidance and
long-term strategic aims—what some
have referred to as “strategic discipline.
Again, because DOD resources are finite,
policymakers must use the other levers of
national power to compete with adversar-
ies. President Joe Biden’s Interim National
Security Strategic Guidance highlights the
use of diplomacy as the national security
tool of choice, with the military being the
tool of last resort.!” By articulating risk ho-
listically across regions and time, while also
considering impacts across functions and
domains, senior military leaders can better
understand and articulate risk decisions’
various implications.'®

»”16

Commander’s Discretion

in Risk Analysis

The ongoing Russian invasion of
Ukraine represents an important inflec-
tion point for defense policymakers.
One approach could be to shore up
NATO and European partners and allies
by refocusing departmental and national
resources toward NATO’s eastern flank.
A second approach could be to maintain
discipline by allocating resources toward
the pacing DOD challenge, China; in
the Indo-Pacific region, globally; and
toward related modernization efforts.
As civilian policymakers decide on such
policy and resourcing decisions, it will
be incumbent on joint force command-

ers to mitigate risk with their campaign-
ing, in crises, and potentially in armed
conflict. Senior leaders must consider
more than urgent force employment
actions in these risk judgments. The
JRAM presents a methodology to do
just that. Yet it does so while realizing
that actions taken today can also posi-
tively shape the future. Thus, it does
not force leaders to forgo all opera-
tions or activities necessary to advance
defense priorities today.

Conclusion

The United States no longer enjoys the
strategic overmatch it encountered after
the Cold War and now faces a multi-
polar security environment defined by
two nuclear-armed Great Powers. To
compete against these near-peer adver-
saries, joint force commanders must
ruthlessly prioritize resources across
regions and over time in accordance
with global policies and imperatives.

A foundational question addressed in
cach decision is how many resources to
expend in each effort today versus apply
toward another activity, hold in reserve,
or invest for the future. The 2021
JRAM’s risk framework supports Service
chiefs, combatant commanders, and
military leaders at all levels and aligns
with recently released and forthcom-
ing strategy documents.' There is still
room for improvement.

Future iterations of the JRAM should
consider applicability of the framework to
assess strategy, analyze risk as opportunity,
and apply the methodology to evaluate cu-
mulative risk over time. In the meantime,
its standardized yet flexible framework
is a significant improvement in thinking
and acting holistically about global risk to
the joint force, across regions, elements,
and time. Consistent use will facilitate
senior leader decisionmaking in apprais-
ing, managing, and communicating risk
throughout the tough decisions in our
dynamic security environment. JFQ
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Soldiers with the 452" Antiaircraft Artillery Battalion stand by and check their equipment during convoy in Belgium, November 4,1944 (U.S.

Army Signal Corps/Library of Congress)

Absent From the Front
What the Case of the Missing World War |l
Black Combat Soldier Can Teach Us About

Diversity and Inclusion

By Bryon Greenwald

he prevailing view of the U.S. Although this assessment was obvi-
—|_ Army’s White civilian and mili- ously inaccurate, leadership wanted

tary leadership during World War  to maintain segregation and, despite
II was that Black Soldiers were ineffec- a Presidential order to the contrary,
tive—that is, they “couldn’t fight.” took several administrative actions to

Bryon Greenwald was the Deputy Provost of the National Defense University (NDU) and
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prevent the organization and deploy-
ment of African-American combat units.
While this article highlights the value of
inclusion in changing perceptions and
overcoming bias in the Army during
World War 11, its example points the way
for today’s larger defense establishment as
it struggles to recruit enough young men
and women into its ranks annually. These
recruits will be more diverse in race,
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ethnicity, religion, and sexual orientation
than their World War II predecessors.
Many, however, will face similar preju-
dicial attitudes about their value to the
force simply because they are seen to be
in some way different. Appreciating the
value of inclusion and how the mixing

of racially different groups of Soldiers in
World War II changed the attitudes of
those White and Black troops encourages
us to provide the same opportunity today.

Over 12 million Americans, including
900,000 African Americans, served in
the World War II Army. While hundreds
of thousands of Blacks deployed in over
a thousand units to North Africa, Italy,
Europe, and the Pacific, very few—only 3
percent of African-American units—were
combat outfits, and even fewer engaged
in combat. Why was there such a lack of
proportional representation when even
President Franklin Delano Roosevelt
directed that 10 percent of all Army units
would be Black?!

Immediately, the answer seems
obvious. First, African Americans made
up approximately 10 percent of the
American population, but in 1940, 75
years after the Civil War and constitu-
tional amendments abolishing slavery
and establishing equality and the right to
vote, the White American majority still
did not consider Blacks as their equals in
fighting spirit (or anything else).?

Second, while great strides had been
made in the education of the Black popu-
lation since the Civil War, and especially
since World War I, the lingering effects
of segregation, economic and social mar-
ginalization, and access to quality schools
meant that Black intelligence, as mea-
sured by the Army General Classification
Test, lagged behind that of Whites and
reinforced U.S. military leaders’ belief
that Blacks were not smart enough to
fight a modern war.?

Third, these beliefs dovetailed with
conflicted attitudes and tensions of ra-
cial subordination and superordination
within the disequilibrated system of race
relations present in American society at
the time. And because the World War
IT Army consisted of mostly White men
with decades of socially sanctioned preju-
dice ingrained in their psyche, the World

War II Army systematically discriminated
against African Americans and established
an apartheid-like segregation of Black
Servicemembers despite Presidential
directives to do otherwise. While publicly
the national attitude toward Blacks and
other minorities may have been “sepa-
rate but equal” as decided in Plessy ».
Ferguson (1896), the Army treated Black
men and Black units as “unequal and
keep separate.”

In short, as far as the U.S. military
was concerned, World War II was a White
man’s war; others need not apply.

Eye Opening

To understand this situation, however,
requires some historical perspective.
Despite African Americans having
served with distinction in every war
since the Revolution, when Congress
passed the Selective Training and
Service Act of 1940, there were 4,435
Black enlisted men, 5 commissioned
officers, and 11 warrant officers in an
Army of 269,023.* Shortly thereafter,
more than 2.5 million African Ameri-
cans registered for the draft in 1940,
and about half were inducted, 75
percent of whom went into the Army.®
During the war, the Army referred to
the over 901,896 African Americans
that served as “Negro personnel” and
segregated them into “colored” outfits,
which were delineated in some Army
records by the parenthetical (Colored)
or the abbreviation (Cld), as in 452
Antiaircraft Artillery (Automatic
Weapons) Battalion (Colored) or 452"
AAA (AW) Bn (Cld).® By modern
standards, this policy seems extremely
outdated, but it reflected the societal
attitudes and norms of the time toward
anyone but White people.

While not to the same degree, the
Army treated women and other minori-
ties similarly.” The prevailing attitude was
that White men made the best Soldiers
and should provide the preponder-
ance of combat forces. To the extent
that Blacks—or Hispanics, Filipinos, or
women—entered the force, it was both
the result of political pressure and to
relieve White men of less meaningful
tasks, so they could fight at the front.

The Army had no issue with enlisting
Blacks, Filipinos, or Puerto Ricans if
they were in separate units. In fact, in
1940-1941, with the Japanese occupy-
ing northern Indochina (today Vietnam)
and preparing for a likely war with the
United States, the Army went so far as
to refuse to allow Filipinos to enlist ex-
cept in the Philippine Scouts or in units
stationed in the Philippines that would
accept them.® Los Borinquenos were sent
to units in Puerto Rico, such as the 123
Antiaircraft Artillery (Gun) Battalion,
which the Army formed out of a Puerto
Rican National Guard Coast Artillery
Regiment and moved between Puerto
Rico and Trinidad during the war.® The
largest and most politically active group,
however, was African Americans.

At its peak in June 1945, the Army
totaled 8,266,373 men, of which
694,818 (9.33 percent) were Black.!?
During the war years, African Americans
represented about 10 percent of the U.S.
population. At a Cabinet meeting on
September 13, 1940, President Roosevelt
stated his desire to have Black Soldiers
proportionally represented in all Army
unit types. The next day, Army Chief of
Staff General George C. Marshall duti-
fully directed Brigadier General William
E. Shedd III, the Army G1, to prepare a
summary of the Service’s ability to com-
ply with the President’s directive.!!

Two weeks later, at a meeting with
Black political leaders including A. Philip
Randolph, head of the Brotherhood of
Sleeping Car Porters, which Roosevelt
unintentionally recorded, the President
reiterated his position: “We are not, as you
saw so much in the World War, confining
the Negro into the non-combat services.
We’re putting ’em right in, proportion-
ally, into the combat services.” To the
question of African Americans having
“their own divisions and regiments, and
the opportunity to prove their value,”
Roosevelt suggested that White and Black
regiments “in the same division” and
artillery batteries working near each other
would coalesce organically. “After a while,
in case of war, those people get shifted
from one to the other. The thing gets sort
of backed into. You have one battery out
of a regiment of artillery . . . that would be
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a Negro battery, with a White battery at
the end, maybe a nearby battery . . . and,
gradually working in the field together,
you may back into it [integrated units].
Roosevelt’s desire for proportional
representation notwithstanding, lower
education levels, the lack of Black leaders
to serve as noncommissioned officers
and officers, and prejudicial attitudes
about the worthiness of Black units
prevented the Army from reaching this
goal until December 1945, 4 months
after the Japanese surrender.’® These
factors—education, leadership, and
prejudicial attitudes—also influenced the
distribution of Black Servicemen among
the Army’s various branches, driving
the allocation of African Americans out
of combat units (armor, cavalry, coast/
antiaircraft artillery, field artillery, and
infantry) and into service branches. For
the reasons mentioned, there were few
Black combat units. Historians, however,
tend to understate the extent to which
the Army purposely assigned African
Americans to noncombat and sup-
port units. Even the most authoritative
sources, including the National World
War II Museum and Matthew Delmont’s
Guggenheim and National Endowment
for the Humanities—supported study,
Hulf American: The Epic Story of African
Americans Fighting World War 11 at
Home and Abroad, note that “most”
African Americans served in noncombat
units.'* As the following demonstrates,

»”12

those estimates do not come close to
recognizing how few African-American
combat troops there really were.

History Revised

The discovery of the Army’s July 1945
station list of all Colored units demol-
ishes any claim by the Army of meeting
Roosevelt’s 10 percent distribution of
Blacks across combat, combat support,
and Service units.’® A station list is a
list of units by location. The Army kept
monthly records, generally by theater.
In June 1945, 73.4 percent of African
Americans serving in the Army were
overseas, compared with 63.4 percent
of the Army’s total strength.!¢ An analy-
sis of the 150-page station list confirms
that not “the bulk” or “a majority” but

virtually all African Americans ended the
war in service units. First, theater com-
manders converted some units—infan-
try regiments of the 92" and 93" Infan-
try Divisions, antiaircraft battalions, and
others—to noncombat duties. Second,
95 percent of all Black units deployed
overseas were service units.!”

Third, when one looks beyond
infantry, armor, and artillery outfits to
units often assumed to be combat units
by their nomenclature—for example,
engineers and aviators—and examines
those units by their table of organization
and equipment, only a few Black engineer
units (15 of 325) were combat engineers
or bridging units, and only 4 of 43
Black aviation units flew airplanes. Most
Black Soldiers drove trucks that moved
the unit’s aviation support equipment.
Indeed, page after page of this station list
documents African-American truck com-
panies, salvage battalions, laundry and
bath detachments, stevedores, and supply
units. And while their contribution in
service and support tasks was critical to
the war effort, digging ditches, unloading
ships, or driving supply trucks (even the
famed Red Ball Express) do not make for
rousing historical narratives, nor did it
change the view of most White Soldiers
about the value of Black Soldiers.

Combat Brings Opportunities
for Inclusion

Given the influence of segregation on
their Army experience, Black Soldiers,
unlike their White counterparts, focused
more on equality than on winning the
war. In March 1943, when asked, “Do
you think this war is as much your affair
as it is anybody else’s?” 86 percent
White and 66 percent Black Soldiers
matched by education, region of origin,
and branch of Service responded yes.
When asked if they were “fighting

to protect free speech for everyone,”
White Soldiers responded very posi-
tively (90 percent), Blacks less so (70
percent). When polled about what they
might ask the President, 50 percent of
African-American Soldiers stated they
would ask about racial discrimination;
less than 0.5 percent of White Soldiers
responded similarly. Finally, and most

important, to the question, “Do you
think that most Negroes are being given
a fair chance to do as much as they want
to do to help win the war?” a majority
of Blacks answered no (54 percent), 35
percent answered yes, and 11 percent
were undecided. White Soldiers saw
things differently, responding over-
whelmingly yes (76 percent), with 12
percent answering no and 12 percent
undecided.'® This vast difference in per-
ception seen in the last question clearly
stemmed from preconceived ideas
about the worthiness of Black Soldiers,
their purposeful segregation, and the
task or duty separation that limited the
ability of Black and White Soldiers to
interact in a meaningful manner. This
perspective carried over to how African
Americans thought about serving

in the same outfit or unit as Whites.

Of 3,000 Blacks surveyed in March
1943, 37 percent indicated that “they
should be in separate outfits,” while 36
percent opted to “be together in the
same outfits.” Of that latter group, 15
percent voiced statements about democ-
racy and equality and 5 percent believed
that closer association would bring
improved understanding between the
races. Similarly, of those Blacks opting
for separate outfits, 13 percent indicated
it was due to the existence of prejudice
that drove their choice. In other words,
if the prejudice did not exist, they might
have chosen “same outfit” instead.'

When researchers asked that same
question of 4,800 White enlisted men,
84 percent responded that they wanted
to be in separate outfits; only 12 percent
stated that Blacks and Whites should
serve in mixed units together. Some
(14 percent), however, qualified their
“separate” vote by including statements
suggesting that expediency during war-
time drove their belief; 7 percent were
concerned that intermingling would lead
to friction and trouble.?

Researchers conducted these surveys
of men who were out of combat and in
some cases had not yet deployed overseas.
After being in close combat, fighting for
their very lives side by side with Black
Soldiers, White opinions changed sig-
nificantly. Using a framework developed
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Soldiers of 92" Infantry Division operate mortar near Massa, Italy, November 1944 (U.S. Army/Nat|ona| Archives and Records Administration)

by the author, three examples from the
campaign against Germany show how
White Soldiers went from admiring Black
Soldiers in the performance of their duties
to desiring their assistance to requiring
their help to stay alive and win the war.?!
Admirving. Take, for example, the
experience of White infantrymen and
others watching the Black men of the
320™ Anti-Aircraft Barrage Balloon
Battalion, VLA (Very Low Altitude),
operating on Omaha and Utah beaches.
The 320" Battalion was one of four
Black barrage balloon battalions and
the only battalion of its type (White or
Black) to deploy to combat not once,
but twice: first to Normandy on D-Day,
June 6, 1944, within four hours of the
assault, and then to the Pacific. The
men of this battalion were the first Black
Soldiers and the first Black combat unit
to set foot in France. Their mission was

to float several 35-foot-long balloons or
“silver sausages” to an altitude of 2,000
feet and create an aerial hazard to either
snare unsuspecting enemy aircraft or
force them to higher altitudes where
Army antiaircraft units or pursuit planes
could engage them. Despite being under
continuous artillery and machine gun
fire, the battalion got its balloons aloft,
sometimes grabbing the wire tether and
maneuvering them by hand.

Along with the other Black balloon
battalions, the 320™ Battalion was a
“source of tremendous pride for black
America” and received frequent coverage
in both the African-American and the
White press. When it left France after 140
days, the 320" had destroyed one Junker
JU-88 and possibly two other German
aircraft and received a commendation
from General Dwight Eisenhower for
its service at Omaha Beach. Moreover,

the 320%™ captured the attention of
Servicemembers across Europe and
changed some, if not all, minds about the
ability of African-American Soldiers. As
Bill Richardson, a military correspondent
on Eisenhower’s staff, noted, “It scems
the whole front knows the story of the
Negro barrage balloon battalion outfit
which was one of the first ashore on
D-day. [ They] have gotten the reputation
of hard workers and good Soldiers. Their
simple earnestness and pride . . . [are]
obvious to some of the most Jim Crow—
conscious southerners.”*

One Black Soldier, however, beat even
the first Black balloon crew to Normandy.
Corporal Waverly Woodson, Jr., a medic
from Philadelphia, was temporarily de-
tached from his battalion and assigned
to an early arriving landing craft, tank
(LCT), with the 29t Infantry Division
to treat wounded Soldiers regardless of
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Soldier with 12" Armored Division stands guard over group of Nazi prisoners, April 1945 (National Archives and Records Administration)

color. As Woodson’s LCT approached
Omaha Beach around 9:00 a.m., it struck
a mine that disabled the motor and hit
another mine that tore into the hull. An
artillery round then landed in the jeep
on deck, killing several men. Woodson
suffered shrapnel wounds to the leg, his
first of two, and soon found himself strug-
gling to get out of the frigid water and
ashore. Once on the fire-swept beach, he
quickly set up an aid station and treated
200 wounded and dying Soldiers. Even
after being relieved at 4:00 p.m. on June
7, after 30 hours of continuous action,
Woodson gave artificial respiration to
three White Soldiers who had gone
underwater during their attempt to land
their LCT before he collapsed from his
wounds and sheer exhaustion.?
Woodson’s battalion commander,
a White officer, reccommended him
for the Distinguished Service Cross,

the Nation’s second highest award.
Lieutenant General John C.H. Lee, the
deputy commander of U.S. Forces in
Europe, believed Woodson deserved
the Congressional Medal of Honor and
ordered the recommendation revised.
Records indicate that the award even
reached the White House, but it is lost
to history whether the recommendation
ever crossed President Roosevelt’s desk.
Woodson’s personnel records burned
in a 1973 fire at the National Personnel
Records Center in St. Louis.

In recent years, some Black men
have been belatedly honored, but during
World War II Black men did not receive
the Medal of Honor. Of the 433 Medals
of Honor awarded during the war, none
went to African-American Soldiers. In
the end, Woodson received the Bronze
Star, the Nation’s fourth-highest award
for valor. Years later, when talking about

racial relations and his service on Omaha
Beach, Woodson remarked that when
men needed aid, “They didn’t care what
color my skin was.”?*

The same feeling may have existed
among other White combat units. White
infantrymen and tankers appreciated the
labor of Black (and White) men culled
from across the force to serve as truck
drivers in the Red Ball Express, which
provided desperately needed fuel, ammu-
nition, and supplies to forward combat
forces as they chased German units across
the Seine River following the breakout
from Normandy. This situation was an-
other case where White combat troops
in the forward areas could appreciate
and admire the work done by Blacks and
others but did not necessarily need to
interact with them in a meaningful way.

Desiring. The strict segregation of
African-American Soldiers and units
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began to change as combat extended
beyond Normandy and approached the
German border in the latter part of 1944.
Combat conditions in December 1944
in the Ardennes gave rise to the need

for greater integration of units but not
necessarily individual personnel. Indeed,
the exigencies of close combat against the
German attack that started on December
16 drove Black and White artillery units
closer together than ever before.

In spring 1945, there were 238
separate field artillery battalions in the
European theater of operations out of a
total of 307 deployed worldwide; 9 of
those battalions were Black, and all were
in theater.”® Outside the underutilized
92 (Ttaly) and 93 (Southwest Pacific
Area) Infantry Divisions (Colored),
those nine African-American artillery
battalions, less than 3 percent of those
in Europe and less than 4 percent of
the total, represented the largest con-
centration of African-American combat
power in a single theater of war. Their
mere existence and inclusion in combat
operations underscored the American
preference for overwhelming firepower.
For when it came to the desire to pummel
the Germans with devastating artillery
fire, the Army set aside its prewar concern
about having Black battalions and batter-
ies provide artillery fire support for White
troops and prioritized its tactical ethos.

Army artillery provided support
at several levels. The first and most
direct support came from the artillery
battalions assigned permanently to an
Army division. The next most proximate
support came from a battalion or often
several battalions attached to an Army
division. The third level of support oc-
curred when one or more battalions,
often under the command of an artillery
group, reinforced the fires of a division’s
organic artillery battalions. Given the
prewar Army’s taboo against integrating
Black and White units within the divi-
sion, all nine African-American artillery
battalions were assigned to corps artillery
commands and organized as part of field
artillery groups to reinforce the fires of
assigned or attached artillery battalions.

In most cases, Black artillery bat-
talions fought as part of White artillery

groups commanded by and consisting

of White men. However, several times in
the war, White artillery battalions worked
under the command of a Black artillery
group led by Black officers.?® And while
this mixture of Black and White bat-
talions occurred episodically in Europe,
nowhere was this level of unit integration
more necessary or the ability of Black and
White units to cooperate more critical
than during the Battle of the Bulge at the
siege of Bastogne.

The European winter of 1944 was
one of the coldest in nearly 40 years.
Ice-cold rain turned dirt roads into
rivers of mud that stopped vehicles in
their tracks and then froze them in place
when the temperature dropped. As the
Allied armies approached Germany,
the Ardennes forest, covered in a thick
blanket of snow held in place by sub-zero
temperatures, was one of the worst places
to fight. In May 1940, the Germans
attacked through what the French be-
lieved was the impenetrable Ardennes
forest, overwhelmed a surprised French
force, and reached the English Channel
in weeks. In December 1944, Hitler
intended to repeat the feat, slice through
a weakly defended area of the Allied line,
destroy the U.S. First and Ninth Armies
and the British 21 Army Group, and
recapture the port of Antwerp.

At 5:30 a.m. on December 16, the
first of up to 27 German armor and
infantry divisions—200,000 men in
total—attacked across a 60-mile front,
catching 83,000 men in six untested or
refitting American divisions, most belong-
ing to the VIII U.S. Corps, completely by
surprise.?” Over the next 3 days, American
divisions managed to hold the northern
and southern shoulders and delay the
German main thrust in the center. While
bitter combat occurred throughout
the salient, the battle devolved into an
all-out fight in the very compartmented
terrain to hold bridges and major road
junctions—in particular, the junction of
several major roads at Bastogne.

In December 1944, VIII Corps
divisions received reinforcing artil-
lery fires from several organizations,
including the 333" Field Artillery (FA)
Group (Colored). The 333 FA Group

consisted of two Black artillery bat-
talions—the 333 FA Battalion and the
969™ FA Battalion, both equipped with
12 155mm howitzers—and the 771*
FA Battalion, a White battalion armed
with 4.5-inch guns. Over December
16-17, the German onslaught overran
clements of the 106™ Infantry Division
and portions of the supporting 333" FA
Battalion and drove them to the west. In
the process of retreating, the 333 FA
Battalion lost seven of its guns and most
of'its Soldiers, including 11 Soldiers mas-
sacred in Wereth, Belgium, by men from
the German 1* SS Panzer Division.?®

Meanwhile, Eisenhower sent one of
his two theater reserve divisions, the 101+
Airborne Division—3 months removed
from the failed attempt to bounce the
Rhine in Operation Market Garden and
only 3 weeks removed from leaving the
British line after an additional 65 days in
combat—to Bastogne to hold the vital
road junction and slow, if not stop, the
German attack in the center of the Bulge.
To reinforce the division’s own artillery,
VIII Corps placed the 333 FA Group
headquarters and the 969" FA and 771+
FA battalions under the command of the
101 Division Artillery led by Brigadier
General Anthony McAuliffe, who by
happenstance was also the acting division
commander as Major General Maxwell
Taylor was out of the area.?’

As the 101 Airborne Division
moved by truck to Bastogne, the
Germans attacked from the east, north,
and south, forcing U.S. units to retreat
toward the town. By December 20, the
333 FA Battalion, having suffered a
direct attack by German panzers, had
lost 2 additional howitzers, for a 4-day
total of 9 guns, 34 trucks, 12 weapons
carriers, and 6 officers and 222 men,
either as casualties or prisoners. The
remnants of the battalion folded into
the 969™ FA Battalion, the other Black
artillery battalion, now in the vicinity of
Bastogne. Concurrently, direct German
pressure on the White cannoneers of the
771 FA Battalion drove most of the
Soldiers off, leaving just 6 officers and
14 Soldiers to man two of their 4.5-inch
guns. The 969" FA Battalion took con-
trol of these guns, creating a composite
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battalion, and the 20 remaining men of
the 771 FA Battalion joined the 333
Field Artillery Group headquarters. By
the afternoon of December 21, with
Bastogne now surrounded, the 969" FA
Battalion was the only medium artillery
to back up the division’s light 105mm
howitzers inside the half-mile-wide de-
fensive perimeter.3

From December 21 to 26, the
Germans surrounded Bastogne. Some of
the artillerymen were within 500 yards
of the frontlines. Artillery rounds, how-
ever, were in such short supply that the
969" FA Battalion only fired on targets
called in by observers. The infantrymen
defending the town did not stop to ask
what color the cannoneers were when
asking for artillery protection—they just
asked for help.

Despite the shortages and the
constant German artillery, armor, and in-
fantry attacks, cooperation between men
and units was superb. Soldiers from the
969" FA Battalion recovered abandoned
vehicles, carried messages under fire,
and evacuated wounded individuals to
aid stations. Several Black men received
the Bronze Star for their actions. Some
men, identifying with the way Airborne
Soldiers wore their uniforms, began
tucking their pant legs into their boots.
One enterprising 969" Battalion cook,
Technician 4 Broman Williams, even set
up an improvised mess and fed a thou-
sand men, White and Black, daily. Like
the men Waverly Woodson treated at
Omaha Beach, the tired, cold, and hun-
gry men of Bastogne did not care who
prepared the food, if it was hot.3!

Just before Christmas, C-47 aircraft
began dropping precious supplies and
ammunition. At 4:50 p.m. on December
26, the first tank from the 4™ Armored
Division, attacking from the south,
pierced the German lines and entered
Bastogne. Before dawn on December
27, American forces had sufficiently
cleared both sides of the road leading
to town that they now had a relatively
secure path to resupply and succor the
101 Airborne Division in the tough
fighting that followed.?

On January 3, 1945, Major General
Taylor arrived with lead elements of the 4

Armored Division and resumed command
of the 101 Airborne Division. Taylor
wrote to Lieutenant Colonel Hubert

D. Barnes, commander of the 969™ FA
Battalion, thanking them for their “gal-
lant support” in defense of Bastogne,
attributing the success to the “shoulder-
to-shoulder cooperation of all units
involved.” He closed by noting that he
was recommending the battalion for the
Distinguished Unit Citation.*® On January
11, Major General Troy Middleton,
commander of VIIT Corps, wrote, “Your
contribution to the great success of our
arms at Bastogne will take its place among
the epic achievements of our Army.”3*

The 969" FA Battalion would leave
Bastogne on January 16 to support
French and American divisions in the
Seventh U.S. Army in the reduction
of the Colmar pocket in the Vosges
Mountains. In February, along with units
of the 101* Division, the battalion re-
ceived the Distinguished Unit Citation. It
was the second Black unit to receive the
award.®® In its 10 months in combat, the
969t FA Battalion fired 42,289 rounds
in support of units in all four American
Armies and the French army. On May
3, 1945, the battalion was reunited with
the 101 Airborne Division, this time
supporting the infantrymen by trucking
German prisoners to the 101 Division’s
prisoner of war stockades.

Requirving. Since the relatively light
losses during the Normandy landings
(2,499 killed in action), U.S. casualties
had increased dramatically. Hedgerow
fighting had decimated infantry divisions,
in some cases resulting in almost 100
percent loss of infantry rifle company
strength. By December 8, 1944, General
George S. Patton’s Third U.S. Army was
short 11,000 infantrymen, the equivalent
of 55 rifle companies or enough riflemen
to fill 2 infantry divisions; Eisenhower’s
manpower specialists predicted the two
major American forces, General Omar
Bradley’s 12" Army Group and General
Jacob Devers’s 6" Army Group, would
need over 29,000 infantry replacements
by the end of the month. The German
attack in the Ardennes made a mockery
of those estimates.?”

Hitler’s desperate gamble to knock
the Allies out of the war in the west
failed miserably but caused over 79,000
American casualties and drove the Army
to rush replacements from the States
and rear area White units. In a bit of
inspired leadership, Licutenant General
John C.H. Lee, the commander of
American Service troops in England
who had earlier reccommended Waverly
Woodson for the Medal of Honor, ap-
proached Eisenhower with the idea to
take volunteer Black support troops into
the infantry. Already planning to release
up to 20,000 White men to undertake
infantry and armor training, Lee now
wanted to tap his reserves of Black
manpower. He had coordinated with
Brigadier General Benjamin O. Davis,
then special advisor and coordinator
to the Theater Commander on Negro
Troops, and Brigadier General Henry
Marchett, commander of the Ground
Force Reinforcement Command,
who supported the idea. Lee had even
drafted a message to be read to African
Americans throughout his command
asking them to volunteer and take re-
ductions in rank to private and private
first class to fight as individual infantry
replacements on the frontlines.

His initial proposal for Black support
troops to integrate into White units on
an individual basis, however, ran afoul of
Eisenhower’s chief of staff, Licutenant
General Walter Bedell Smith. He argued
that to follow Lee’s suggestion would
not only violate Army policy but also
encourage Blacks and their patrons to
push for an end to segregation in the
Army. Eisenhower, as was his way, found
a middle ground, rewrote Lee’s message
personally, and issued a request “to all
soldiers without regard to color or race”
to volunteer for combat assignments.

While originally limited to 2,500
African Americans, 4,562 men came for-
ward, eventually forming 37 overstrength
Black rifle platoons, led by White of-
ficers and platoon sergeants. At the 16™
Reinforcement Depot at Compiegne,
France, these men received the same
training White men had been undertak-
ing since November 1944. The training
staff noted that Black units had lower
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absenteeism and fewer disciplinary prob-
lems than nonvolunteer White Soldiers.
After the modest infantry training con-
cluded, Eisenhower’s headquarters sent
25 platoons to General Bradley’s 12t
Army Group, which detailed them to
the First and Ninth Armies and further
down through corps to Army divisions,
where they fought side by side with
White platoons in integrated infantry
companies. The other 12 platoons went
to 6" Army Group and down to the
Seventh Army, where they formed into
Black companies and fought in White
battalions. A bit later, a second group of
16 platoons arrived, with 12 going to the
12™ Army Group and 4 to the 6™ Army
Group. These units remained infantry
outfits until the war ended, whereupon

the Army either returned them to their
Service unit headquarters or discharged
them. The platoons and companies,
particularly in the 12 Army Group, won
praise from their commanders and from
White men in their units.®

In the 12" Army Group, which had
faced the brunt of the recent German
attack, their gaining organizations did
their best to welcome the arrival of
the Black platoons. Division and as-
sistant division commanders personally
greeted them upon arrival, and in some
instances, platoons received the division
patch and a brief history of the division
and regiment they were joining. As for
their distribution, the platoons joined
both veteran units (1% and 9% Infantry
Divisions) and newer units like the
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12t and 14™ Armored Divisions and
the 69, 78t 99t "and 104™ Infantry
Divisions. At least one division not im-
mediately on the offensive put their
platoons through additional training.
As the assistant division commander of
the 104™ Division noted, “We wanted
to make sure they knew all the tricks of
infantry fighting. We assigned our best
combat leaders as instructors. I watched
those lads training and if ever men were
in dead earnest, they were.”*0

The 104™ Division was rewarded for
the efforts. A divisional report noted,
“Their combat record has been out-
standing. They have, without exception,
proven themselves to be good soldiers.”
The division G-1 told Brigadier General
Davis during an inspection trip:
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Soldiers surround farmhouse as they prepare to eliminate German sniper, near Vierville-sur-Mer, France, June 10, 1944 (U.S. Army/National

Archives and Records Administration)

Morale: Excellent. Manner of perfor-
mance: Superb. Men are very eager to close
with the enemy and to destroy bim. Strict
ALLention to Auty, Afressiveness, Common
sense, and judgment under five has won
the admiration of all the men in the com-
pany. . .. The men of Company F all agree
that the coloved platoon has a caliber of
men equal to any veteran platoon.*!

Black platoons assigned to the 9
and 1* Infantry Divisions were just as
effective. One Soldier, Private First Class
Jack Thomas, received the Distinguished
Service Cross for his actions with the 60"
Infantry Regiment, 9 Infantry Division.
In the 1* Infantry Division, the most
bloodied and experienced division in the
Army, the platoons joined the regiments
that landed in North Africa and stormed
the beach on D-Day. As they fought
side by side, the platoons’ proficiency
climbed dramatically from 30 percent to
80 percent in 2 weeks. When casualties

dropped one platoon’s strength too low
for it to continue as a separate unit, the
remaining men joined a White platoon
as an infantry squad. In another platoon,
when the White platoon sergeant was
wounded, a Black infantryman stepped
forward, worked closely with the other
White platoon sergeants and leaders, and
performed “all duties . . . in a superior
manner.” More directly, a White platoon
sergeant from South Carolina stated,
“When I heard about it, I said I’d be
damned if I’d wear the same shoulder
patch they did. After that first day when
we saw how they fought, I changed my
mind. They are just like any of the other
boys to us.” In so integrating at all but
the individual Soldier level, these men
began to reverse centuries of discrimina-
tion, bigotry, and racism.*?

In June 1945, a month after the war
in Europe ended, the Army surveyed
255 White company officers, platoon
sergeants, and other enlisted men to

determine their reaction to fighting in
integrated units. The officers, sergeants,
and men noted that African-American
Soldiers performed well, with 84 percent
of the White officers and 81 percent of
the sergeants and enlisted men respond-
ing “very well” and 16 percent and 17
percent responding “fairly well,” respec-
tively. Stated another way, 100 percent
of the officers and 98 percent of the
enlisted men responded positively that
Blacks, fighting side by side with Whites,
had performed well. When asked if “with
the same Army training and experience,
how do you think colored troops would
compare with White troops as Infantry
Soldiers?” 86 percent of White officers
and 92 percent of White platoon ser-
geants and men stated “just the same”
or “better than White troops.” Still,
almost all officers and men felt that if the
Army continued to use Black Soldiers as
infantrymen, it should do so in separate
platoons, companies, or even battalions.*
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In a way, while touting the fighting
ability of Black Soldiers, these responses
confirmed the “equal and separate” poli-
cies espoused by the Army and American
society at the time. While an emergency
action during war, the integration of
Black platoons into White infantry units
nonetheless represented a small, if be-
lated, step forward for actual equality.
From admiring to desiving to requiving
the support of Black Soldiers to win the
war, White infantrymen and others in
these vignettes gradually came to accept
integration when their lives depended on
it. And as Roosevelt predicted in 1940,
they “backed into it.”

With Executive Order 9981 in 1948,
President Harry Truman ordered the
military to integrate, but it would take
the Korean War to force the Army to
climinate separate African-American units
and the Vietnam War before it became
a cultural reality.** Even then, changing
attitudes and perceptions was exceed-
ingly difficult. It would take a few more
decades before the Army truly integrated
Blacks into all levels of the force, from
individual squad members to three- and
four-star commanders, and longer still
before the Defense Department pro-
moted them to positions such as the
Chairman of the Joint Chiefs of Staff and
Secretary of Defense.

Conclusion

So what does “the Case of the Missing
World War 11 Black Combat Soldier”
teach us about diversity, equity, and
inclusion?

Warfare has always been and will re-
main a human affair. Despite ever-present
improvements in technology and their
influence on the conduct of war, the last
two decades of conflict in Afghanistan,
Iraq, Syria, and now Ukraine only reaf-
firm this conclusion.

The problem at the onset of World
War II and the problem now is that
the United States faces a shortage of
qualified personnel to populate its
Armed Forces. Recent reports highlight
the dearth of American youth (18 to
24 years old) capable of meeting the
Defense Department’s intellectual, physi-
cal, and moral standards for service. In

Lieutenant General George S. Patton, U.S. Third Army commander, pins Silver Star on Private
Ernest A. Jenkins, of New York City, for his conspicuous gallantry in liberation of Chateaudun,
France, October 13,1944 (U.S. Army Signal Corps/National Archives and Records Administration)
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2019, out of 31.8 million military aged
youth, 9.1 million met the minimum
physical, mental, educational, aptitudinal,
legal, and drug use qualifications, but
only 435,000 were of high academic
quality and were interested in military
service.*® Moreover, civilian corporations
worldwide are competing for the same
shrinking pool of high school and college
graduates. Given this situation, the U.S.
military, both as a corporate business and
as a combat organization, can ill afford
to treat potential employees with disdain,
discriminate against them, or exclude
them because they are seen as different—
for example, in race, ethnicity, gender,
religion, or sexual orientation.

In World War II, the U.S. military
systematically discriminated against
African Americans, shunted those it al-
lowed to serve into noncombat roles, and
believed that winning the war was a job
for White men only. In the end, particu-
larly in Europe, where the Wehrmacht
chewed up battalion after battalion of
American GIs in epic defensive battles
from Normandy to the Rhine, the Army
ran out of fighting White men and had
to rush in a hasty infusion of companies
and platoons of Black volunteers from
Army service forces units to plug the
frontlines and continue the fight. This
emergency inclusion of African-American
troops fighting alongside White infan-
trymen changed a few attitudes about
the fighting abilities and value of Black
Servicemen and set the stage for the
1948 Presidential directive to integrate
the Armed Forces and start the slow
process of structural and cultural integra-
tion. Today’s force must not repeat the
same mistakes; it must capitalize on our
national diversity and include individuals
from all communities into the defense
establishment if we are to maximize
our intellectual and physical abilities to
defend the Nation and ensure our contin-
ued prosperity.

This article highlights the systematic
discrimination against Blacks in World War
II and through three vignettes showed
how the perception of Black Servicemen
changed as White men began to associate
with them and gradually include them in
their combat space, ultimately integrating

African-American service troops among
White battalions and companies in the
later stages of the European campaign.
The lesson this article offers for diversity,
equity, and inclusion suggests that the
assumptions a majority makes about a
minority are often wrong, and when they
are placed together and required to inter-
act, attitudes can and will change. Actions
speak louder than words. Advocates for
the creation of African-American combat
forces helped initiate steps that led to
Black troops being available in Europe
and elsewhere, but the act of fighting
together, of placing Black platoons and
companies within White units, created
the opportunity for change to take root.
Going forward, we must actively engage
in making our organizations better by wel-
coming all highly qualified and competent
Americans into the Armed Forces. We
must not settle for President Roosevelt’s
passive approach. Our humanity, our
professional ethics, and our dire person-
nel (recruiting) situation require us to do
more than back into it. JFQ
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Navy Lieutenant Mayra Perez, Tours With Industry fellow, speaks to George Washington High School students during Navy Promotional Day in
Philadelphia, Pennsylvania, May 11, 2022 (U.S. Navy/Diana Quinlan)

Training With Industry
Integrating the Commercial Defense
Industrial Base

By Michael K. Lima

DPm a proud Unaited States Air Force veteran, and when I look across Raytheon Missiles and Defense, 'm
not alone. The defense industry is full of veterans because we connect deeply with the mission of defending
our nation and our allies’ intevests avound the world. It’s what motivates me to come to work every duwy.

—WEs KREMER
President, Raytheon Missiles and Defense

Chief Warrant Officer 3 Michael K. Lima, USA, is a Training Developer with Officer Leader Development Branch. He is assigned to the U.S. Army
Ordnance Corps and Ordnance School under Combined Arms Support Command at Fort Gregg-Adams, Virginia.
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his article examines Training
—|_ With Industry (TWI)’s impact on

the joint force, and it assesses and
reviews the perspective of the World
War II-era historical TWI program and
contrasts it with today’s version. The
article uses three research methodolo-
gies: assessment of the author’s experi-
ence with the first-ever TWI program
at Raytheon Missiles and Defense
(RMD), review of other Department
of Defense (DOD) TWI programs, and
examination of research on the correla-
tion between TWI and promotion. The
program can connect DOD to the com-
mercial defense industrial base (DIB)
through Servicemembers participating
in it. The aspects evaluated here include
the origins of the program’s history,
the skills TWI participants gain for
the future force, and disadvantages to
senior-level promotion. Recommenda-
tions are made to incorporate TW1I
training objectives into the Joint Learn-
ing Continuum, ensure individual TWI
lessons are captured in the Joint Lessons
Learned Program, and modernize the
TWI program as a fellowship to address
strategic level gaps.

In February 2020, Raytheon Missiles
and Defense signed a gratis agreement
with the U.S. Army Human Resources
Command TWI coordinator. The signed
memorandum formed a mutually benefi-
cial agreement for a new TWI position at
RMD headquarters in Tucson, Arizona.
RMD, a Raytheon Technologies busi-
ness, agreed to provide annual on-the-job
management training for mid-level Army
Soldiers to gain experience and training
that a military or civilian school cannot
replicate to meet the objectives of the
Army and DOD.

Today, each military department par-
ticipates in the TWI program except for
the Marine Corps. The Air Force’s pro-
gram is called Education With Industry
(EWI), and the Navy’s program is
called Secretary of the Navy Tours With
Industry (SNTWI). The DOD program
has well-intentioned objectives, but it
has had problems.

In 2012, the Senate directed the
Government Accountability Office (GAO)
to review DOD’s use of fellowships and

TWI programs to determine the statu-
tory provisions and oversight for these
programs and the extent to which the
Services benefit from these programs.!
The GAO concluded that the benefits of
participation in these programs could not
be ascertained because:

= not all the Services conduct peri-
odic or sufficiently comprehensive
program reviews

= there is no clear guidance on what
qualifies as a post-program assign-
ment that uses the skills and knowl-
edge developed during the program

= the Services do not know their
overall program costs to determine
cost-effectiveness

= some Services do not have memo-
randa of understanding with the
non-DOD host organizations.?

In response to the stated GAO find-
ings, the Office of the Under Secretary
of Defense for Personnel and Readiness
led an effort to revise DOD Instruction
1322.06, Fellowships, Legisintive
Fellowships, Internships, Scholarships,
Training-With-Industry (TWI), and
Grants Provided to DOD or DOD
Personnel for Education and Training,
published on October 12, 2016.3 Before
these revisions to the modern-day TWI
program, the program looked quite dif-
ferent than it does today.

Historical TWI Program

The program dates to the carly U.S.

War Manpower Commission, the War
Production Board, and the Depart-

ment of War from 1940 to 1945. The
purpose was to meet the high demand
for wartime materiel from a small work-
force whose experienced personnel were
being drafted during World War I1.* The
shortage of trained and skilled personnel
challenged the defense industry. The U.S.
Government acted and created the TWI
program (then called Training Within
Industry), a decentralized program
carried out throughout the country in
defense industrial areas. To meet the
supply shortfalls, TWT aimed to improve
job training methods by emphasizing job
progression (or upgrading), trade appren-
ticeship, and supervisory development.®

The former TWI program established
a nationwide network of industry profes-
sionals. These professionals comprised
volunteers and full- or part-time employ-
ees from private industry on loan from
their companies.® The network taught
valuable techniques to the manufactur-
ers of war materiel. The TWTI’s training
program, which focused on learning by
doing, trained primarily in:

= the five needs of a supervisor:
knowledge of the work, requisite
responsibility, and skill in instructing,
improving methods, and leading

= the “J” programs: job instruction,
job methods, and job relations.”

Although the original TWI program
has long been gone, its lessons can be
seen in modern management practices,
such as the Japanese Kaszen (continu-
ous improvement) method, one of the
most recognized methods in the Toyota
Production System.® Currently, the civil-
ian TWI Institute provides organizations
with a TWI certification process with
an expansion of each module and ap-
plies job instruction, job relations, job
methods improvement, job safety, and
problem solving to organizational cul-
ture and excellence.’

Current TWI Program

Despite its tremendous usefulness at
the time and lessons learned that have
endured for more than half a century,
the TWI program of World War II was
far different than that of the current
DOD TWI program. DOD Instruction
1322.06 states that the purpose of the
TWI program is to provide selected
DOD personnel the opportunity to
gain career-broadening experience
while working in a commercial industry
environment.'® The program provides
the participant’s organization with the
needed skills or expertise to accomplish
its Service mission more effectively.

In the Army, the TWI program is
nondegree-producing and provides
training and skills in best business pro-
cedures and practices that cannot be
obtained through military or advanced
civilian schooling programs.!! For the
Air Force, the EWI program’s ultimate
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goal is to develop leaders with greater
business acumen and empathy and with
the expertise to implement innovative
practices after the assignment.'? Finally,
the Navy program (SNTWI) offers
Servicemembers a chance to learn from
(and with) leading industry partners to
improve their leadership, management,
and communications skills.'?

Each Service participates with com-
mercial industry leaders. However, these
assignments offer more than training
and skills in the best commercial busi-
ness procedures and practices; they also
provide a vital link for each Service to
have key personnel with the training
and skills necessary to integrate the
commercial industrial base. The Army’s
TWI program was initiated in the 1970s
in response to a critical need for skills
in industry practices and procedures
that could not be obtained through
routine military education. These skills
were mainly related to materiel acquisi-
tion and logistics management.'* The
Air Force’s EWI program dates back
to 1947 and returns to the Air Force
(and, as of 2021, the Space Force) an
individual trained in industry best prac-
tices.!® Today, DOD’s TWI program has
evolved from enlisted-only participants
to include noncommissioned and com-
missioned officers from most branches
and training that is conducted through-
out the country with major companies,
including Amazon, Apple, Boeing,
FedEx, GE Digital, LinkedIn, Northrup
Grumman, Oak Ridge National
Laboratory, SpaceX, Tesla, and USAA.
To that end, the TWI participants’ skills
in industry practices and procedures en-
hance the ability for unified action. The
comprehensive approach focuses on the
cooperation between the U.S. military
and other interorganizational partici-
pants toward common objectives.!”

The term interorganizational refers
to U.S. Government departments and
interagency partners; state, territorial,
local, and tribal agencies; multinational
partners; nongovernmental organiza-
tions; and the private sector.'® The most
notable private sector is the commercial
defense sector, which comprises the
defense industrial base but is separate

from DOD’s organic industrial base.

The DIB includes DOD, government,
and private sector worldwide industrial
complexes with capabilities to perform
research, development, and design and to
produce and maintain military weapons
systems, subsystems, components, or
parts to meet military requirements.?
The TWI host companies are composed
of many program sponsors that provide
essential services and products for DOD.
For example, in the weapons programs,
significant consolidations in the 1990s
reduced competition, with the total
number of U.S.-based prime contractors
declining from 51 in 1993 to 5 in 2000.%°
The consolidation makes the TWI pro-
gram even more critical for DOD as the
right companies must be selected and the
participants must be placed in the correct
business units within the company.

Defense Contractor
and Military Support
One such business unit is RMD, which
provides the industry’s most advanced
end-to-end solutions, delivering innova-
tion to detect, track, and defeat threats.
The business cuts across each military
Service’s mission area, mainly focusing
on airpower, land warfare and air defense,
strategic missile defense, naval power,
and advanced technology. These mission
areas accounted for $15.3 billion in 2020
sales, with slightly more than half of these
in domestic business sales.?! RMD has
15,000 engineers and 30,000 employees
across 30 states and 28 countries.?? With
its headquarters in Tucson, Arizona, this
diverse business unit presents an excel-
lent opportunity for TWI participants
to interact with various employees and
understand their business processes.
Raytheon Missiles and Defense head-
quarters is located near Davis-Monthan
Air Force Base, a critical air combat
command installation. The 355" Wing
serves as the host unit and provides com-
bat search and rescue capabilities. Most
notably, the Davis-Monthan installation
is known for the mission and facility
of the 309" Acrospace Maintenance
and Regeneration Group, called “The
Boneyard,” an aircraft storage and main-
tenance facility.® The Davis-Monthan

Welcome Center is a one-stop shop

for new arrivals, with access to the
Military Personnel Flight (same as the
Army’s Military Personnel Division),
Comptroller Squadron (Finance), Traffic
Management Office (Transportation),
and the Medical Group (Medical
Center). The Davis-Monthan Welcome
Center can also provide information and
contacts for the School Liaison Officer,
Exceptional Family Member Program,
and Military Housing Office. While not
technically assigned to Davis-Monthan,
Army Servicemembers attending TWI
will receive all necessary support from the
Davis-Monthan installation, which adds
to the joint environment of the position
while assigned to TWI with RMD.

Training Assignment

The TWI program enhances DOD
personnel’s professional, technical, and
executive management areas in the com-
mercial DIB. At the same time, experi-
ences may be different for each military
Service and various occupational skills.
The Land Warfare and Air Defense divi-
sion of RMD is the assigned mission area
that provides day-to-day responsibility
for the TWI position. The 1-year assign-
ment additionally requires the comple-
tion of a 2-year mandatory follow-on
utilization tour for the Army, concurrent
with a 3-year Active-duty service obliga-
tion upon program completion.

As a nonimitative assignment in the
highly selective and competitive career
development program, officers who want
to participate in the TWI program must
submit applications to their respective
branch managers.

Army TWI participants are admin-
istratively assigned to the U.S. Army
Student Detachment at Fort Jackson,
South Carolina, a small contingent of
military and civilian personnel that pro-
vide support at various levels to more
than 2,400 students.?*

Training Objectives

The rotational-style training imple-
mented by Raytheon provides the TWI
participant with a uniquely tailored
experience that goes in depth into the
techniques and industrial procedures of
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the various RMD directorates. Within
the first month, the host TWI company
and the TWI participant submit a train-
ing plan to the proponent office. The
training plan provides a detailed outline
for desired training and general learn-
ing objectives in partner management
practices, acquisitions, technology, and
mechanical engineering.

TWI participants are exposed to mod-
ern technologies and business practices in
the commercial industry. These skills are
needed to support new Army technologies
such as the Integrated Personnel and Pay
System—Army and gain exposure to indus-
try software such as Oracle’s PeopleSoft,
software engineering and testing, business
analytics, and how data science is applied.?
Participants’ ability to see the industry

leverage artificial intelligence and machine-
learning capabilities enhances DOD
efforts to modernize Joint All-Domain
Command and Control. The 2022
National Defense Strategy calls for an in-
tegrated deterrence using every tool at the
Defense Department’s disposal to develop,
combine, and coordinate our strengths

to the maximum effect.?® Training and
engagement offered in the TWI program
is an untapped resource to build the future
force. The RMD TWI billet and the DOD
TWI program deliver the needed expertise
to successfully integrate the commercial
sector into U.S. defense strategy.

Benefits and Disadvantages
The recently conducted RMD TWI
program fulfilled the initial general

e e 4
Army Captain Pablo Mendez Adorno, Training With Industry banking officer student, helps customer at Armed Forces Bank, Fort Leavenworth,
Kansas, March 23,2022 (U.S. Army/Mark R.W. Orders-Woempner)

learning objectives focused on partner
management practices, acquisitions,
technology, and mechanical engineer-
ing. This training included participation
in the Diné facility in Farmington, New
Mexico, which proudly boasts a work-
force of which 90 percent are members
of the Navajo Nation. The Raytheon
Diné Facility stores and generates parts
for 12 missile programs, such as the
Tomahawk cruise missile, the Javelin
weapons system, and the Advanced
Medium-Range Air-to-Air Missile,?”
that provide critical experience in

the munitions commercial industrial
base. Participants gained insight into
the intricate work required to build a
weapons system at mass and understand
all required inputs—as well as the inter-
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Technical Sergeant Jules Ponton, former 316" Force Support Squadron manpower analyst and now Education With Industry fellow at
Deloitte Consulting, poses for photo at SparkX Cell Innovation and Idea Center on Joint Base Andrews, Maryland, March 4, 2022 (U.S. Air
Force/Bridgitte Taylor)

nal actions for lot acceptance—before
sending it to government representa-
tives for approval.

In another example, an Air Force
captain who participated in a recent
EWT at SpaceX was assigned as lead
manufacturing engineer for the first
time from the West Coast.?® The par-
ticipant completed tasks aligned to host
TWI procedures to understand the
flexibility to solve uncommon problems
that DOD may ask of him. Additionally,
the officer was selected for transfer to
the Space Force, which will allow the
officer to bring some of the most ad-
vanced knowledge of the space domain
back to the newest and most relevant
department in DOD.

Other significant experiences include
that of a Navy lieutenant commander,

a maintenance officer, who participated
in the SNTWTI at Amazon headquarters
in Seattle. This position placed the of-
ficer as a senior program manager in the
customer excellence department, work-
ing on a small team project to improve
Amazon’s customer service.?? The of-
ficer saw how the commercial industry
handled supply problems and applied
innovative solutions at a national level
that could not be accomplished within
government bureaucracies.

One major drawback for participants
of the TWI program is that it does not
provide a direct correlation for promo-
tion. In a Naval Postgraduate School

research project, the authors concluded
that there are no major positive or nega-
tive effects on an officer’s promotion or
career after completing a TWI program.*
The assessment was based on data from
12 TWI participants’ promotion histories
where the TWI participants were pro-
moted within their “in-zone” period.?!
While the sample size was small and the
outcome was not favorable, the assess-
ment shows no correlation in not getting
promoted, which led this author to
conduct additional research on the cor-
relation to promotion.

The author completed an in-depth
review of 200 general and flag officers’
official biographies of the three Services
that have a TWI program: Navy, Army,
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and Air Force (table). The assessment
discovered that not one of these officers
mentioned the TWI program as part

of his or her military service. The vast
majority listed a fellowship program
(40.5 percent), followed by not listing
a broadening assignment (38 percent),
and the next highest listing was an as-
signment as an instructor (9 percent).¥
A few conclusions can be drawn from
the assessment. Many of the officers had
experience serving in program execu-
tive/management offices in their field,
and those with highly technical back-
grounds (doctors, aviators, engineers,
and others) opted to receive additional
certification or professional training.
From the research, a conclusion can

be drawn that the performance of op-
crational assignments must be strong
enough for promotion to support a
broadening assignment that will have a
Servicemember perform work outside of
his or her functional area.

TWI produces Servicemembers with
insights into the commercial sector that
can provide necessary linkage to the DIB
to inform joint doctrine and to integrate
and synchronize the actions of the joint
force to conduct globally integrated
operations with interorganizational co-
operation against priority challenges and
achieve national strategic objectives.

Recommendations

The first recommendation moving
forward with the TWI program is to
incorporate the training objectives of
cach Service into the Joint Learning
Continuum, a fundamental systematic
approach to ensure professional devel-

opment throughout an individual’s
career,® and aligning the individual
training with organizational training
within the Joint Training System Meth-
odology, a four-phased methodology
that aligns joint training strategy with
assigned missions to produce trained
and ready joint organizations.**

Individual joint training is consid-
ered one of four pillars for joint officer
development across the Joint Learning
Continuum. Specifically, the joint force
must evaluate current TWI training
objectives through the Joint Training
System Phase I, requirements initiated
by assessing current capability and iden-
tifying gaps to determine if they can be
closed through training.* Each Service
in the joint force must receive the desired
training to leverage cross-organizational
capabilities for unified action during war.
Chairman of the Joint Chiefs of Staff
Instruction 3500.01], Joint Training
Policy for the Armed Forces of the United
States, already states that individual joint
training “can be delivered through various
methods, depending on the requirements
of the learning organization,” including
commercial training programs.3

The second recommendation is to
mandate all organizations with a TWI
position to submit their reports to the
Joint Lessons Learned Program for vali-
dation.*” The validation is a submission
of observation into the lessons learned
process for the best practices and issues
to proceed to the resolution phase.?® The
resolution would solve any collective is-
sues across the Services with utilization
tours that may need to be aligned with
organizations with Tier 1 national- and

Table. Review of General and Flag Officers’ Official Biographies

combatant command-level training,
which is training designed to prepare
national-level organizations to integrate
interorganizational partners in highly
complex environments.* Additionally,
even the authors of the Naval
Postgraduate School research project
called for further research into the benefit
of assigning specific utilization tours.*’
The resolution processes would allow for
further analysis by a potential office of
primary responsibility and subject matter
experts, along with developing solutions
to address any root causes.*!

The third recommendation is to
incentivize the program to our most
talented personnel by realigning the
TWI program as a fellowship. Currently,
military personnel are selected by their
branch and left to the host organization as
a participant to train for the gaps identi-
fied by their organizations. Instead, create
a fiscal year cohort across the Services and
with the same career field into a fellowship
sponsored by DOD organizations that
deal directly with the commercial industry
in that field, such as the Defense Security
Cooperation Agency, Defense Logistics
Agency, and Joint Program Executive
Office Armaments and Ammunition,
and their respective project offices. The
fellowship would allow for collabora-
tion among Servicemembers across the
joint force to solve challenges faced at
the strategic level. TWI fellows could
explore problems and focus their training
experience to provide solutions—linking
individual and organizational training
objectives to gaps and ensuring that the
individual lessons are captured for evalua-
tion and provide direct value.

Broadening Assighment (Name) Navy Army Air Force Grand Total
Fellowship 50 14 17 81
Not Listed 26 27 23 76
Instructor 5 6 7 18
Faculty 2 6 2 10
Legislative 5 1 6
Aide 4 1

Career Manager 2 2 4
Grand Total 94 55 51 200
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The Russo-Ukrainian war has
proved that U.S. defense supply chains
are susceptible to war demands that
unexpectedly shift from crisis to armed
conflict. To prepare for large-scale combat
operations, the joint force will have to
support ground, maritime, and air forces
on a scale not seen since World War 11,
further complicated by the introduction
of the new space and cyberspace domains.
The Defense Department must urgently
integrate a whole-of-government ap-
proach and modernize the TWI program
to ensure unified action and foster interor-
ganizational cooperation. Servicemembers
who have trained with commercial in-
dustry partners and share what they have
learned with their respective Services and
the joint force are critical to closing gaps
and strengthening our deterrence against
hostile nations. JFQ
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Allied tanker Dixie Arrow, torpedoed in Atlantic Ocean by German U-71,in 1942 (U.S. Navy/National Archives and Records Administration)
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Beating Drumbeat
Lessons Learned in Unified Action from
the German U-Boat Offensive Against the
United States, January—July 1942

By Casey L. Miller, Carl Jappert, and Matthew Jackson

n the first 7 months after the United

States entered World War 11, a

handful of German U-boats almost
brought the Allied war effort to a

standstill in a shockingly effective cam-
paign against merchant shipping. From
January to July 1942, the Germans

would sink 585 vessels in U.S. waters—

Major Casey L. Miller, USA, is a Joint Plans Officer at Joint Task Force North in Fort Bliss, Texas.
Commander Carl Jappert, USN, is the Commanding Officer of USS New Hampshire. Major
Matthew Jackson, USAF, is a Joint Action Officer at the Air Land Sea Space Application Center in

Hampton, Virginia.

over three million gross tons of ship-
ping—and lose only six U-boats.!

These shipping losses accounted for
more than 20 percent of the zotal Allied
vessels sunk over the entire war. Army
Chief of Staff General George C. Mar-
shall wrote to Admiral Ernest J. King,
Chief of Naval Operations: “Another
month or two of this will so cripple
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Lookouts stand watch on Navy destroyer's deck house during convoy duty in Atlantic Ocean, June 1943 (U.S. Navy/National Archives and
Records Administration)

our means of transport that we will

be unable to bring sufficient men and
planes to bear against the enemy . . . to
exercise a determining influence on the
war.”? The effectiveness of the German
attack, known as Operation Drumbent
(Pankenschlag), and the U.S. ineptitude
in countering it, has transfixed histori-
ans for decades.

Examining this case study from a
joint perspective provides timeless lessons
for contemporary planners. Today, the
American homeland faces a strategic envi-
ronment that is arguably just as complex
and lethal as it was in December 1941.
Current strategic guidance notes that in
future conflicts, the United States will
again see attacks on the homeland aimed
at undermining America’s economic

power, will to fight, and ability to proj-
ect military force.® The Department

of Defense and civilian governmental
agencies charged with defending the
Nation face an array of “all-domain”
transregional threats limited only by

our adversaries’ means, motives, and
imagination.* With this in mind, it scems
worthwhile to reexamine the causes of
the delayed American response to an exis-
tential threat so that we can mitigate any
future reoccurrence.

Accordingly, and in contrast to the
bulk of previous Drumbent analysis
focusing on single-Service perspectives,
assigning blame, or tracking U-boat
exploits, this analysis seeks to understand
why as comprehensively as possible.

Why was the American response to the

German assault so ineffective? Why did
American authorities take so long to
address a problem that the British had
been countering since 19402 Why were
the Allies able to successfully force the
U-boats into the mid-Atlantic by the
summer of 1942? A holistic approach
can begin to answer these questions.
First, it is necessary to understand the
adversary logic behind Drumbent from
the perspective of Admiral Karl Dénitz,
commander of the German U-boat com-
mand. Next, analyzing the reactions and
interactions of civilian strategic leader-
ship, the Allies, and the Armed Forces
illuminates various causes.

Ultimately, examining Operation
Drumbeat from a joint perspective
reinforces essential lessons in an era of
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resurgent strategic competition, namely
that

= clearly defined command relation-
ships and responsibilities are essential

= military means negotiated prewar are
often inadequate for the wartime task
at hand

= allied contributions are critical, if not
outright decisive

= anticipation, preparation, and adap-
tation are crucial to survival.

Allied and U.S. leadership had to learn
these lessons during the first 7 months
of 1942. In the meantime, the U-boats
carried out a “merry massacre” off the
U.S. coast.® Civilian leaders struggled
to adapt and trust their Allies. Military
leaders blamed operational and organiza-
tional deficiencies on material shortfalls.
Services struggled to overcome ingrained
cultures and understand their roles and
responsibilities. As a result, there was a
broad failure to achieve unified action.®
Ultimately, it was mainly American will-
ingness to adopt proven convoy methods
and mobilization of the Nation’s incredi-
ble industrial capacity that saved it from its
incompetence. However, contemporary
planners need to anticipate that our future
adversaries will not allow the United
States the same time or opportunities to
learn, adapt, and overcome.

The Road to Drumbeat,
1939-1941

Throughout World War II, Admiral Karl
Donitz remained steadfast in his belief
that the only way to secure victory for
Germany was with the U-boat. Donitz
was determined to maximize damage

to Great Britain’s sea lines of commu-
nication. In his view, only an attritional
war against Allied shipping could force
Great Britain to sue for peace. “Our
aim,” he noted, “should obviously be to
sink as much enemy shipping as quickly
as we could.”” Yet Adolf Hitler and

the Naval High Command ( Oberkom-
mando der Marine) remained fixated
on employing Germany’s surface fleet
to defeat the Royal Navy and destroy
British merchant shipping in the Atlan-
tic.® Donitz nevertheless made the most
of his consistently meager resources.

After the fall of France in June
1940, the Battle of the Atlantic began
in earnest. The Germans were able to
establish U-boat bases on the French
coast with direct access and increased
operational reach into the Atlantic. In
July 1940, Dénitz had 29 active U-boats,
but the Germans still managed to inflict
disproportionate casualties on their
foes. In October 1940 alone, 8 U-boats
were able to destroy 63 merchantmen
(352,407 tons). As the year progressed,
the U-boats put increasing pressure
on Great Britain in preparation for
Germany’s Operation Sea Lion (Seeliwe),
the cross-Channel invasion of the British
home islands. When the operation did
not occur, Donitz reoriented on “the
only thing that counted”—sinking British
shipping.® By the end of 1940, however,
the British had relearned valuable lessons
from World War I—namely, no matter
how lightly escorted, ships in convoys
were safer than ships sailing alone. The
British were also beginning to overcome
escort shortages. Significantly, the United
States agreed to trade 50 destroyers for
the leasing rights of British naval bases in
the Atlantic, Canada, and the Caribbean.
This trade was “crucial to Britain’s ability
to conduct the war in Europe.”!?

In 1941, the British refined convoy
systems and antisubmarine methods while
the Germans pushed into the Atlantic
and improved their tactics. From March
to June 1941, with 21 operational vessels,
the U-boats sank 203 ships (1,128,030
tons), honing the integration of
Luftwaffe air support and wolfpack tactics
(Rudeltaktik). However, things shifted
against the U-boats in the second half of
1941, when the British captured German
Enigma codes and machines and began
decrypting all U-boat transmissions.
Additionally, the British used high-fre-
quency direction-finding (HF /DF) radio
stations along the coast to track U-boats
and divert convoys. The Americans also
joined in and took responsibility for
escorting convoys to Iceland and pro-
tecting “any ships of other nationalities
as wished to attach themselves to such
convoys.”! This “Undeclared War”
frustrated German U-boat command-
ers’ attempts to adhere to Hitler’s strict

orders not to target American vessels.?
Hitler further complicated efforts to con-
centrate forces against British shipping by
ordering Donitz to divert all operational
U-boats to the new “main theater of
operations,” the Mediterranean, to screen
the Webrmacht’s operations in North
Afica.'® As a result, Donitz retained only
10 U-boats to employ in the Atlantic.

By the end of 1941, the widely dispersed
U-boats began to suffer unatfordable
losses of veteran crews.

December 7, 1941, brought new
opportunities for U-boat command with
the Japanese attack on Pearl Harbor.
However, the Japanese attack caught
the Germans by surprise. It took 5
weeks for Donitz to get the five U-boats
of his initial assault force 3,000 miles
to U.S. waters for the first Operation
Drumbeat.* On January 13, 1942, they
attacked, achieving “complete success.”'®
The U-boats found “that conditions
... were almost exactly those of normal
peace-time.”!¢ By the end of January,
the British recorded 62 vessels (327,357
tons) lost, with the bulk in U.S. waters.
More U-boats arrived in February, as the
Germans incorporated medium-range
Type VIIC vessels to reinforce the longer
range Type IX boats. The spring intro-
duction of Type XIV U-tankers, or milk
cows (Milchkiibe), enabled U-boats to
refuel and rearm at sea, extending their
operational reach into the Caribbean
and Gulf of Mexico. The U-boats found
undefended targets from Key West to
Trinidad. To make things worse, the
Germans added a fourth wheel to their
Enigma devices in April, and the Allies
lost the ability to decrypt U-boat com-
munications for over 10 months. Hitler’s
spasmodic diversions, however, forced
Donitz to send most of his boats off
Norway when it became the new “deci-
sive theater of war.”!” Donitz could only
keep six to eight U-boats in U.S. waters
from January to June 1942.

It took 3 months before the
Americans started introducing a convoy
system off the East Coast. Eventually, this
system extended into the Caribbean and
the Gulf of Mexico, but not until after the
U-boats had inflicted horrendous casual-
ties. The month of May saw the highest
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monthly losses in any war area, with 41
ships (219,867 tons) sunk in the Gulf,
over half of them valuable tankers. After
this, Donitz noted, “the convoy system
was gradually introduced, and it became
obvious that . . . the main effort in the
U-boat war would have to be switched
back to the wolfpack attacks on convoys”
in the Atlantic.'® In the end, the U-boats
sank 585 ships (3,080,934 tons), losing
only 6 U-boats in the process. Donitz
concluded “that the results obtained had
by far exceeded the high expectations held
by U-boat Command in January. . . . The
successes achieved by a small number of
U-boats were extraordinary.”?

Civilian Leaders and
Strategic Direction

Civilian strategic direction was essential
in guiding the Allied responses to Oper-
ation Drumbeat. In December 1941,
American strategic leadership quickly
aligned war efforts with the “Plan Dog”
recommendations of the former Chief
of Naval Operations, Admiral Harold
Stark. U.S. strategy aimed to defeat the
Axis powers by holding off the Japanese
in the Pacific while focusing on Ger-
many’s decisive defeat. American strate-
gic leaders knew the only way to defeat
Germany was on the ground in Europe.
Therefore, all preparations and shaping
operations beginning in December
focused on setting conditions for an
eventual cross-Channel invasion of
Europe with Great Britain as the staging
areca. However, U.S. and British leader-
ship did not have a shared vision for
implementing this strategy or the threat
the U-boats posed to it. This disconnect
directly affected the American response
to Drumbent.

Prime Minister Winston Churchill
fully appreciated the U-boat threat to
victory and the survival of Great Britain.
He wrote that defeating the U-boats
“was the dominating factor all through
the war. Never for one moment could
we forget that everything happening
elsewhere on land, at sea, or in the air,
depended ultimately on its outcome.”?’
Churchill took control of Britain’s
war against the U-boats by forming
and chairing the Battle of the Atlantic

Committee and leveraging “all the
resources at the disposal of the British
Government . . . to defeat the U-boat
menace.”! He worked directly with

the Admiralty, “with whom [he] lived

in the closest amity and contact.”®* He
actively maneuvered the United States to
increase its participation, convoy security,
and escort production before entering
the war. He secured the Anglo-American
agreement, trading bases for 50 much-
needed destroyer escorts.

Churchill was likely perplexed by his
American counterpart’s passive role when
Drumbeat commenced in January 1942.
President Franklin Delano Roosevelt ap-
pears at first to have taken little active part
in stopping the massacre of shipping off
the U.S. coast. American civilian leader-
ship dragged their feet in establishing a
convoy system. They did not attempt to
enforce a coastal blackout out of concerns
it might impact tourism. It was as late as
May in some locations before the Navy
and War departments eventually rose
to that challenge. National leadership
focused on preparing for the cross-
Channel invasion, and military shipping
production priorities focused on building
landing craft rather than escorts well into
the first half of 1942.%

However, President Roosevelt was
just as effective at diplomacy and manipu-
lation as Churchill.?* Churchill expressed
his “deep concerns” to Roosevelt regard-
ing the unprecedented rate of sinkings
in U.S. waters.?® Great Britain could
only watch as the Americans allowed
tons of British shipping to get torpe-
doed in waters where the Royal Navy
could do nothing. Roosevelt responded
to Churchill’s concerns by suggesting
that Britain might consider reducing
its net imports.?® Ultimately, Roosevelt
mancuvered the British into provid-
ing additional escort resources in the
American area while buying the United
States time to mobilize its industry. By
the end of March, the British had sent
10 corvettes and 24 armed trawlers to
the fight. More significantly, the Allies
agreed to adjust mid-Atlantic convoy
routes and timetables to free up two
destroyer escort groups to support
America’s Eastern Seaboard.

Meanwhile, Roosevelt directed the
U.S. Maritime Commission to build 24
million tons of shipping.?” By the sum-
mer of 1942, America could produce
Liberty ships in 90 days. Despite the
apparent weak executive response to
the U-boat threat, Roosevelt mobilized
America’s production capacity, ensuring
that the United States could outproduce
anything the U-boats could sink. While
one contemporary historian considers
this approach “mindless,” by July 1942,
America was producing 170 percent
more tons of shipping monthly than the
Germans were destroying.?

The Allies: British and
Canadian Military Assistance
The British and Canadian militaries
made valiant efforts to help the United
States form an effective response to the
U-boat threat in U.S. waters. The Royal
Canadian Navy notably assumed control
of Atlantic convoy routing and con-
tributed 40 percent of Atlantic convoy
escorts to free American resources for
coastal escort duty.?’ In addition to

the vessels and seasoned crews they
provided, the Allies brought critical
experience and information to the

table. As early as December 1941, the
First Sea Lord, Admiral Dudley Pound,
was in Washington looking for ways to
enhance Anglo-American cooperation
and coordination.* The British worked
directly with the U.S. Navy Mission

in London to maximize information-
sharing and to pass on lessons learned.
According to the Royal Navy’s histo-
rian, “The policy of the Admiralty had
been to give to the American Navy vir-
tually the whole of our knowledge and
experience.”?! The Royal Navy openly
shared its antisubmarine doctrine,
tactics, techniques, and procedures with
the U.S. Navy and Merchant Marine.
Additionally, the British sent vital per-
sonnel to advise the U.S. Navy. In April,
they sent Captain George E. Creasy, the
Royal Navy’s director of antisubmarine
warfare, to Washington along with Air
Vice Marshal Geoffrey R. Bromet “to
advise [the U.S. Armed Forces] on the
formation, training, and organization of
air and surface antisubmarine forces.”*
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Allied convoy in Atlantic Ocean moves toward its destination while Navy K-class lighter-than-air aircraft hovers overhead, watching for enemy
U-Boats, June 1943 (National Museum of the U.S. Navy)

For intelligence, the Royal Navy sent
advisors to convince the U.S. Navy of the
need to form an operational intelligence
center (OIC) to track U-boat move-
ments, synthesize reporting, and provide
guidance and warnings to merchant ship-
ping. Commander Rodger Winn, a Royal
Navy Volunteer Reserve officer and head
of the Royal Navy’s Submarine Tracking
Room, was selected for this task.®?
Despite anticipated resistance, the Chief
of Naval Operations, Admiral Ernest J.
King, was highly receptive to the idea,
and the U.S. Navy rapidly established an
equivalent to the British OIC. One histo-
rian describes what became the “Atlantic
Section, Operational Intelligence” as “the
closest exercise of transatlantic coopera-
tion of the war.”3*

Despite British and Canadian con-
tributions, the Americans still seemed
to stubbornly resist implementing a
coastal convoy system. To the British and
Canadians, the Americans secemed “slow”
in failing to adopt convoys.*® Indeed, the
Americans “first tried every conceivable
measure—except convoy and escort.”*¢ In
the end, the military Services had to make
their own choices and learn their own les-
sons. No amount of Allied proselytizing
seemed effective in changing American
behavior on the topic of convoys.®”

The Army and Army

Air Force: Rivalries and
Responsibilities

The War Department’s only means of
contributing to the fight against the

U-boats was the newly branded Army
Air Forces (AAF). Some even believed
that the AAF was far better equipped,
due to its monopoly on land-based
bombers, to handle the problem than
the Navy.*® Unfortunately, prewar
Army-Navy rivalries and ambiguous
responsibilities hampered that response.
To better understand these problems,
it is crucial to review the Services’ com-
peting perspectives on airpower and the
heated Army-Navy feud over funding
and responsibilities that occurred during
the interwar years. After World War

I, the Navy Department focused on
developing airpower to support the
fleet. Meanwhile, airpower advocates

in the Army wished to create a separate
Army Air Force focusing on long-range
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Coastguardsmen watch for possible depth charge explosion results during convoy patrol in Atlantic Ocean during World War Il (National
Museum of the U.S. Navy)

strategic bombing targeting vital centers
deep inside enemy territory.** The
problem for both departments was that
the American public had shifted toward
isolationism and had little interest in
spending money on armaments, let
alone airpower.*’

Due to the scarcity of congressional
funding, the Army was reluctant to invest
a significant portion of its meager budget
into aviation. Conversely, the Navy saw
larger, albeit still reduced, budgets for
strengthening the fleet. This disparity led
airpower advocates in the Army and Navy
to continuously seek opportunities to
compete and demonstrate their respective
Service’s superior operational concepts.*!
The most referenced example of this
was General William “Billy” Mitchell’s

widely publicized bombing of the SMS
Ostfriesland during a joint Army-Navy
bombing experiment in 1921.#? Paranoia
abounded. The Army Airmen believed
the Navy might attempt to develop

its own strategic airpower, while the
Navy believed (correctly) that the Army
Airmen were actively lobbying for the di-
version of Navy funding to support Army
bomber development.** These behaviors
and perceptions continued into World
War I1, as the branches competed for
funding and public attention.

This inter-Service rivalry over the
future of airpower led to disputes over
Service responsibilities in national
defense. Until the development of avia-
tion, the Navy and War departments
enjoyed clear responsibilities when

defending the Nation. The Navy would
intercept any invading fleet, and the
Army would protect the coastline with
artillery and infantry if enemy forces
survived to reach the shores. The coast-
line and artillery range allowed for a
clear delineation of responsibility.
However, the advent of the airplane
blurred this line as the Army’s new
aircraft could reach targets far out at
sea. The Army used these capabilities,
and public spectacles like the bombing
trials, to convince the American people
that the Army needed to develop air-
power as a defensive weapon. The War
Department’s persistence paid off; they
eventually convinced Congress that
naval aviation should be attached to
the fleet while the Army should control
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all land-based aviation.** Congress
pressed Army Chief of Staff General
Douglas MacArthur and Chief of Naval
Operations Admiral William Pratt for an
agreement on aviation development. In
1931, the chiefs released the MacArthur-
Pratt Agreement, but it did little to stop
the jurisdictional debate.*

The Services held an additional Joint
Army-Navy Board in 1935 to clarify
their responsibilities and authorities
for aerial operations over water in the
Nation’s defense. Yet despite the joint
board’s efforts, the refined guidance cre-
ated further ambiguity as it now based
Service responsibilities on “apparent”
enemy intent and whether enemy objec-
tives were likely ashore or at sea.* The
board’s guidance also failed to delineate
boundaries, instead making vague refer-
ences to “coastal area[s]” and subjective
Service assessments of whether the
enemy was “close enough to threaten . . .
[American] territory.”*” Official guidance
changed little before the attack on Pearl
Harbor, and the ongoing disputes ulti-
mately degraded the American response
when Drumbeat commenced.

The Service rivalries, and the AAF’s
proclivity for long-range strategic bomb-
ing, prevented the development of
equipment and training for antisubmarine
warfare. The interwar agreements limited
Army training operations to within 100
miles of the coast, and the Navy had
to approve flights beyond this range.
This policy discouraged the Army from
training over the water, so it focused its
cfforts on bombardment. At the end
of 1941, the AAF units “best equipped
for antisubmarine operations trained
almost exclusively in . . . [strategic]
bombardment.”*® Unsurprisingly, when
the German U-boat offensive began, the
AAF was not ready to meet it.

Nevertheless, the Army still pos-
sessed the most capable aircraft, and the
Navy’s request for Army aviation came
as early as December 1941. The War
Department selected the 15 Bomber
Command for this support. Despite
its best-trained unit being on the West
Coast, the command eventually provided
50 bombers, including 9 B-17s and
a mixture of B-25s and B-26s. These

aircraft began patrolling 600 miles out
to sea during daylight hours but only
conducted two flights daily from three
airfields. Unfortunately, antisubmarine
reconnaissance was vastly different from
anything the Army forces had practiced,
and the aircraft initially lacked the detec-
tion equipment necessary for hunting
U-boats, such as radar or Leigh Lights.
The number of aviation assets and their
training and equipment proved inad-
equate against the U-boat threat.

The AAF eventually improved its
equipment and methods, although
not in time to make a difference. The
Service resolved its aircraft and equip-
ment shortfalls through asset reallocation
and production. As for training, official
Air Force historians note, “Techniques
had to be learned through actual experi-
ence; and, owing to the urgent need for
antisubmarine patrols, the air units were
forced to accomplish their training in the
course of operational missions.”* As the
1** Bomber Command began working
jointly with the Navy along the coastal
frontiers, it became apparent that the
rivalries over responsibilities would need
to end in favor of unified action.

The Navy Department:
Multiple Roads to

Unified Action

The Navy Department and Admiral
King are the most common scapegoats
for historians studying America’s
Drumbent tailures. However, the Navy’s
inadequacy in countering the U-boat
threat early in 1942 did not come from
a single source or individual. In the end,
a national effort, with many aspects tied
to the Navy, was necessary to counter
and overcome Drumbent. Adaptation
and learning had to overcome material
deficiencies, span operational seams,
and fill the void between strategic pri-
orities and unit-level tactics. While the
Navy’s incremental and comprehensive
improvements contributed decisively to
the defeat of the U-boats, it could not
have succeeded alone.

In early 1942, policy divided Service
responsibilities, and the U-boats fully
exploited the seam in coastal defense. The
Navy Department focused on fleet actions

and seagoing aircraft. Throughout the
interwar years, the Navy prepared for de-
cisive Mahanian-style naval engagements,
focusing minuscule aviation budgets on
aircraft that directly supported the fleet.
Too few aircraft for coastal defense and
long-range reconnaissance, like the PBY
Catalina, were produced at scale in time
to counter the U-boat threat in early
1942. Even then, while seaplanes that
existed had valuable endurance, they were
too slow to detect and engage a watchful
U-boat before being spotted.

The Navy needed the right aircraft
to be effective in antisubmarine warfare.
The British proved that bomber-type
airframes could be lethal against U-boats
due to their endurance, operational
reach, and ability to deliver a payload
over a U-boat before it could crash dive.
From the Navy’s perspective, Army-Navy
integration was essential if they wanted to
provide the correct type of aircraft for the
antisubmarine mission. At the Navy’s re-
quest, in March 1942, the Army directed
“all Army Air Force units allocated by de-
fense commanders for operations over the
sea to protect shipping and conduct an-
tisubmarine warfare.”*® While this was a
move toward providing the right aircraft,
their numbers were still insufficient, and
they were ill prepared to engage small
moving targets. As the Navy eventually
realized, they needed aircraft and pilots
trained in the nuances of antisubmarine
warfare, working in concert with a delib-
erate convoy system to provide adequate
protection to shipping.

The Navy’s surface fleet was in a
similarly poor state of readiness regarding
antisubmarine and escort capabilities in
January 1942. Most of the Navy regarded
antisubmarine warfare as an uninteresting
secondary mission. Before the war, most
officers believed that a destroyer could
casily engage and defeat submarines using
a combination of sonar, acoustics, and
visual observation. This view led most
Navy officers to adopt a hunter-killer
mindset regarding enemy submarines.
The reality in combat proved that killing
U-boats was not so simple. Furthermore,
chasing after reports or false contacts
drew scarce escort assets away, leaving
merchant shipping unprotected.
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As the casualties from Drumbeat
mounted, the Navy actively invested
time and research in finding solutions to
defeat the U-boat threat. Despite a lack
of consensus on the best way to proceed,
Admiral King commissioned the Atlantic
Fleet Anti-Submarine Warfare Unit in
March 1942 to unify analysis, training,
tactics, and development efforts through
a partnership with the scientific commu-
nity.*! King eventually pulled this unit to
Washington, DC, where it evolved into
the Antisubmarine Warfare Operational
Research Group (ASWORG). This group
of civilian scientists and military person-
nel partnered with President Roosevelt’s
National Defense Research Committee to
develop new techniques in antisubmarine
warfare and to analyze and assess opera-
tions.*? Studies validated British reports
that convoy-centric operations were more
successful and began to overcome the
hunter-killer mindset. Additional research
from ASWORG led to the integration
of technology with new search methods
using radar and HF /DF systems to
maximize the efficiency and lethality of
surface and aerial escorts.®® The outputs
of this collaboration with the scientific
community began to shape the Navy
Department’s response to the U-boat
threat and to inform effective resource
employment.

Nevertheless, the Navy’s handling of
its destroyer escort resources is another re-
curring point of historical condemnation.
While an apparent misstep in allocation,
competing factors make the situation less
clear. The Navy’s destroyer allocation
prioritized fleet and transoceanic troop-
carrying convoy protection while fighting
what were essentially two wars in separate
oceans.™ These priorities left few destroy-
ers to protect the western Atlantic coastal
regions, even when Admiral King knew
that Donitz was deploying U-boats to the
area.™ It is unlikely that more destroyers
would have had any measurable impact
on shipping survivability in early 1942
without an accompanying coastal convoy
system and integrated air cover. Random
destroyers using ineffective hunter-killer
methods would have been a gross waste
of resources. However, trained destroyers
operating with transatlantic convoys could

provide significant protection to the U.S.
troops beginning to surge overseas in
1942. Ultimately, when faced with a lim-
ited number of available escorts, Admiral
King opted to prioritize protection of
“military lives [over ] military cargo.”®®

Like the aviation issues, the Navy’s
escort shortages began in the interwar
years. The focus on fleet defense meant
deep-water oceangoing destroyers were
of utmost importance. The Navy lead-
ership ignored President Roosevelt’s
prewar prompts to adopt a small craft
program for coastal protection.’” The
Navy believed larger oceangoing de-
stroyer escorts were more useful and
that the industrial base could quickly
build small coastal defense craft if need-
ed.*® Although not entirely untrue, this
mindset proved counterproductive. In
wartime, strategic demands focused pro-
duction capacity on building landing craft
while the merchant shipping that needed
protection was under a relentless U-boat
assault. Ultimately the Navy accepted
the President’s calls for mass production
of small coastal protection vessels and
shifted construction priorities according-
ly.% Still, it was far from an immediate or
ideal solution.

That ideal solution, and the culmina-
tion of efforts to counter Drumbeat, was
the deliberate interlocking convoy sys-
tem. The U.S. civilian maritime posture
before 1942 was that of unencumbered
coastal shipping spanning from Canada to
South America. Unlike the island-bound
British, the Americans remained relatively
confident in the security of their sea lines
of communication; the Navy was strong,
and the oceans were vast. For the British,
however, it was a matter of national
survival. As a result, they were quicker
to relearn the importance of a convoy
system early in World War I1, while the
United States did not.

For nearly 3 months after the U-boat
offensive commenced, the United States
did not entertain the idea of a coastal
convoy system. When King asked for
recommendations from subordinate sea
frontier commanders, they recommended
against implementing such a system.*
Contrary to evidence from the British
experience, these commanders believed

that an inadequately protected convoy
would be at greater risk than dispersed
unescorted shipping. That notion cost
many lives and many ships.

It was not until April 1, 1942, that
Rear Admiral Adolphus Andrews, com-
mander, Eastern Sea Frontier, explored
an interim solution. The “bucket bri-
gade” was an ad hoc convoy system using
anchorages protected behind nets or
mines, established approximately 1 day’s
sail time apart.®! Merchants traveled by
day when U-boats were less active and
sought refuge in these protected anchor-
ages at night. This approach helped slow
but did not end losses. Without air cover
to force U-boats to dive, the attacks
continued. Further steps to improve the
convoy system included establishing the
Convoy and Routing section under the
Chief of Naval Operations, on May 15,
1942, and assigning naval aviation and
escort assets directly to Sea Frontiers
rather than operational naval commands
such as the Atlantic Fleet. Admiral King
further simplified command and control
by assigning convoy coordination respon-
sibilities to the originating Eastern, Gulf,
or Caribbean Sea Frontier commanders.

The final interlocking convoy sys-
tem turned the tide on shipping losses.
Following mediocre success with the
bucket brigade system, Admiral King
called for an informal board to recom-
mend a more enduring and effective
solution. This system, established in late
August 1942 and 8 months after the as-
sault began, integrated air, escorts, and
shipping movement times, resulting in
continuous convoy protection. U-boat
success rates dropped off precipitously
following implementation.

Although the interlocking convoy
system proved effective, it took a national
effort and emerged after many failures.
Success came from aligning priorities,
enhancing organizational relationships,
and leveraging effective partnerships with
the scientific community. Additional fac-
tors, such as improved training, tactics,
weapons systems, production, and alloca-
tion of the right ships and aircraft, paid
dividends. All these efforts intertwined
the merchant and military and formed
the interlocking convoy system.
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Boarding party from Navy destroyer escort USS Pillsbury works to secure tow line to bow of captured German submarine U-505, June 4, 1944
(U.S. Navy/Naval History and Heritage Command)

Conclusions and
Implications: Unified Action
in a Contested Homeland
Many factors contributed to the ineffec-
tive U.S. response to Donitz’s U-boat
assault from January to July 1942. Petty
rivalries, confusion over responsibilities,
lack of training and equipment, refusal to
listen to Allies, and divergent leadership
visions contributed to failures. While
primarily tied to establishing coastal
convoys, the solutions were just as mul-
tifaceted. As the official Navy historian
writes, it took cooperation “[between
the Allies, ] civilian scientists, between
foreign policy and military operations,
and between the armed forces and

the public.”®? Beating Drumbeat was
unequivocally an example of unified
action in defense of the homeland.

Today’s strategic environment in-
cludes an array of multidomain threats
as well as new layers of bureaucracy and
seams among alliances, departments,
commands, and subordinate headquar-
ters that could easily lead to the same
mistakes America saw in 1942. Whether
serving at a combatant command or the
Department of Homeland Security, ex-
amining the Allied response to Operation
Drumbent is instructive for contemporary
national security professionals attempting
to achieve unified action. Planners should
seek to internalize and apply Drumbeat’s
lessons as they prepare for future assaults
against the United States that could come
in any form, from a radicalized lone wolf
to waves of hypersonic missiles. While we
will not face Donitz’s U-boats, the time-
less lessons learned defeating them should
not have to be relearned in the next crisis.

Clearly defined command relation-
ships and responsibilities are essential
to maximize integration and minimize
gaps that adversaries can exploit. When
a major war breaks out, the tools will
inevitably be insufficient, and the side
that adapts more quickly will win. Close
ties among civil society, the private sector,
the scientific community, and the military
will shorten this adaptation cycle. Allied
contributions are critical, especially if the
ally or partner has already been fight-
ing the foe for years. Anticipation and
preparation are crucial. This last lesson is
probably the most important in an era of
strategic near-peer competition. In 1942,
Germany made enough mistakes that it
allowed the United States and its Allies
the time and space to react. To prepare
for future conflicts, members of the joint
force and national security community
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should prepare to act in a unified and
decisive manner from the beginning. The
next time a foe brings the fight to the
homeland, there might not be any second
chances. JFQ
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MOST CRITICAL TECHNOLOGY

Chip War: The Fight
for the World's Most
Critical Technology
By Chris Miller

New York: Scribner, 2022
464 pp. $24.99

ISBN: 9781982172008

Reviewed by Brennan Gallagher

he Joe Biden administration
—|_ and the Department of Defense

maintain a current policy of
“strategic ambiguity” toward the
defense of Taiwan. However, President
Biden openly stated last year that he
would use military force to support
Taiwan’s defense. Why should the
American people and the U.S. Govern-
ment consider the protection of Taiwan
a national security interest? With the
withdrawal from Afghanistan only 2
years ago, does the defense of Taiwan
satisty the Weinberger Doctrine, which
stipulates that forces not be committed
to combat unless in the vital national
interests of the United States?

In Chip War, Chris Miller, an as-
sociate professor of international history
at the Fletcher School of Law and
Diplomacy at Tufts University, offers
a novel justification. Miller delivers an

insightful discussion of several conflicts
associated with the rise of semiconduc-
tors and provides a detailed history of the
industry, the tycoons who shaped it, and
the strategic importance of Taiwan’s role
in the current geopolitical environment.
He omits the typical arguments that
revolve around the defense of democracy
and liberalist ideology, instead offering a
coherent realist rationale for the defense
of Taiwan. Miller’s compelling thesis is
that the semiconductor industry shapes
international politics, the world economy,
and the global balance of power. Even
though it is unstated, Miller uses the
framework of strategic competition
between the United States and China

to address the criticality of high-end
semiconductors.

The highlight of Chip Waris the ex-
haustive context about Taiwan’s role as a
linchpin in the global production of semi-
conductors, which are used in everything
from smartphones to advanced weapons
systems. Miller details the history, sci-
ence, and business leaders underpinning
the modern semiconductor industry and
how the industry shapes today’s global
balance of power. For readers with no
prior understanding of semiconductors
and microchips, Miller illuminates each
technological advancement, from William
Shockley’s theorization of the solid-state
valve in 1945 to the divergence of chip
types and extreme ultraviolet lithography
processes used in modern chip fabrica-
tion. Examining the science and complex
history of semiconductors reveals why
these technologies and manufacturing
processes cannot be easily replicated.
This substantiates the central claim of
Chip War: that U.S. interests are tied
to Taiwan for high-end semiconductors
because the United States cannot quickly
redevelop domestic capacity to produce
comparable technology. Furthermore,
the U.S. strategy of economic oftshoring
gave the Taiwanese a significant manu-
facturing lead—a lead that Intel, Micron,
or any other U.S.-owned semiconductor
manufacturer cannot reclaim anytime
soon.

Chip War also strikes a unique bal-
ance between history and suspense.
Miller walks the reader through several

historical conflicts associated with the
technological rise of semiconductors,
from the U.S.-Soviet struggle to best
integrate microchip-enabled technologies
into weapon systems after the Vietnam
War to the current economic tug-of-war
between the United States and China
over Taiwan’s manufacturing capabilities.
Miller deftly weaves in the exploits of
several Elon Musk-like revolutionaries in
the semiconductor industry with historical
context and a surprisingly gripping tale of
corporate and national espionage, third-
party purchasers, and proprietary data
transfers that account for the globalization
of semiconductor processes. The semi-
conductor industry was also a critical facet
during the Cold War, with Joseph Stalin
and his KGB even going so far as to estab-
lish the enigmatic Directorate T, in which
the T'stood for teknologin. With capital
investment from the Kremlin, Directorate
T built a technology-focused city called
Zelenograd to replicate the success of
Silicon Valley with semiconductors. Miller
argues that the Kremlin’s strategy of steal-
ing U.S. proprietary technologies never
yielded the Soviet Union an advantage.
Soviet spies were able to acquire the most
advanced microchips from the United
States, but they could not replicate the
precise manufacturing processes to pro-
duce their own microchips. This futile
cffort cost the Soviets millions of dollars
and left their tech sector years behind that
of the United States.

Among the unique insights from
Chip War’s exploration of Cold War—cra
semiconductor development and espio-
nage is that the many strengths associated
with U.S. post—Cold War strategy,
including establishing multilateral sup-
ply chains in Asia, are causal factors for
current shortcomings in the American
semiconductor industry. The United
States focused on innovation and creativ-
ity and pushed manufacturing offshore
to support economic interdependence.
Silicon Valley focused solely on advanc-
ing technologies, not on manufacturing
them. Miller argues that U.S.-owned
technology companies swapped out their
Ph.D.-holding innovative leaders for Ivy
League MBA managers to maximize
efficiency and increase profit margins.
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Thus, this short-term beneficial strategy
killed America’s position as the leader in
microchip fabrication. In contrast, to-
day’s policies tend toward reshoring and
“friend-shoring.”

The eccentric tycoons who formed
the leadership of the early semiconduc-
tor industry highlight the importance of
personalities and relationships. Most no-
tably, Miller emphasizes Morris Chang,
founder of the Taiwan Semiconductor
Manufacturing Company (TSMC),
and his role in shaping Taiwan’s global
position. After the leadership at Texas
Instruments did not choose him for
CEOQO, Chang eclected to leave the United
States to establish TSMC, and it is
the presence of TSMC in Taiwan that
gives the United States a critical inter-
est in defending the island. In Taiwan,
Chang singlehandedly grew the most
crucial semiconductor facilities in the
world. Unlike a McDonald’s franchisee,
other countries cannot simply duplicate
TSMC’s facilities, skilled workers, and
exquisite technological processes. This
fact is the foundation for Miller’s thesis:
Taiwan’s current semiconductor industry
anchors international politics and could
decide the balance of military power.

Although Miller writes primarily from
an American perspective, he acknowl-
edges the views of Taiwan and other
semiconductor-producing countries on
the strategic competition between the
United States and China. Miller states
that Taiwanese leadership “recognizes
[the chip industry] as its greatest source
of leverage on the international stage.”
Taiwanese political and business lead-
ers, particularly Chang, built Taiwan’s
semiconductor industry to be a source of
strategic capital. By no accident, Taiwan,
a small democratic island about the size
of Maryland, produces 90 percent of the
world’s most advanced semiconductors.
This strategic anchoring provides ad-
ditional value to Miller’s claim. However,
when addressing the modern conflict,
Miller picks a side and assumes the
reader will accept the predominance of
Western literature on the topic. To this
point, Miller could have further explored
Chinese identity and Taiwan or acknowl-
edged alternative reasons why President

Xi Jinping seeks reunification. He misses
an opportunity to provide a deeper per-
spective on Chinese global and regional
hegemonic objectives.

Chip Waris a practical and valuable
reference for why Americans should care
about Taiwanese independence and the
surprising ways in which the semiconduc-
tor industry ties our security together. It
is a must-read for anyone uncertain about
why the U.S. Government has a national
interest in protecting Taiwan—or more
s0, the advanced semiconductor facili-
ties—from Chinese reunification. For
joint force decisionmakers, Chip War
offers a compelling argument for fulfilling
the Weinberger Doctrine and a valuable
window into the future competition over
technology and national security. Chris
Miller does an outstanding job of captur-
ing the Taiwan dilemma through a novel
lens. And he does more than explain
why the United States should care about
Taiwan; he provides the necessary history
and context to justify its defense. JFQ

Major Brennan Gallagher, USAF, is a Special
Action Officer assigned to the Commander’s
Action Group at Headquarters U.S. Air Forces
in Europe and Air Forces Africa at Ramstein Air
Base, Germany.
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Reviewed by Kevin D. Stringer

arter Malkasian provides a mag-

isterial and balanced account of

the American intervention in
Afghanistan from 2001 until the early
months of 2021. His writing, analysis,
and credibility are buttressed by his
multiple deployments to the country at
both the provincial and district levels
as well as by his fluency in Pashto. His
roles as senior advisor to the military
commander in Afghanistan and later
to the Chairman of the Joint Chiefs
of Staff further enhance his insights.
Since the topic can be approached from
a myriad of perspectives, Malkasian’s
book is likely the first in a long series
of historical examinations over the next
several decades. His book can serve
as the flagship for those who follow,
given its comprehensiveness and lucid-
ity. While lessons for future conflicts
are abundant, The American War in

142 Book Reviews

JFQ 111, 4" Quarter 2023



Afphanistan illuminates three critical
areas for understanding U.S. operations
and errors in Afghanistan: improper
cultural understanding of Afghanistan
and the region, avoidable national secu-
rity policy mistakes, and blunders in
decisionmaking by senior leaders.

Malkasian adroitly demonstrates
how successive U.S. administrations
and their military and civilian leaders
failed to understand that the Taliban
most represented the Afghan culture’s
tribal core values, which centered on
Islam and resistance to any foreign oc-
cupier. This cultural dimension made any
Western-supported government suspect.
The American tendency to conflate the
Taliban with al Qaeda, especially in the
period of 2001-2005, compounded this
lack of comprehension and resulted in
the exclusion of the Taliban in a post-
invasion agreement. This exclusion closed
what was probably the best chance for
an orderly withdrawal after the great
2001 success in what would become an
extended conflict. At the regional level,
an inability to understand and address
Pakistan’s historical, cultural, and geo-
political position in a nuanced fashion
resulted in creating a permanent sanctu-
ary for the Taliban outside of Afghanistan
and a state provider of security force assis-
tance for the Taliban’s resistance fighters
within Afghanistan.

Similarly, the author reflects on and
examines a continuous sequence of
avoidable national security policy mis-
takes—avoidable in the sense that the
correct policy decisions would have re-
quired the courage to confront skeptical
domestic and bureaucratic constituencies.
Two major examples illustrate these
miscalculations. First, the unwillingness
to engage in a firm but direct diplomacy
with the Taliban closed opportunities
to reach a negotiated settlement under
the Bush and Obama administrations.
Second, President Barack Obama’s
restrictive policy on airstrikes from
2014-2015 led to a series of Afghan gov-
ernment defeats, resulting in a downward
spiral in morale for the Afghan military
that echoed into 2021. Malkasian illus-
trates this misplaced policy when he notes
how Obama White House staff “often

asked why the Afghan army needed air
support when the Taliban so clearly did
not.” This approach cost the Afghan mili-
tary dearly in both blood and spirit.

Finally, the author stresses the impor-
tance of human agency. On the civilian
side, although the decisionmaking of all
four involved Presidents contributed to
the 20-year imbroglio, the author dem-
onstrates that President Obama oversaw
the period with the greatest prospects
for an acceptable solution. His missteps
were unfortunately manifold. As noted,
he failed to negotiate with the Taliban,
he did not leverage the troop surge to its
fullest, and his communication of a with-
drawal deadline instead of relying on a
conditions-based troop reduction allowed
the Taliban to wait him out.

Interestingly, the author postulates
that President Donald Trump had the
political courage and will to open nego-
tiations with the Taliban, which provided
the only opportunity for a peace with
honor. Sadly, President Trump’s impa-
tient and erratic policymaking made for
a less-than-satisfactory peace agreement.
Insightfully, Malkasian notes that whereas
the Bush and Obama administrations
neglected to engage with the Taliban, the
Trump White House negotiated a settle-
ment without the Afghan government,
thereby undercutting the legitimacy of
the agreement. This method repeated
that of the 1973 Paris Peace Accords,
which ended the Vietnam War for the
United States. The South Vietnamese
government was also excluded and over-
run by North Vietnam 2 years later.

On the military side, Malkasian cri-
tiques fewer of the military commanders
but singles out a handful of notables for
a closer examination. General Joseph
Dunford, former Chairman of the Joint
Chiefs of Staff, comes away as the most
astute and prescient general of the war.
Although Malkasian worked directly for
Dunford, he provides a fair assessment
of the general’s pragmatic approach
to the Afghan conflict. Unerringly,
General Dunford focused consistently
on the main U.S. interest: “protect-
ing the United States from terrorist
attacks—with the minimum force.” In
addition, Dunford studiously avoided

the media, which resulted in his not
running afoul of the White House.
General Scott Miller, the former Joint
Special Operations Command leader,
who served multiple Afghan tours,
receives merited accolades as the “most
skilled general of the war.” His strategy
adjustments to support negotiations,
his “black cloud” operational approach
(which combined a lethal package of
special operations, drones, and intel-
ligence assets to maximize pressure on
the Taliban), and his preparation for
withdrawal are worthy of future study
for a campaign well-executed under try-
ing circumstances.

This book is essential reading for
all military officers, national security
professionals, U.S. politicians, and
relevant academics. While not the final
assessment of the conflict, since it does
not cover the Joe Biden administration’s
disastrous withdrawal and evacuation
of Afghanistan in August 2021, The
American War in Afghanistan ofters an
academic-practitioner’s incisive account
of the political and military aspects of
America’s longest war. It provides nu-
merous valuable lessons, not the least of
which is a reminder of the human costs
of'such a foreign intervention. JFQ

Colonel Kevin D. Stringer, USA (Ret.), Ph.D., is
the Chair of Education for the U.S. Irregular
Warfare Center and an affiliated faculty
member at the General Jonas Zemaitis
Military Academy of Lithuania.
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Reviewed by John W. Sutherlin

imely, relevant, and provocative,
—|_ Michael J. Boyle’s The Drone Age

makes the point better than any
other on the subject: the sky is full of
drones, and policymakers, especially
those in defense agencies, need to come
to terms with this technology.

Boyle is an associate professor of
political science at La Salle University
(Philadelphia) and a senior fellow with
the Foreign Policy Research Institute.
The Drone Age shows remarkable
growth, maturity, and analytical abilities
over his carlier effort Violence After War:
Explaining Instability in Post-Conflict
States (John Hopkins University Press,
2014). Both works demonstrate Boyle’s
capacity to conduct interesting and
thorough research while posing critical
questions. The Drone Age is buttressed

by almost a decade of published ar-
ticles by Boyle in numerous journals
addressing drone technology and the
effectiveness of drones in war, terrorism,
and humanitarian causes.

Woven throughout all of Boyle’s
research on drones (the book includes
almost 70 pages of notes) is the
troublesome issue of ethics. It is not
the author’s intent to resolve all moral
issues, but rather to level the playing
field of knowledge about drones so that
policymakers and citizens alike can begin
to bridge the chasm that seems to exist
between technology and ethics. Boyle
notes that fear of the unknown is often
what paralyzes sound judgment. And
with drones, fear abounds.

Hidden behind euphemisms like “re-
distributing risks,” “find, fix, and finish,”
and “precision warfare” is the real-world
deployment of killing machines operated
remotely. The metaphor of “wargames”
where joysticks have replaced triggers
is never more precise. The term drone
(technically an unmanned aerial vehicle,
or UAV) evolved from a Northrup com-
pany invention based on the Royal Navy
(UK) aircraft Queen Bee. Boyle provides
an exemplary synopsis of the early days
of the Wright Brothers to World War I
and the interwar period when airplane
potential was realized in bombing raids in
all theaters of conflict.

He also provides the reader with
context along the way, describing many
drone technology firsts—for example, the
first U.S. President to observe a drone,
and the first time a U.S. citizen was
targeted and killed by a drone outside of
a war zone. Boyle also displays his vast
knowledge of drone characteristics, mod-
els (such as the Phantom, Predator, Dark
Star, and Divine Eagle), and capabilities.
For anyone approaching this subject for
the first time, this book is a great place
to advance your comprehension of an
extremely complex subject.

However, Boyle’s real contribution
is his documentation of the progression
from fascination to interest to acceptance
to deployment of drones by the Air Force.
This movement from novelty to lethality
paved the way for military advisors to
press Presidents to use drone technology.

With limited congressional oversight,
Presidents have been able to adjust the
criteria for drone deployment in war or
security matters from certainty to reason-
able certainty. And drones further push
the limits of privacy protection and data
security when used in a policing context.

Perhaps one of the most important
conclusions Boyle reaches is that drone
technology cannot be blamed for in-
creased violence or political instability.
Rather, any new technology, including
the use of artificial intelligence, can
lead contlict to expand beyond initial
justification for the use of drones. “Goal
displacement” or “mission creep” seem
to address the subtitle of the book, How
Drone Technology Will Change War and
Peace. Simply stated, drone technol-
ogy is already changing war and peace.
Casualties and collateral damage by those
using drones may be limited, but that
does not translate into a more peaceful
world with a cessation of all hostilities.

In fact, there may not be the same level
of deterrence or moral handwringing as
found during the Cold War regarding the
development or use of nuclear weapons.
According to Boyle, the need for some
“clear legal and moral understanding” re-
garding drone technology, development,
sale, and use is serious, and a lack of such
understanding could “exaggerate the
hubris of governments.” Coupled with
the erosion of democracies worldwide,
drone technology could have a cumula-
tive negative impact on peace.

For those in any branch of the joint
force, The Drone Ageis a useful look at
this multifaceted issue. The question
remains: Will humans abdicate their
moral responsibilities to unmanned flying
machines? I guess we will see sooner than
our moral decisionmaking can adjust.
Technology seems to be always one step
ahead of our ethics. JFQ

John W. Sutherlin, Ph.D., is the Chief
Innovation and Research Officer at the
University of Louisiana Monroe, which
developed one of the first drone programs
more than a decade ago.
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China’s Military Prepares for War with Taiwan

Edited by
Joel Wuthnow, Derek Grossman, Phillip C. Saunders,

Andrew Scobell, Andrew N.D. Yang

oth the U.S. and Chinese militaries are increasingly focused on a possible
B confrontation over Taiwan. China regards the island as an integral part of
its territory and is building military capabilities to deter Taiwan independence
and compel Taiwan to accept unification. Based on original research by leading
international experts, Crossing the Strait: China’s Military Prepares for War with
Taiwan explores the political and military context of cross-strait relations, with
a focus on understanding the Chinese decision calculus about using force, the
capabilities the People’s Liberation Army would bring to the fight, and what
Taiwan can do to defend itself.
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