Vanderbilt University
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Mobile Device Management and
Mobile Heartbeat on your
I0S Device




Enrolling Your Personal
Device with Mobile
Device Manager
on 10S




This is your @VUMC.org email address.
You will need your VUMC credentials to sign in.
You will need Wi-Fi or an active 3G or higher connection.
You will need iOS 13 or higher.
Ensure your device has been charged and has at least 50% of battery remaining to complete the enrollment.

Your Apple ID and password will be required to install apps.
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SCREEN
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Step 4.
Select GET or the

cloud icon to install

Intune Company Portal

m Microsoft Corporation

Version 4.14.1 3w ago
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Select Open
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Step 6:
Select Signin

Company Portal

Get access Lo company rscurces and keap theém securs

Microsoft privacy & cookies

Consistert with Micreae!t and Apple pobcy, we de not sell any
dala collected by our service to amy third parbes for amy reason

Step 7.
Select your VUMC
account

Account found

Select the account you would like to use 10
sign in.

, Sign in with another account

Step 8:
Select Continue

Account found

Select the account you would like to use 10
sign in.

@®

@ Sign in with another account

Step 9:
Select OK

We'll send important notifications to your device
when action is needed 50 you can keep accessing
work nesources.,

You can turn this off later in app settings.

Step 10:
Select Allow

We'll send important notifications to your device
when action is needed so0 you can keep accessing
work nesources.

You can tum this off later in app settings.

“Comp Portal” Would Liketo |

Send You Notifications
Notifications may nciede slerts, |
sounds, and icon badpes. These can
be configured in Seltings.

Don't Allow aow |




Step 11:
Select Begin
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Set up Vanderbilt University
Medical Center access

Set up your device to access your emad,
devices, Wi-Fi, and apps for work.

@ Review privacy Information

C«Iﬁ Download management profile

C!) Install management profile
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Select Continue
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Device management and

your privacy

Here is what Vanderbilt University Medical Center
can and cannot see or do on your device.

Can't Can
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= View browsang history on this device

« See your i emails, di
Calendar

+ ACCOSS your passwords

« View, adit or delete your photos

+ See the location of a personal device

Leaarn more
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Select Continue

Set up Vanderbilt University
Medical Center access

Set up your device to access your emai,
devices, Wi-Fi, and apps for work.

© Review privacy information
C!) Download management profile
C!) Install management profile
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Step 14:
Select Allow

This website is trying to download a
configuration profile. Do you want to allow
this?

Step 15:
Select Close




Step 17:
Swipe up to return Step 18: Step 20:
Step 16: home then open the Select Profile Step 19: Enter your phone
Select Continue settings app Downloaded Select Install passcode

Set up Vanderbiit University
Medical Center access

Set up your device to access your emai,
devices, Wi-Fi, and apps for work.

© Review privacy information

; Download management profile

C:J install management profile

<:3 Check device settings

Linarn more

How to inatall
management profile
1.Go to the Settings app
Salect Profile Downloaded.
N you don't see that option:
2. Select () General
b. Select Profiles.
2. Select install

Follow the on-screen instructions 1o complete the
inatallation.

3, Open the Company Portal app again

Learn more
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Erdi Erdem
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Finish Setting Up Your iPhone

Profile Downloaded
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Contains.  Devios Ervodment Chalenge

More Details »

Remove Downloaded Profile




Step 21.
Select Install

@ mm.
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Step 22:
Select Install

Cancel

ROOT CERTIFICATE

Installing the certificate “
Cartification Authority” will
trusted certificates on your i

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the administrator at
“hitps.fi.manage microsoft.comy

The administrator may collect personal data, add/
remove accounts and restrictions, install, manage,
and list apps, and remotely erase data on your
iPhone.

Step 23:
Select Trust

ROOT CERTIFICATE

Installing the certificate “Microsoft intune Root
Cartification Authority” will add it to the list of
trusted certificates on your iPhone.

WOBILE DEVICE MANAGEMENT

Installing this profile will allow the administrator at
*hitps:/i.manage.microsoft.comy
DeviceGatewsDrraninehanriisr sehv® in ramotely
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Step 24
Select Done

Description  ingtal this profile 1o gel SCCRSS 10 YOUr COMDanY MEps

Contamms Mobile Device ManageTent
2 Cartificates

More Details

Step 25:
Swipe up to return
home then open the
Company Portal app

¢ General  Device Management

MOBILE DEVICE MANAGEMENT

Managemant Profile

VLMC




Step 26:
Select continue to
finish setup.

How to install
management profile
1.Go to the Settings app
Select Profile Downloaded.
 you don't see that option:
8. Select (] General.
b. Select Proflles.
2. Select Install

Follow the on-screen Instructions to complete the
Instaliation,

3, 0pen the Company Portal app again

Learn more

N YOU CAN NOW SWIPE UP
epT—re— OR PRESS THE HOME BUTTON ON YOUR
PHONE TO RETURN TO YOUR HOME

j SCREEN




Install Mobile

Heartbeat on your
1I0S Device







*Step 1 |
From the home screen on your
Mobile device select >
Company Portal




* Step 2
Select View all apps

Recently published
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Microsolt Conparal

MCTOE0M Corp®slon

Microsolt Dutliook
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Cther Apps

Company Portal website
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Dwwicen Swppart

View all apgs




*Step 3
Enter the app name into the
search bar, then select it from
the result list




* Step 4
Select GET and then INSTALL

Note: GET will be replaced by
a Cloud icon if Outlook has
been installed previously.

MH-CURE Silver

BAOBLE HEARTEEAT LLC

<

Mobile Heartbaat utes secune srmartphones 8
anable clirecal cara teams o communicate and

collaborate faster and more efficiently, Our

anterprse solutions transform medical commun...,
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*Step 5
The app will download and
install.

Reminder: when opening the app, you will need to enter
your mobile device pin.




Your first time
opening MH-Cure on
your 10S Device
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*Step 1 o
When first opening the app you
will be prompted to allow — o

MH-Cure to access the microphone a s fal thorh i 1
ooooonn




Login

* Step 2 EBE=
Select Allow to allow the Mobile

Heartbeat to send notifications.
Eﬁlluﬂﬂmm

Failure to accept all MHB permissions will result in the app not
unctioning properly.




*Step 3

Log in to the app using your VUMCID
and Password. Select OK to associate
this device with your user account.




* Step 4 Zome
Select Allow to allow the app to v | ox
access the camera.




*Step 5
Verify that your name and role are
correct. If incorrect, select Incorrect

and call the Help Desk.

Welcome to MH-CURE.
To begin, please verify your
name and role.

Andrew Martin




Set your new PIN

Step 6 ©
You must set and verify a new,

When prompted set up your PIN. i o
Enter your new PIN, and then enter

your PIN again to confirm.




pr— - —
Do you want to allow "MH-
CURE" to use Face ID?
Face 1D will ed to unlock th o

application.

¢ Step 7 L DGn'lNlnw‘d . OK

If FacelD is available on your device O

you can choose to allow MH-Cure o
to use FacelD to unlock the
o *-.l'.-ﬁf.'!f‘i

application. 0 \




Synergy Options
for Mobile Heartbeat




 Step 1
From Synergy preferences
Select | am a MH-Cure User

create a self-service Pegasus ficket and ask for it fo be assigned to the "HealthlT User Security” team
® | amNOT a MH-CURE user
Updating your MH-Cure User status in Synergy helps to ensure that both Syneray and other Vanderbilt applications send your notifications to your desired device/app
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 Step 2

Pick a Frequency.

Select Opt-in to receive notifications and select the Frequency of notifications. If
logged out of MHB, and you get a page, it will send an SMS message reminder to
check your messages based on the frequency picked.

Eat;sup Clinical Contact Notifications

If you would like to opt in 1o receive notifications of messages when not actively using MH-CURE, check the "opt-in" checkbox below.

Opt-In to receive notifications: Motifications will be sent tol N Click here to change.

Frequency of notifications: | Notify me for the first missed page per calendar day w




Discontinuing Delivery
of Pager Messages
to a Cell Phone




Steps to Follow to turn off delivery of
pages to your cell phone

with American Messaging at 615-322-6477 or via e-mail at
Shelley.Moore@americanmessaging.net.



mailto:Shelley.Moore@americanmessaging.net

Getting Pages in MHB

MH-Cure allows you to launch the Epic
Haiku app from an eStar Page message.




 Step 1
You will receive an Alert message in MH-CURE from
your iOS Device.

 Step 2
Click on the Alert icon in the bottom tab menu in MH-
Cure, named Alerts.




 Step 3
Select the MH-CURE “Alert” message. Click on Launch

Haiku.

@ Availabl

Set a Custom Message

Assigned Units
VUH BMCE in VUMC

Dynamic Roles

None Assigned

Phone

Broadcasts

¢’ REDCAP Surveys
More

Lock

7:36 w T.
Alerts Edit
VUMC Notification 7:36 AM

FYl[Callback# 6154206044/Pt
XXX (OO0 Rz XXX
1D recs injFrom: Bloch, Karen -
Message Forwarded From
6158314768

7:36

& Merts VUM Notification

VUMC Notification Today
FY/Callback# 6154296084/Pt: XXX 736 AM
DOCEBOOOOC) Rm: XOKXID recs in]

From: Bloch, Karen - Message

Forwarded From 6158314768

& MH-CURE Call

M0[227:36 AM




 Step 4
Haiku will automatically launch from here.
a. log in with your vunetIiD / VUMC ID credentials.




« Step 5
By clicking on the link in the MH-CURE message you
are directed to the patient in Haiku.




Recommended
10S Settings

NOTE: The iOS feature Focus Mode may
impact notifications from the MH-CURE app




 Step 1

Go to iPhone settings.




W(‘

 Step 2
Scroll down and tap the MH-CURE app.
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MH-CURE Silver




Step 3

On the MH-CURE settings screen, select the following:

Microphone: Enabled.

Camera: Enabled.

Background App Refresh: Enabled.
Cellular Data: Enabled.

SIP Logging: Disabled.

**|f available on your device vou will have the option to enable Face ID.

9:32

< Settings MH-CURE Silver

Background App Refresh

@ Cellular Data

MH-CURE SILVER SETTINGS

SIP Logging

ole

AR




 Step 4

From the MH-CURE settings screen select notifications:
a. Allow Notifications: Enabled.

b. Critical Alerts: Enabled.

c. Alerts (Lock Screen, Notification Center, Banners): Enabled.
d. Banner Style: Temporary.

e. Sounds: Enabled.

f. Badges: Enabled.

g. Show Previews: Always.

h. Notification Grouping: Off.

9:33 w T&

< Back Notifications

A Critical Alerts [ @)
n and play a
is muted
ALERTS
Lock Screen Notification Center ~ Banners
Banner Style Temporary
©
©
ANNOUNCE
Announce Notifications Off
LOCK SCREEN APPEARANCE
Show Previews Always (Default)
Notification Grouping Off




» Optional

From the iPhone settings screen select notifications:
Select Wi-Fi Calling; you can enable

“Wi-Fi Calling on This iPhone” from this screen.
This feature is dependent on your carrier.

9:33 Wl T @
< Phone Wi-Fi Calling
Wi-Fi Calling on This iPhone @

Make and receive calls over Wi-Fi with your T-Mobile
account. About Wi-Fi Calling & Privacy...

Update Emergency Address

Wi-Fi calling requires an address to help emergency
response serv. espond to calls. Review your
carrier's emergency calling information to understand
the availability of emergency calling over Wi-Fi

Add Wi-Fi Calling For
Other Devices
Wi-Fi calling for other devices allows other devices

signed into your iCloud account to make and receive
calls even when your iPhone is not nearby.




Apple Watch
Notifications

Because MH-CURE facilitates time sensitive
notifications, Mobile Heartbeat
recommends disabling Apple Watch
notifications for MH-CURE.




Apple Watch Notifications

all notifications will go to your phone, making the MH-CURE
experience more predictable.

notifications will appear on your
Apple Watch OR your iPhone, but not both:
you will receive notifications on your iPhone instead of your Apple
Watch.
you will receive notifications on your Apple Watch, unless
your Apple Watch is locked.
is connected to an Apple Watch, is logged into
MH-CURE, and MH-CURE is backgrounded, notifications will display in the Notification Center
but will not wake up the iOS device.



 Step 1
Launch the Apple Watch App

»
« Step 2 >
Select “Notifications” from the Home screen s
« Step3 .
Scroll down the list of Applications and find MH-Cure —
« Step 4

Toggle notifications OFF (green to black) for MH-Cure




WHAT'S NEXT?




RESOURCES

MH-Cure for i0S User Guide

MH-Cure for 10S Users Learning Exchange Course

MH-Cure Overview for Providers Learning Exchange Course



http://mhb.fyi/c7uilm8fxl
https://learningexchange.vumc.org/#/online-courses/c7baa229-82eb-428d-a44e-6313a2f380bb
https://learningexchange.vumc.org/#/online-courses/3d03a9dc-73ce-484f-9e7d-a868ea490944
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